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Abstract

Authentication is an area where users regularly encounter IT security, and it has been
studied in the field of usable I'T security for at least 25 years. There are numerous proposals
and ideas to improve the IT security of personal accounts through various mechanisms aimed
at preventing unauthorized access.

This work aims to explore two of these mechanisms: password composition policies, which
restrict password choices, and two-factor authentication (2FA), which requires two different
factors for users to log into an account.

Regarding the first topic, this work presents the results of a survey conducted in German
companies to understand the use of various elements in password composition policies and
to investigate the challenges faced by decision-makers in creating such policies. By repeating
the survey annually over four years, it was possible to observe the development of certain
elements, such as enforcing regular, time-based password changes. This approach was rec-
ommended in the BSI guidelines in the first year of the survey but was changed shortly
thereafter, advising against password expiry. This led to a decline in companies enforcing
regular changes, though some continued to require them. The difficulties in implementing
the new recommendations were often due to technical hurdles and lack of resources.

The second topic of this work is 2FA, specifically how account recovery is handled when 2FA
is enabled. While access to accounts protected only by a password can often be restored
via email, access to accounts with 2FA should be better secured to justify the increased
IT security. At the same time, the requirements for legitimate users should be easy to
implement. The first part examines the user interface and processes on 78 high-traffic
websites during 2FA setup and account recovery. It was found that the protocols and
support users receive vary greatly from website to website.

Building on these results, the following study investigates users’ backup strategies and their
expectations for account recovery on websites. The findings suggest that only a minority
would be able to recover their 2FA-protected accounts if the websites do not accept personal
information as proof of identity.

Combining these results with the insights from the processes and protocols on websites
shows that there is significant potential for improvement in the area of account recovery.



Zusammenfassung

Authentifizierung ist ein Bereich, in dem Nutzende regelméfig mit IT-Sicherheit konfrontiert
werden, und der seit mindestens 25 Jahren im Forschungsfeld der nutzbaren I'T-Sicherheit
untersucht wird. Es gibt zahlreiche Vorschlage und Ideen zur Verbesserung der I'T-Sicherheit
von personlichen Konten durch verschiedene Mechanismen, die unbefugten Zugriff verhin-
dern sollen.

Diese Arbeit zielt darauf ab, zwei dieser Mechanismen zu erforschen: Zum einen Pass-
wortrichtlinien, die die Auswahlmoglichkeiten eines Passworts einschrianken, und die Zwei-
Faktor-Authentifizierung (2FA), bei der zwei verschiedene Merkmale benétigt werden, damit
Nutzende sich bei einem Konto anmelden kénnen.

Zum ersten Thema présentiert diese Arbeit die Ergebnisse einer Umfrage, die in deutschen
Unternehmen durchgefiihrt wurde, um die Verwendung verschiedener Elemente in Pass-
wortrichtlinien zu verstehen und die Herausforderungen zu untersuchen, denen Entschei-
dungstriager und -tragerinnen bei der Erstellung solcher Richtlinien begegnen. Durch die
jéhrliche Wiederholung der Umfrage iiber vier Jahre hinweg war es moglich, die Entwicklung
bestimmter Elemente zu beobachten, wie beispielsweise das Erzwingen eines regelméfi-
gen, zeitbasierten Passwortwechsels. Dieser Ansatz wurde im ersten Jahr der Erhebung
im BSI-Grundschutzkompendium empfohlen, aber kurz danach gedndert, sodass seitdem
von zeitbasierten Wechseln abgeraten wird. Dies fithrte zwar zu einem Riickgang der Un-
ternehmen, die regelméflige Passwortwechsel erzwingen, doch einige fordern ihre Nutzenden
und Mitarbeitenden weiterhin dazu auf. Die Schwierigkeiten bei der Umsetzung der neuen
Empfehlungen waren oft auf technische Hiirden und fehlende Ressourcen zuriickzufiihren.

Der zweite Teil dieser Arbeit befasst sich mit Aspekten der 2FA, insbesondere die Frage,
wie bei der Wiederherstellung von Konten mit aktivierter 2FA vorgegangen wird. Wéhrend
der Zugang zu Konten, die nur durch ein Passwort geschiitzt sind, oft per E-Mail wieder-
hergestellt werden kann, sollte der Zugang zu Konten mit 2FA schwerer angreifbar sein, um
der erhéhten IT-Sicherheit gerecht zu werden. Gleichzeitig sollten die Anforderungen fiir
rechtmaéfige Nutzer einfach umsetzbar sein. Im ersten Teil werden das Nutzerinterface sowie
die Ablaufe auf 78 stark frequentierten Websites wihrend der Einrichtung von 2FA und der
Prozesse zur Kontowiederherstellung untersucht. Es wurde festgestellt, dass die Protokolle
und die Unterstiitzung, die Nutzer erhalten, von Website zu Website stark variieren.

Aufbauend auf diesen FErgebnissen werden in der folgenden Studie die Sicherungsstrate-
gien der Nutzenden und ihre Erwartungen an Webseiten zur Kontowiederherstellung unter-



Zusammenfassung iii

sucht. Die Ergebnisse legen nahe, dass nur eine Minderheit in der Lage wére, ihre mit 2FA
gesicherten Konten wiederherzustellen, sollten die Websites keine personlichen Informatio-
nen als Identitatsnachweis akzeptieren.

Die Kombination dieser Ergebnisse mit den Erkenntnissen aus den Abldufen und Protokollen
auf Websites zeigt, dass im Bereich der Kontenwiederherstellung im Falle des Verlustes des
zweiten Faktors grofies Verbesserungspotenzial besteht.
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Glossary

BSI : Bundesamt fiir Sicherheit in der Informationstechnik; Federal Office for Informa-
tion Security, Germany. The "BSI as the Federal Cyber Security Authority shapes
information security in digitization through prevention, detection and reaction for
government, business and society.* [59]

NIST : National Institute of Standards and Technology, America. Their goal is ”[t]o
promote U.S. innovation and industrial competitiveness by advancing measurement
science, standards, and technology in ways that enhance economic security and im-
prove our quality of life [128§]

2FA : Two-factor authentication. A user needs to provide two different ways during login
to prove their identity. The two different factors have to come from two distinct
categories from the possible three: something the user is (e.g., fingerprint), something
the user has (e.g., a device), something the user knows (e.g., a password) [82].

MFA : Multi-factor authentication. At least two factors are needed to log in to an account.
More generic term for 2FA.

RBA : Risk-based authentication. During login, a risk factor is calculated based on a
user’s typical behavior, such as their IP address or location. If a certain risk factor is
exceeded, a user could, e.g., be prompted to confirm their login attempt via mail or
SMS, or the login could be blocked. [65, 115].

PKQ : Personal knowledge question(s). These questions concern personal information and
need to be answered while a user has access to their accounts, e.g., during account
registration. They were often used in the past in case an account holder was not able
to provide their normal authenticators (e.g., their password) [150]. They have been
proven to be insecure, as they often consist of easily obtainable information [150].



Chapter 1

Introduction

As of 2024, around two-thirds of the world’s population uses the internet [96], which often
necessitates creating user accounts. Typically, this process is straightforward, requiring
only an email address or phone number and a primary authenticator, such as a password.
Protecting accounts with a password, first introduced in the 1960s [38], is intended to
prevent unauthorized access to user data and user privileges. However, it is well known
that users sometimes choose weak passwords and reuse them across multiple websites [170,
91, 164, 139, 31, 174, 176, 79], making it easier for attackers to gain access to accounts and
the data stored within them.

There are various approaches to counter the selection of insecure passwords and improve
overall account security, and this thesis explores two of them.

The first, commonly used by service providers (websites and companies), involves pass-
word composition policies (PCPs). These policies restrict the types of passwords users
can choose by, for example, preventing commonly used passwords or requiring a minimum
length. Especially in companies, these measures should secure not only employees’ data but
also company data and secrets.

PCPs have been in use for at least 20 years [17], leading to a substantial body of research.
This research includes analyses of end-user-facing PCPs on websites ([15, 175, 155, 142])
and studies on how users cope with various characteristics of PCPs ([95, 156, 118, 83]).

Findings from these studies have often informed recommendations by organizations such
as the American National Institute of Standards and Technology (NIST) [82], the German
Federal Office for Information Security (BSI) [48] or the Open Web Application Security
Project (OWASP) [133]. These organizations provide guidelines to help companies select
secure authentication mechanisms for their customers and employees.

While end-user-facing PCPs have been studied extensively, there is a research gap regarding
their prevalence and usage in a corporate context, e.g., the rationale behind specific policy
elements from the perspective of those responsible for creating PCPs.

This gap is especially interesting given that the BSI changed its recommendation regarding
regular, time-based password changes in early 2020, shifting from recommending them to
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not recommending them. This scenario presents an opportunity to investigate not only the
policies in use but also the speed of adaptation to new guidelines, a topic that has been
understudied in the field of usable security and privacy.

To shed light on current practices and the speed of policy adaptation to recommendation
changes, we conducted a survey of German companies four times: once before the rec-
ommendation change and three times afterward, each approximately one year apart. We
inquired about the authentication systems in use, and we asked detailed questions about
password policies. Participants were recruited via the BSI newsletter, targeting a sample
likely interested in I'T security.

In 2019, we found high heterogeneity in the PCPs and a high prevalence of PCP elements
that the research community and NIST consider harmful, such as password expiry and char-
acter class requirements. Following the recommendation change, fewer companies require a
regular password change over the years (72% in 2019 to 45% in 2023). Participants whose
companies still use a regular expiry often argued that this improves security or that there
are additional guidelines by other institutions they must follow. Alternative checks were
often not implemented due to resource constraints or technical hurdles.

The second approach covered in this thesis to improve account security is two-factor au-
thentication (2FA). In 2FA, a second factor (secondary authenticator) is required to
confirm the user’s identity, typically something the user is or has [82]. This is used in addi-
tion to the primary authenticator, typically something the user knows. Experts frequently
advise non-tech-savvy users to use 2FA to stay safe online [93, 18], and its use has steadily
increased in recent years, both for individuals [25] and within companies [71] (see Chap-
ter 5). Some services even mandate the use of second factors [77] or are required by law to
do so, such as banking websites in the EU [137].

Within several studies, participants repeatedly expressed the fear of losing the second fac-
tor [35, 99, 138] and there are indications that around 40% of smartphone users have had
at least one incident in which they lost their device or had it stolen [12, 87, 107]. Given
that personal smartphones are a convenient choice for 2FA [161], these numbers suggest
that many users might find themselves locked out of their accounts if they lose access to
their second factor.

While passwords can often be reset by accessing the connected email address [106], recover-
ing a second factor should theoretically be more complex to maintain the increased security
of 2FA. For bank accounts and company employees, recovery can typically be done through
in-person verification, as the institution possesses extensive knowledge about the account
owner. However, for services operating solely online that do not require extensive account
owner information, account recovery becomes more complex.

To assess this complexity and related issues, the second half of this thesis focuses on second-
factor recoverability. Initially, we conducted 78 expert reviews, examining current practices
of online services and their assistance to users in regaining account access. We found that
the investigated services lacked a common practice during both 2FA setup and recovery.
Yet we managed to recover half of the accounts.

In a second study, we conducted 16 interviews and surveyed 95 participants to ask them
about their current backup plans and their expectations regarding account recovery. We
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found that only approximately half of the interview participants had considered the issue of
losing their second factor or had experienced access problems, and even fewer had a backup
plan. Many participants expected services to offer support and believed they could reach
out for help with login issues.

This thesis makes the following contributions. In the first half,

e [ present 259 password composition policies used in German companies between 2019
and 2023 and compare them to recommendations from scientific work and national
organizations.

e I present and discuss reasons why companies do not or cannot comply with recom-
mendations regarding expiry and alternative checks for account compromises.

In the second half,

e [ present the recovery protocols for the second factor of 78 top-traffic websites, in-
cluding the website’s communication and usability concerning this topic.

e [ estimate backup prevalence and account recovery probability among 16 interview-
and 95 survey participants, highlighting a strong reliance on personal data and website
support.

e | outline users’ expectations, understandings, and feelings of responsibility regarding
account recovery.

This dissertation is structured as follows:

In Chapter 2, I present the theoretical background and related work on which this thesis is
based. I provide an overview of scientific and institutional recommendations on authentica-
tion and recovery and summarize the current status of these two topics for both companies
and end users.

Chapters 3, 4, and 5 present survey studies conducted in German companies focusing on the
employee-facing authentication process and the reasons for selecting specific mechanisms.
Chapter 3 summarizes the method used, and Chapter 4 presents the results from the first
survey distribution in 2019 and its implications, and Chapter 5 compares the results from
several years, discussing reasons for not adopting new recommendations.

Chapters 6 and 7 investigate the recoverability of a second factor. I start by showing the
process that is followed by websites when users lose access to their second factor in Chapter 6
and then examine how users cope with such a situation and their expectations from service
providers in Chapter 7. Both chapters discuss implications for service providers.



Chapter 2

Background and Related Work

Disclaimer:
Several contents of this chapter were previously published or are currently under review
as part of the following four papers:

e “Please do not use !?__ or your License Plate Number: Analyzing Password Policies
in German Companies” presented at the 17th Symposium On Usable Privacy and
Security (SOUPS) in 2021 [71]. I worked on this together with my co-authors
Mazximilian Hdaring and Matthew Smith. This chapter uses text from the paper’s
related work section, for which Mazimilian and I conducted an extensive literature
review. We wrote the section iteratively together and it was revised by Matthew.

o “Evolution of Password Expiry in Companies: Measuring the Adoption of Recom-
mendations by the German Federal Office for Information Security” presented at
the 19th Symposium On Usable Privacy and Security (SOUPS) in 2023 [72] together
with my co-authors Maximilian Hdring, Matthew Smith and Christian Tiefenau. I
conducted a literature review for literature not included in or published after the
previous paper. This chapter uses text from the paper’s related work section, for
which the first version was written by me (except for the adoption speed of HTTPS,
which was written by Christian). The section was iteratively revised by Mazximilian,
Christian, and me.

o “Adventures in Recovery Land: Testing the Account Recovery of Popular Websites
When the Second Factor is Lost” presented at the 19th Symposium On Usable Pri-
vacy and Security (SOUPS) in 2023 [70] together with my co-authors Mazimilian
Hiring, Charlotte Theresa Mdadler, Matthew Smith, and Christian Tiefenau. This
chapter uses text from the paper’s related work section, for which Charlotte and I
conducted an extensive literature review. I wrote the first version of the section and
it was iteratively revised by Maximilian, Christian, and me.

o “They are responsible for ensuring that I can continue to use the service. Inves-
tigating Users’ Expectations Towards 2FA Recovery in Germany.” This work is
currently under review. I worked on this together with my co-authors Julia Grohs,
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Mazximilian Hdring, Matthew Smith, and Christian Tiefenau. This chapter uses
text from the paper’s related work section, for which Julia and I conducted an ex-
tensive literature review. I wrote the first version of the section and it was iteratively
revised by Julia, Maximilian, Christian, and me.

As all the following work was conducted with my co-authors as a team, this chapter will
use the academic “we” to mirror this fact.

The general topic of authentication can be researched from two different angles: First, how
companies and services handle authentication, what methods they provide and support,
and whether any additional rules are set. Secondly, one can study how end users cope with
a given method and what their expectations are.

As authentication and passwords, in particular, were an early starting point for usable
security [5], there is a large body of literature on various authentication aspects. Thus,
this section only focuses on the topics relevant to this thesis: password composition policies
and account recovery, especially if 2FA is used. It is not meant to be complete but to
offer important context for the following chapters. We look into these topics from both
above-mentioned angles: Once from an organizational side (i.e., companies that want to
authenticate their employees) and second from an end user perspective.

The following section first summarizes current recommendations concerning authentication,
both from research and national institutions in Section 2.1. We also estimate how fast
we expect recommendations to be adopted. After this, we present a look into whether
the recommendations are followed. We start with the current status of authentication in
Section 2.2 and then present the status of recovery in Section 2.3.

Our work results from a research gap highlighted in this chapter.

2.1 Recommendations from Organizations and Science

Several countries have an institution that aims to support and guide end users and compa-
nies [59, 128, 58, 22]. Often, these recommendations are based on scientific results [82].

This section gives an overview of recommendations concerning authentication and account
recovery for companies and end users, both from scientific work and different organizations.

2.1.1 Recommendations for End Users

Ideally, users would be unable to compromise the security of IT systems or would have
to make a very deliberate choice to follow an insecure path. Unfortunately, this is not
yvet the case in all areas, which is why experts, e.g., the Federal Office for Information
Security, recommend that end users adopt practices that help them to navigate the internet
securely [61]. Parts of this often also relate to the area of authentication, and end users
are advised to use strong, unique passwords (e.g., with the help of password managers) and
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make use of 2FA if possible [93, 18, 60, 62]. In their article about 2FA, the BSI brings up
the issue of a possible second-factor loss and recommends adding more than one second
factor [62].

2.1.2 Recommendations for Service Providers and Companies

Companies and service providers have the potential to impact many people with their
decisions concerning authentication, as they set rules for their employees and customers
who want to or need to use their service. For this reason, it should be of high priority to
choose methods and rules that are easily usable and lead to secure behavior at the same
time.

In the following, guidelines for those handling and issuing electronic credentials are sum-
marized.

Institutional Recommendations Regarding Authentication and Recovery

In Germany, where we sampled participants for survey studies within companies (as ex-
plained in Chapter 3), the Federal Office for Information Security (BSI) “is the National
Security Authority and the chief architect of secure digitalisation in Germany” [55]. Once a
year, it publishes an updated version of its IT-Grundschutz Compendium [49], which “offers
a systematic approach to information security that is compatible with ISO/IEC 27001” [49].
The BSI additionally hands out implementation hints for some subsections, e.g., for identity
and access management, including authentication [45].

Companies do not have any legal obligation to apply the IT-Grundschutz. Yet, it is one
way to implement ISO 27001 in order to get certified [49]. There are several reasons for
companies to do this, e.g., reputation, risk calculation, and compliance. Certification is
valid for three years, with yearly audits [63]. Therefore, changes to the compendium should
be implemented in the industry at the latest after three years.

We sent out the first survey in 2019 and the last one in 2023 (see Chapter 3). As the
BSI adapted their recommendations at the beginning of each year, five versions are of
interest for this work [47, 48, 51, 53, 54].! Relevant for this work are recommendations
towards password composition policies (PCPs), multi-factor authentication, and account
recovery (i.e., password and/or multi-factor reset), as found in “ORP.4 Identity and Access
Management”. The recommendations for the first two changed only once in 2020, and for
password and/or multi-factor reset, all versions are identical. An overview of all elements
relevant to this work is depicted in Table 2.1 and explained in the following.

Regarding PCPs, the guidelines in the compendium (since 2020) are quite vague and state
that “Passwords MUST be sufficiently complex so that they are difficult to guess. Passwords
MUST NOT be so complex that users cannot utilise them regularly with a reasonable
amount of effort [50]. It additionally states that “Passwords that are easy to guess or are

"English versions are only available for the versions from 2019 [46], 2021 [50], and 2022 [52].
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kept in common password lists MUST NOT be used [50].”2 The implementation hints are
more specific and recommend not using words from the personal or work environment and
comparing the passwords to lists of leaked passwords. It also suggests combining complexity
and length requirements (e.g., 8-12 characters + 4 character classes or 20-25 characters +
two character classes) [45].

In 2019, it stated that “[the organization] MUST specify that only passwords of sufficient
length and complexity are to be used [46]”.

While in 2019, the compendium included a passage stating “The passwords SHOULD be
changed at appropriate intervals” [46], this has changed at the beginning of 2020. Since then,
users should only be prompted “to change their passwords with a valid reason. Changes
based on the passage of time alone SHOULD be avoided. [50]” Instead, mechanisms must be
implemented to detect compromised passwords, e.g., detecting parallel logins from different
systems or locations. Only in case these alternative mechanisms cannot be implemented
should a regular change be considered [50, 45]. The guidelines lack specific implementation
ideas for these alternative mechanisms. Looking at available products, it would for exam-
ple be possible to check whether a password an employee wants to use is already leaked
(e.g., [143, 89]) or get notified if new leaks occur that include specific email addresses or
domains (e.g., [92, 89]) Additionally, there are ideas on how to automatically classify and
extract threat intelligence information concerning identity breaches to, e.g., support security
analysts [110].

While all versions of the BSI guideline include a passage about considering multi-factor
authentication for accounts with increased protection needs, in 2020, the BSI also added
a paragraph about multi-factor authentication concerning all user accounts: “[the organiza-
tion] MUST consider whether passwords are to be used as the sole authentication method,
or whether other authentication features or methods may be used in addition to or instead
of passwords [50]”. In 2021, a new passage about dual control for administrative activities
was added [50].

Concerning recovery, the compendium only includes a passage considering resetting pass-
words, stating that “[a]n appropriate and secure procedure SHOULD be defined and imple-
mented.” It further specifies that “[ijn case of higher password protection needs, a strategy
SHOULD be defined for cases in which a support staff member cannot accept responsibility
for providing a password due to the lack of secure options available.” [50] The implementa-
tion hints offer thoughts concerning several different ways of how a password reset should
take place, e.g., by letter, via phone, or personal contact. They mention measures on how
to make sure the requester is the correct person, e.g., that the voice of a person must be
known by the IT staff if reset over the phone is possible, or that security questions can be
included, but that they should not be easily obtainable from public knowledge [45].

Yet, neither the compendium nor the implementation hints offer guidance on how to deal
with the loss of a second factor.

2At the time of writing, the English version of the 2024 version has not been published. The quotes are
taken from the English translation of the compendium from 2021. The quoted passages of both German
versions are identical.
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Chapters 4 and 5 investigate how German companies handle employee authentication. We
assume that many will act according to the recommendations given by the BSI.

The US American equivalent of the BSI, the National Institute of Standards and Technology
(NIST), gives more specific advise and recommends that user-chosen passwords should at
least be eight characters long and shall be compared “against a list that contains values
known to be commonly used, expected, or compromised” [82], e.g., passwords from previ-
ous leaks, dictionary words, repetitive or sequential characters, and context-specific words.
Since 2016, the recommendations have advised against requiring periodical changes [81],
and only force a change if there is evidence for a compromise. Verifiers “SHALL implement
controls to protect against online guessing attacks” [82]. NIST also mentions techniques
such as risked-based authentication using IP addresses, geolocation, and browser metadata
as a measure to reduce the risk of an attacker locking a legitimate user out of their account
as a result of rate-limiting.

NIST differentiates between three Authenticator Assurance Levels (AALs). The higher
the level, the better capabilities and resources an attacker needs to have to undermine the
authentication process. According to NIST, single-factor authentication is appropriate for
AAL1l. AAL2 and AALS3 require multi-factor authentication.

For the topic of recovery, NIST mentions that “it is essential that it not be possible to
leverage an authentication involving one factor to obtain an authenticator of a different
factor.” [82]

Chapter 6 analyzes the recovery protocol of top-traffic websites. Many of these have head-
quarters in the United States of America, and their protocols are likely to be oriented at
the guidelines given by NIST.

What Science Says About Password Composition Policies

Over the last years, several researchers have experimented with different elements often seen
in PCPs, trying to understand their implications on usability and security [166, 98, 95, 83,
157, 156], as summarized in the following.

Length and Complexity Komanduri et al. [98] studied password strength and user sen-
timent across four password composition policies in 2011. For this, they invited 5000 people
to participate in an online study where participants had to create a password that they had
to recall two days later. The policies requested a certain length (8 vs. 16 characters) either
alone, with an additional complexity requirement, or the non-existence of dictionary words
in the chosen password. They found that participants across all conditions used at least
2.2 digits, while symbols were mainly only used if a policy requested to do so. Also, requir-
ing a high complexity led to passwords with a higher entropy than other policies. At the
same time, high complexity and the ban of dictionary words made password creation more
complicated, with only 17.7% of participants being able to create a password in one try
compared to the 52 to 84 % with other policies. The authors noted a correlation between
storing passwords and the use of higher-entropy passwords. Of the four tested password
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NIST (2020)[32]

BST Ol1d (2019)

BSI New (since

- Dictionary words

[46] 2020)[48]
Policy Elements
Quality - - Appropriate
Minimal length 8 Sufficient -
Minimal maximal 64 - -
length
Complexity Advised against Sufficient -
Maximal age Advised against Appropriate -

Allowed characters All ASCII & - -
Unicode characters
Blocklist At least: - Easy to guess
- Leaked passwords Common
passwords

Reused passwords

- Repetitive or
sequential
characters

- Context-specific
words

Table 2.1 — Recommendations for password policies by different organizations, split by their
elements. The BSI revised their recommendation in 2020.

composition policies, the one asking for at least 16 characters but not requiring anything else
seemed to be the best trade-off between usability and security of the resulting passwords.

The same approach was followed by Kelley et al. [95] in 2012, Shay et al. in 2014 [156] and
2016 [157], and Tan et al. [166] in 2019. Kelley et al. [95] tested the effect of policies of
different lengths and complexities as well as the presence of password blocklists, which varied
in size and complexity. They found that larger and more complex blocklists lead to stronger
passwords. Shay et al. [157] examined 15 password policies by inviting 20,000 participants.
Their password composition policies included policies that required only a minimal length or
a length in combination with complexity or a certain number of words. The authors found
that requiring a longer password with less complexity made it easier for participants to create
and recall them while being less likely to be guessed. While experimenting with password
blocklists, they noted that substring blocklists made passwords more secure without making
recalling them more difficult. Policies that only requested minimal lengths were found to be
usable; however, many of the resulting passwords were very weak. Additionally, the authors
found the frequently used PCP consisting of a minimum of 8 characters and one character
of each character class to be less usable and secure than some other tested policies. Based
on their findings, the authors also gave recommendations for service providers regarding
password composition policies.

Tan et al. [166] tested 21 policies, including composition requirements, blocklist require-
ments (using different lists and four different matching algorithms) and minimum-strength
requirements (i.e., the number of guesses needed). During creation, a password meter
showed compliance with the requirements and gave additional hints on how to increase the
security once compliance was met. The study was completed by 6477 participants. The
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authors found that character-class requirements are annoying while simultaneously result-
ing in passwords that can be easily cracked using state-of-the-art password-cracking tools.
They additionally saw usability differences when comparing different blocklists and found no
benefit of requiring four character classes in addition to a large blocklist. They recommend
using a minimum-strength requirement in combination with a length requirement and rate
the benefit of minimum-strength higher than blocklists in protecting against offline attacks.

According to current knowledge, the best combination seems to be one of a minimum
length requirement combined with a minimum strength requirement (policies that require
the password to exceed a strength threshold) or, if the latter is not possible, a carefully
configured blocklist [166].

Password Expiry For along time, it was recommended that users change their passwords
regularly for two reasons: first, if the passwords were ever leaked, chances were high that
the list was already outdated when an attacker got access to it. Second, attackers would
need more time or computing power to brute force passwords. For the latter, 90 days was
often seen as a reasonable trade-off that would make it impossible for attackers to guess the
passwords in time but still be usable enough for users [165].

The usability and security implications of password expiry have been studied several times.

Looking at usability, findings suggest that users have trouble recalling new passwords and
find forced password updates annoying [158, 90, 84, 26].

Security-wise, studies show that password expiry does not seem to offer the security benefit
it was thought to have. Many people simply modify the accounts’ current password or reuse
a password from another account [158, 179, 84, 24]. In 2010, Zhang et al. [179] examined
whether password expiration meets its intended purpose. For this, they analyzed a data
set consisting of 7700 accounts. They found that 41% of the new passwords can be broken
with knowledge about previous passwords for the same account within seconds, and 17% of
the accounts can be broken into with five online password guesses.

Habib et al. [84] found that 67% of the participants from an online survey self-reported cre-
ating their new password by modifying their previous one; most prominent was capitalizing
a letter, which was done by 30%. Still, according to self-reports, regular password changes
do not seem to lead to weaker passwords. 82% of the participants agreed that frequent
password expiration secures accounts against unauthorized persons.

Additionally, credentials are often used within hours after compromise [6], which cannot be
prevented by a regular password change.

Influence of Bad PCPs on Mood and Productivity Studies have shown that pass-
word composition policy (PCP)s do not only influence the memorability and security of the
resulting passwords but can also go beyond: Inglesant et al. [90] let 32 staff members of two
different companies keep a password diary for one week and interviewed them regarding
the details of each password. They found that the policies existing in 2010 were too com-
plex, which, in the worst case, harmed the (organizational) productivity. A study by NIST



2.1 Recommendations from Organizations and Science 11

looked at the behavior of over 4000 employees of the Department of Commerce in 2014 and
estimated that they spent over 12 hours per year if passwords needed to be changed every
90 days and over 18 hours per year if passwords needed to be changed every 60 days [26].

In a study of passwords collected from over 25.000 members of their university, Mazurek et
al. [118] found the passwords of people who were annoyed by the complex password com-
position policy to be weaker compared to those who were not annoyed.

2.1.3 Recommendation Adoption Speed

After a recommendation is released by, e.g., institutions like NIST, or research, adoption
takes time [120, 42, 7, 144] as the people in charge of implementing it are unaware of the
recommendation [120], have no time [105, 167], or do not have the necessary knowhow [120].
In many IT security-related topics, technology has changed over the years, and with it, the
knowledge of what is secure or usable secure.

To understand how fast the knowledge about best practices takes to reach those in charge
of using this information, we highlight this process for two examples: deprecated hashing
algorithms and HTTPS.

Deprecated Hashing Algorithms

One security-related area that encounters constant changes in recommendations is hashing.
Algorithms get deprecated because they were found to be broken [160] or key lengths have to
be increased due to the rising computing power [124]. In 2008, it became clear that MD5 was
broken [160] and should thus not be used for storing passwords. Despite this being public
knowledge for more than ten years now, some developers seem to be unaware of this fact. In
a 2019 study, Naiakshina et al. [120] asked freelance developers to implement the password
storage functionality for a website. Over 20% of the participants used MD5 (18% even stored
the passwords in plain text/Base64 encoded). Using the same task, Naiakshina et al. found
that MD5 was also used within a sample of computer science students [121] and developers
within companies [119]. Danilova et al. [33] asked participants to review the program code
and included insecure password storage (such as MD5). Only 36% pointed out this problem,
and one even mentioned MD5 as a hash algorithm to improve security. Ntantogian et al.
[126] investigated the default password hashing scheme of 25 content management systems
and web application frameworks in 2018. MD5 was the default hashing scheme for around
27% of the analyzed CMS.

This problem can also be seen when looking at the database of “Have I been pwned” [144]:
around 30% of the datasets that included passwords and that were breached in 2021 or 2022
used MD5 for password hashing; for datasets leaked in 2023, only 15% included MD5.?

3Based on the information available in July 2024.
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HTTPS

In 2015, the W3C Technical Architecture Group encouraged the use of HTTPS instead
of HTTP [172]. At this point, only around 32% of all pages visited by Firefox browsers
supported HTTPS. Around that time, Let’s Encrypt was founded and, for the first time,
enabled server owners to acquire TLS certificates for free [154]. The updated recommen-
dations, in combination with the easier access to certificates, led to the fact that, in 2022,
seven years later, the percentage of servers that supported HTTPS grew to nearly 80% [42],
and most (79,8%) of the web servers specifically allow only HTTPS-connections [173].

Even though 80% is the majority, this, in turn, also means that one-fifth of the servers still
do not support TLS-secured connections. This can be due to compatibility reasons or an
administrator’s incorrect mental model of the technology [7, 100].

2.2 The Status of Authentication

This section summarizes how authentication is currently handled, what methods are used,
and what issues are faced. Especially Section 2.2.2 is meant to set important context for
Chapters 3, 4, and 5, where we investigated authentication in German companies and how
a recommendation change impacted them.

2.2.1 End Users

Generally, it is hard to estimate how many accounts an average user owns and, thus, for how
many accounts users need to handle some kind of authentication mechanism. Still, some
questionnaires were conducted to shed light on this. One study from 2024, for example,
reports that users have, on average, 168 accounts [171], and it seems that the COVID-19
pandemic increased the number of accounts a person has [31]. Additionally, there seems
to be a huge variety in account numbers per user, as in another study, around 30% of
the respondents reported that they have no idea how many accounts they own, as there
are too many, while another 30% reported to have less than 10 [108]. Looking at the
number of websites that require a password entry on a day-to-day basis, a study found that
participants visited around 26 different web domains that required authentication within
90 days in 2017 [139], and in another study, the median user visited 16.5 websites within 6
weeks in 2016 [176].

Regardless of specific numbers, it can be assumed that many people who use the internet
regularly are in some form of regular contact with authentication.

One common approach is to use passwords, and the number of users using 2FA has increased
regularly over the last years [25]. Some services even enforce 2FA for some of their users [112,
76] to decrease account compromises [97] or are required by law to do so [137]. For 2FA,
the smartphone currently seems to be the most used approach, by either receiving a code
via SMS or using authenticator apps [161].
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Apart from pure numbers, several studies investigated how users cope with different au-
thentication mechanisms.

To understand common password patterns and users’ misconceptions about password strength,
Ur et al. [170] asked 49 participants to create an account for fictitious banking, email, and
news websites while thinking aloud. The authors found that while some weak passwords
were created consciously, most were a result of misconceptions, e.g., that a “!” at the end
makes a password more secure or that hard-to-spell words are more secure than easy ones.
Additionally, many participants demonstrated misconceptions regarding possible attacks,
believing that personal data as passwords is secure as long as it is not known publicly.
When confronted with policies that required the participants to add numbers or symbols
to their password, which they had not included before, many simply appended one to their
password.

Stobert et al. [164] found participants often chose their passwords based on personal goals,
beliefs, or information associated with the website.

Apart from the creation process, several studies have repeatedly shown that users tend to
reuse their password (exactly or partially) [139, 31, 174, 176, 164] and that passwords are
even commonly continued to be used and reused if they are leaked [174, 79]. Frequently
entered passwords and complex ones seem to be reused more often [176].

For 2FA, a lot of literature was conducted to understand how users cope with 2FA methods,
initial setup [147, 148, 30, 3], and what impacts acceptance [177, 35, 148, 34]. Generally, it
was found that many 2FA systems offer good usability [147, 148] and that users sometimes
reported that it was easier to use than expected [30].

Studies also found that users often lack the correct terminology when it comes to authen-
tication and show misconceptions about authentication measures [102, 5, 9, 99, 37].

2.2.2 Authentication in Companies and on Websites

In this section, we look at literature concerning the current state of authentication in com-
panies and on websites and how the decision process for PCPs looks.

In 2010, Floréncio et al. [57] examined the password policies of 75 websites, including
top, high and medium traffic sites as well as banks, universities and government sites.
They calculated the minimum strength of each password policy using the cardinality of the
minimum character set required and the minimum length given in the policy. Afterward,
they analyzed if different characteristics correlate with stronger password policies but found
no correlation between the website’s size, the number of users, or the frequency of attacks.
Instead, they noted a strong inverse correlation between password policy strength and sites
that accept advertising and sponsored links. The authors hypothesized the necessity of
those websites to have high usability to keep users on their site.

Mayer et al. [117] replicated and extended this study in 2016 by analyzing the password
policies of the same websites as visited by Floréncio et al. and additionally investigating
a corresponding sample of German websites. They noted that the average strength of the
password policies had grown significantly in the US, except for websites that display third-
party advertisements. In all samples, an inverse correlation was found for users visiting
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a website with a clear competitor regarding their service. While comparing the password
policies of German websites and those from the US, the authors noted a much smaller
median of policy strength on German websites, with especially weak policies on banking
websites.?

At the beginning of 2019, Gautam et al. [67] extracted and analyzed the password com-
position policies of 270 websites with the highest ranks in ten different countries. They
compared the policies to the recommendations of NIST and found that only around 40%
followed the recommended minimum length of 8 or more characters, while more than 70%
had an unnecessary maximum length requirement. Two-thirds did not enforce certain char-
acter classes and thus followed the recommendations.

Lee et al. [104] analyzed 120 of the most popular websites in 2021 and compared the pass-
word policies to current best practices from academia: blocking common passwords, re-
quiring specific character classes, and using a password meter to provide feedback on the
security of a password. They found that 60% of the websites do not prevent the usage of
the most common passwords at all, and a further 15% seem to use a very limited blocklist,
thus still allowing many easy-to-guess and leaked passwords. Contrary to recommendations,
45% of the websites required specific character classes. Only 19% used a password meter of
any sort. Interestingly, the authors captured 73 distinct password policies among the 120
websites.

Going beyond passwords, it can be seen that additional and alternative methods are not
already used everywhere: 2FA was found to be supported in less than half of 208 popular
websites [68], and passkeys are even less prevalent [1].

Looking at employee authentication, in 2022, Hypr, a company aiming for passwordless
authentication, conducted interviews with 500 IT decision-makers within financial services
organizations in Europe and the United States of America. They found that 32% use 2FA
for their employees, while 22% use only the username and password [88].

To understand more about authentication in companies, we surveyed German companies,
as explained in Chapters 3, 4, 5.

Another paper closely related to our studies presented in Chapter 4 and Chapter 5, but
conducted after our work, is that of Sahin et al. [149]. They interviewed eleven website
administrators to understand what considerations impact the PCPs they employ and what
challenges they face when doing so. The authors found that administrators often face design
challenges, competing interests, and deployment challenges. We build upon their work by
a) recruiting a larger sample and b) focusing on security professionals within a company. In
a professional context, accounts not only hold personal information about a user but might
also give access to sensitive company internals. We believe the behavior of decision makers
might be influenced by the fact that not only the company’s reputation is at stake but also
company secrets.

41t should be noted, though, that the login for customers is protected by rate-limiting. Further actions
need to be approved by a second factor [152].
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2.3 The Status of Account Recovery

If an authenticator for an online account is not available, either for a certain period or
permanently, a user might need to look for alternative ways to gain access to their accounts.
For password resets, most often, an email can be sent to the email address connected to
the account in question [106]. However, before the work conducted for this thesis, it was
mostly unclear what the situation looked like in case of an unavailable second factor.

In this section, we summarize work that sets the context for Chapter 6, where we analyzed
the recovery protocol of websites, and Chapter 7, where we investigated users’ expectations
and backup plans.

2.3.1 End Users’ Experiences with Loss and Account Recovery

Motivating our research area, studies found that participants are sometimes concerned about
losing a second factor or its temporary unavailability, and thus potentially losing access to
their accounts [36, 35, 99, 138, 37, 43]. Sometimes, this was accompanied by the fear of
impersonation attacks after the loss or theft of this device [138].

This section seeks to give insights into the following areas: a) How often do users really lose
their second factor? b) Do users have recovery plans? c¢) What do users think of different
backup possibilities? d) what expectations do users have towards service providers if they
lose their primary or secondary authenticator?

Losing Authenticators and Losing Account Access In the following, we report on
how often users are confronted with the problem of losing their second factor.

For smartphones, which are the most commonly used second factor [161], studies indicate
that around 40% of smartphone users have had at least one incident in which they lost
their device or had it stolen (around 10-15%) [12, 87, 107]. One study estimated that an
average person living in the UK loses two smartphones within their lifetime [20]. However,
the authors did not report the frequency of users being able to recover their devices. For
thistopic, data from 2014 show that while 90% of phone theft victims tried to recover their
phone, only 32% were successful [107]. Furthermore, one study indicates that around 60%
of the users who lost their device misplaced it, most often at home or work (49.5%) [85],
locations where the likelihood of recovering the device is high.

Dutson et al. [41], and Abbott et al. [3] looked at implications for the users after their uni-
versities adopted 2FA. In the study by Dutson et al. [41], around a fourth of the participants
reported they have had at least one incident within one year in which they could not access
their account due to an inability to access their phone (because it was lost or stolen, they
forgot it somewhere or it ran out of battery). Around 16% of the support chats that were
analyzed by Abbott et al. [3] concerned how to access the account if the second factor was
inaccessible. For both studies, it remains unclear in how many cases this status was only
temporary (i.e., how many people actually lost their device or had it stolen).
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Holtervennhoff et al. [86] conducted a survey with users of an end-to-end encrypted email
service provider and found that 29 of the 281 participants tried to recover this account in
the past. The authors also analyzed support requests for this email provider on Reddit and
saw that in six of the nine cases in which a user claimed to have lost access to their second
factor, the user had also lost their recovery code. In one case, a user had lost both their
password and second factor. In 37 cases, users lost both their password and recovery code.

So, while we do not have much evidence, we think it is fair to assume that the loss of the
second factor, i.e., the smartphone, is something that indeed happens.

Do People Have Backups to Access Their Accounts? To the best of our knowledge,
only three papers give insights into the question of whether people have backups for their
online accounts that are secured with a second factor. Still et al. [163] conducted a survey
and found that only 40% of their 103 participants have more than one device enrolled per
personal account. Colnago et al. [30] analyzed the authentication log data of their university
after 2FA was activated. Similar to Still et al., they found that, on average, each user uses
1.3 of the possible methods (push notifications, app-generated passcodes, and hardware
tokens). Yet, in both studies, it did not become clear if the mentioned methods included
backups or if any specific backup possibilities existed. Backup codes might, e.g., not have
counted as another factor in the previous studies.

Apart from a dedicated backup method, personal information may also help to recover an
account. In the paper by Colnago et al. [30], where the data of employees and students of
a university were used, the IT helpdesk should likely be able to compare stored personal
information to data provided by someone who lost their second factor.

Holtervennhoff et al. [86] surveyed 281 users of an end-to-end encrypted email service
provider and analyzed 196 Reddit support requests related to access and recovery issues for
accounts on this provider. They found that around 50% of their survey participants men-
tioned they would use a recovery code to access their accounts if they lost their password
or access to their second factor. For the second factor, almost 20% mentioned the backup
of an authenticator app, their device, or security key. As the participants were users of a
security and privacy-centered service, the authors argue that their results likely represent
an upper bound.

To gain more insights into the existence of backup plans (e.g., an activated backup or as-
suming to regain access by providing personal information), we asked the research question:
What backup strategies - if any - do users have for their 2FA accounts? that we present in
Chapter 7.

What Backup Possibilities Do People Favor? Some papers studied the usability of
different recovery possibilities and captured users’ preferences. As the literature is sparse,
we present studies focusing on 2FA recovery, password recovery, passwordless recovery, and
the basic usability of methods that might be used to recover a second factor.

Personal knowledge questions (PKQ) were found to be neither secure nor usable, as partic-
ipants were often not able to remember their own answers but still gave answers that were
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easily predictable [14, 150, 146]. Recovery via trustees was rated more secure than with
backup codes [162], but in another study, it took much more time to conduct a recovery
with trustees than with a PKQ or by using SMS or email [114]. Additionally, users do
not seem to be good at memorizing who they chose as their trustee for a long time [151].
Recovery via SMS and email were generally rated as easy and were also quick in their usage
[114]. These solutions were also more successful than PKQ [14].

Holtervennhoff et al. [86] asked security-savvy participants about their opinions on recovery
codes and found that almost 66% of the participants deemed privacy more important than
account access, even though the consequences of account loss were rated as severe by most.
Recovery codes were rated as secure but less usable compared to methods like email or SMS
recovery, or PKQ.

However, not all studies looked at the same methods, and some of the studies are several
years old, with several technical changes and new possibilities since then that might also
lead to a change in perception.

To add to this knowledge, we dive into the question of What 2FA backup mechanisms do
participants favor over others, and why? in Chapter 7.

What Do People Expect from Service Providers in Terms of Account Recovery?
While the literature gives indications on what properties users expect from an authentication
method that can be used as a second factor (e.g., [116, 138]) and how easily different
authentication schemes can be used (e.g., [147, 180, 30]), there is only limited literature
on what users expect to happen if they lose their second factor. Holtervennhoff et al. [86]
found that for an end-to-end encrypted email service provider, some users believed that the
support would be able to support them in regaining access to their emails or restoring the
list of their contacts, even though this is not possible.

Yet, it is unclear whether users feel responsible for making sure not to lose access, whether
they expect the service to help them, or something in between. Payne et al. [138] found
that one reason participants did not want to use Pico (an authentication scheme based on
authentication tokens) was the concern about being personally more responsible for authen-
tication and recovery. We assume that this concern might also affect users’ expectations
towards service providers.

Knowing about the users’ expectations is important because only then can we compare them
to the current situation on websites, as summarized in the following section, and direct
further actions. By doing this, we might be able to prevent unwanted side effects from
users that might negatively impact I'T security. We, therefore, asked: What expectations do
people have of websites regarding account recovery? Who should be responsible for account
access? in Chapter 7.

2.3.2 Account Recovery User Journeys on Websites

Despite participants’ concerns about losing a second factor or its temporary unavailability
[36, 35, 99, 138, 37|, the results of a study by Das et al. [35] indicate that websites might
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not communicate the issue of loss well during the 2FA setup process: Participants were
requested to add a security key to their email accounts and were explicitly asked what they
would do if they lost the key afterward. Almost a fourth of the participants did not know
how to recover this newly added Yubikey in case it became unavailable.

To understand how websites communicate a potential loss during login and whether users
are nudged or forced to set up another factor as a backup login possibility, we analyzed
websites in 2022 (see Chapter 6).

Additionally, we wanted to understand how justified this repeatedly mentioned fear of con-
sequences of losing the second factor is by testing how easy a user could regain access to their
account. The following summarizes work that analyzed the recovery protocols (automatic
or user-facing) if the primary or secondary authenticator was unavailable.

Li et al. [106] investigated the recovery protocols for the primary authenticatior for over
200 websites in 2018. They found that on 89.1% of the websites, it was sufficient to have
access to the registered email account to recover the account. On 4.6%, it was sufficient to
know the answer to a security question.

Neil et al. [122] analyzed 57 American websites in 2020 according to their user-facing advice
on restoring the user account to a pre-compromise state. For the phase of account recovery,
i.e., regaining access to the account independent of the authentication methods in
use, the authors found that 96% of the websites had some information on what to do (e.g.,
advising to send oneself a password reset email). Over 60% of the websites recommend
contacting their support. Markert et al. [113] extended the previous study by investigating
158 websites; covering the 50 most popular websites in 30 countries. Even though less than
in the US American sample, most websites offered some advice on how to recover accounts;
mostly by recommending to reset the password or by contacting the support.

Biittner et al. [19] conducted an analysis of whether and how top traffic websites that use
RBA also use Risk-Based Account Recovery (RBAR) when a user attempts to recover their
primary authenticator. For this, the authors analyzed 5 Websites with different risk
factors (e.g., IP addresses). They found that two of them did not make use of RBAR. One
website added CAPTCHAS if the request came from an unknown IP address. The other
two websites did not show consistency, probably showing that additional risk factors next
to IP address and browser are used to calculate the risk status. Even though the authors
did not investigate the recovery of a second factor and only conducted their analysis on a
few websites, we suspected that RBAR might have influenced our results in Chapter 6.

Another related study was conducted by Quermann et al. [145], who analyzed the state
of user authentication in 2017 for 48 different services (websites, IoT, and mobile devices).
They found that none of them offered an easy way to recover accounts that were secured
with a second factor, and almost all services require the user to contact the services’
support.

However, Quermann et al. [145] did not further systematically investigate whether websites
do anything to prevent user lockout when users set up a second factor or how well users who
cannot access their second factor are guided through the support (e.g., do users have a direct
and easy way to contact the support or do they have to search for a contact themselves
within various articles?) We update and expand this prior work in Chapter 6.



2.3 The Status of Account Recovery 19

Most relevant to our work on 2FA recovery are two papers from 2023 that were published
around the same time as our own work ([70] as presented in Chapter 6) and that provide
additional insights into 2FA setup and recovery user journeys [10, 109]. In the following,
we briefly summarize their results and how our and their results impacted our assumptions
for Chapter 7.

Identical to our work ([70], Chapter 6), Amft et al. [10] found that several websites did not
warn users during setup that they might lose their second factor or stayed vague in their
statements. We thus expect that users might not be aware of this issue.

Depending on the used methodology and selected sample, the literature reports different
numbers on how many websites offer a user to set up a backup for their second factor,
ranging from 40% to 80% [70, 10, 109]. A minority of them forced the user to implement
backups, but several nudged the user and explained why a backup might be important
[70, 109]. Based on this, we assume some users have backups for certain services, but not
all, and others may have none at all.

Amlft et al. [10] and we ([70], Chapter 6) could regain access to around 50% of the accounts,
e.g., by providing knowledge about the account or the account holder, by having access
to the connected email address or by uploading an identity document. We included this
knowledge in our study to understand what users would be willing and able to share during
account recovery.

We and Amft et al. also analyzed help offered by the websites (during login or on their
FAQs) and found that a minority directly helped the user in the fastest possible way [70]
and that no FAQ matched the user experience [10]. Having this in mind, we explore the
expectations users have for websites and account recovery in Chapter 7.



Chapter 3

Studying the Status Quo and
Evolution of Authentication in
Companies

Disclaimer:
Most contents of this chapter were previously published as part of the following two papers:

e “Please do not use !?_ or your License Plate Number: Analyzing Password Policies
in German Companies” presented at the 17th Symposium On Usable Privacy and
Security (SOUPS) in 2021 [71]. I worked on this together with my co-authors
Mazimilian Hdring and Matthew Smith. This chapter uses text from the paper’s
methodology section. The study was designed by Mazximilian, Matthew, and me.
Mazximilian and I conducted the pilot study, and Matthew contacted the BSI for
recruitment via their newsletter. The section was written by Maximilian and me
and revised by Matthew.

e “Evolution of Password Ezpiry in Companies: Measuring the Adoption of Rec-
ommendations by the German Federal Office for Information Security” presented
at the 19th Symposium On Usable Privacy and Security (SOUPS) in 2023 [72]
together with my co-authors Mazximilian Hdring, Matthew Smith and Christian
Tiefenau. This chapter uses text from the paper’s methodology section. Maxim-
ilian and I adapted the survey each year based on the results from the previous year
and changed circumstances. Matthew and Christian gave feedback on the new and
adapted questions. I contacted the BSI to ask them for inclusion in the newsletter.
I wrote the initial version of the methods section in the paper, and it was iteratively
revised by Mazximilian, Christian, and me.

As all the following work was conducted with my co-authors as a team, this chapter will
use the academic “we” to mirror this fact.
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To investigate the current state of password composition policies in German companies and
to understand how quickly password recommendations from the BSI are adapted, we sent
out surveys at four different times through the BSI mailing list. The surveys were aimed at
people who are responsible for PCPs in German companies. The questionnaire was offered
in German and English since employees at this level can be from an international context.

The first survey was sent out between September and October 2019, the second in October
and November 2020, the third in February and March 2022, and the last in January 2023.
For easier readability, we will refer to the surveys and datasets as follows: PCP19 for data
from 2019, PCP20 for data collected at the end of 2020, and PCP22 and PCP23 for data
collected at the beginning of 2022 and 2023. Figure 3.1 gives a graphical depiction of this
timeline.

Recruitment Timeline

September/ October/ F
ebrua
October November March Z(r)y2/2
2019 2020

2019 © D 2020 @© 2021 0 2022 2023

BSI

Recommendation
Change

Figure 3.1 — Time table of the recruitment process. “BSI recommendation change” concerns
the major change in the recommendation concerning regular password updates.

This chapter describes the survey design, ethical considerations, and how we recruited the
participants.

3.1 Survey Design

Since our target audience is usually very busy and extremely hard to recruit for research
purposes, we paid special attention to keeping the survey as short as possible. Thus, our
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survey was designed to take around ten minutes.

The survey consisted of five blocks, as presented in the following paragraphs. Each question-
naire differed slightly from the one sent out the previous year, adapting to new situations
and gathering further insights. The survey is given in Appendix A.1, including annotations
highlighting differences between the years.

Account per Employee and Login The participants were asked whether their company
makes use of a centrally-managed account for each employee (Q1!), what services it can
be used for (Q3a), what authentication methods can be used (Q3b, Q3c), and if two-factor
authentication is possible (Q4). For those companies that did not have a centrally managed
account, we opted to study the authentication methods for the company’s email accounts,
as we were fairly certain that most companies would use such a service. This way, we could
include these companies and observe possible differences in these application areas.

Passwords The password section was shown to all participants, who indicated that the
employee account was secured with passwords. If a company did not have such an account,
all questions concerned email passwords. We asked the participants for their password policy
(and encouraged them to provide a copy of it, Q6) and for elements allowed or forbidden
in the password (Q16, Q17). The participants could indicate how the policies impact the
security and usability of the overall authentication system and how often problems occur

(Q26 - Q28).

Starting from PCP20, we also asked the participants whether there are additional specifi-
cations for particular user groups (Q18) and when and why the policy was changed last
(Q22-Q25). Additionally, the changes in the BSI recommendations were brought up, and
the participants were asked whether they looked into the changes and adapted their policy
based on them (Q29, Q30). In 2023, we added further open-ended questions to under-
stand if and why a company uses password expiry and how accounts are checked against a
compromise (Q8 - Q14).

Biometric Authentication and Hardware Token All participants who indicated that
the employee account could be unlocked using biometric authentication or a hardware token
were asked for details (which biometric authentication is used (Q34) and whether the token
supports FIDO2? (Q39)). Similar to the password part, they were asked for their perceived
influence of the biometric authentication and token on the security and usability of the
authentication system and the frequency of problems (Q35-Q37, Q40-Q42).

Passwordless Authentication We added one open-ended question in PCP23 asking for
the general sentiments towards passwordless authentication (Q44).

!The notation Qx references to the corresponding question in our questionnaire.
2« Authentication standards based on public key cryptography for authentication” [8]
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Demographics In the final part, the participants were asked for details about themselves
and the company they work for. In PCP19, this included the total number of employees
working for the company (Q52) and the number of employees working on I'T security topics
full-time (Q54). From PCP20 on, the participants were also asked for the sector (Q47),
the country the headquarters of the company is located (Q51), whether it can be seen as
Critical Infrastructure (Q48), as well as the position of the participant (Q55), and their
years of experience (Q56). In all years, the participants indicated their satisfaction with
the overall authentication system (Q59). From PCP20 on, they could also indicate that
they participated in the survey the previous year (Q58), which only two people affirmed in
PCP22.

3.2 Survey Testing

Since we set a strict time limit for the survey, it proved challenging to formulate short enough
questions not to slow down the survey but also unambiguous enough to gather useful data.
The initial survey underwent five internal iterations, and we conducted a pilot study with
the VP of Security of a large multinational company and an administrator responsible for
a small organization. We integrated the feedback from the pilot study into the final version
of the survey.

Each year, we added new questions to adapt to changed circumstances. We discussed these
new questions with colleagues who were not part of the survey creation process to make
sure the changes in the survey could be understood correctly.

3.3 Recruitment

For the first survey in 2019, we tried different recruitment channels: a newsletter sent by
the BSI, via contacts of two German digital associations (Bitkom [111] and Cyber Secu-
rity Cluster Bonn [13]) and personal contacts. The most effective channel by far was the
newsletter sent by the BSI (n = 69 valid data sets of 83 valid data sets in total), so we used
only this recruitment channel in the following years.

Our survey targeted the person within the company responsible for the authentication
system and the PCP. Since we had no way of contacting them directly, we clearly stated
that only these people should fill out the survey and requested that the survey link be
passed on to this person within the company. As we offered opt-out options, we believe
that an accidental non-decision maker would have to have had malicious intent to affect the
results negatively. Participation was voluntary and not compensated.

In the latest run in 2023, which also included the highest number of questions, participants
took a median time of 16 minutes to finish the survey.

We collected between 72 (2020) and 122 (2023) answers per year.
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3.4 Data Quality

Since we expected a heterogeneous set of PCPs and asked questions that are either sensitive
or broad and thus may not apply to every participant, we included “Other”, “I do not wish
to make a statement”, and “I do not know” options to questions (see also Section 3.5). This
way, we wanted to prevent the participants from leaving after facing a question they could
or did not want to answer.

We eliminated all incomplete answers from our analysis and one participant whose answers
to open-ended questions indicated that they did not understand the questions correctly in
PCP19. We further removed the response of one participant whose self-reported role does
not clearly indicate being able to decide on the company’s authentication in the dataset
of PCP20. Before analyzing the data, we checked for duplicate companies by using the
company demographics and policies for each year. We saw nothing to suggest that one
company participated more than once.

3.5 Ethics

Our university’s Research Ethics Board approved the study, and we adhered to the German
data protection laws and the GDPR in the EU.

The companies were asked for details of their authentication methods and policies, which
could give indications of vulnerabilities. To keep the risk of exposure low, we did not collect
any information that could identify a company or individual.

Participants had to consent to their data being used for research before the study began,
and we included the option "I don’t want to state" for all questions. Participants could drop
out at any point in time.

The study included multiple open-ended questions. If a participant’s answer contained
deanonymizing information (e.g., their company name), we deleted it before we continued
the analysis.

3.6 Methodological Limitations

This work needs to be interpreted in light of the following limitations:

Even though we recruited the participants through the BSI newsletter and clearly stated
who the survey is aimed at, we cannot be sure that only the responsible employee took
part. From PCP20 on, participants were asked what position they held. Except for one, all
participants who specified their role indicated working in a position with detailed domain
knowledge about the company’s authentication system (see Table 5.3). Yet, especially for
bigger companies, we cannot rule out that only one member of the I'T security team took
part in the survey. We checked for duplicates in the company characteristics in combination
with the given PCP but could not identify any identical entries.
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Using the newsletter sent by the BSI for recruitment may have caused the participants in
the samples to be a) more interested in security topics and news than the average employee
who is responsible for authentication and b) belong to an even more interested subgroup,
as those are more likely to read the study invitation and follow it. As participation was
voluntary and not remunerated, this effect was even heightened. We discuss the possible
implications in Chapter 5.

Due to differences in company structures, there are likely questions that are not in the
direct area of responsibility of the participants among the diverse set of questions asked.
We tried to mitigate this with a clear statement at the start of the survey to ensure that at
least password policies are present in this area. If the participant did not know the answer,
there was the answer option “I do not know”.

All data are based on self-reports, and participants might have forgotten to include elements,
especially for the password composition policy. We tried to counter this by asking them to
copy and paste their policy.

It is possible that participants answered to be more socially desirable. To reduce this bias,
we kept the surveys anonymous and asked for as little demographic data as possible.

As with any survey, participants may have selected the first answer that seemed appropriate
without deeply thinking about their true beliefs and behavior. We tried to mitigate this
by randomizing the answers wherever meaningful. We also designed the survey to be as
short as possible. We aimed for ten minutes, which we almost achieved for PCP19: Here,
participants needed, on average, eleven minutes to answer the survey. However, in the
latest run in 2023, which also included the highest number of questions, participants took
a median time of sixteen minutes.

Over the years, the survey was adapted, and questions were added. This could have caused
participants to be in slightly different states of mind when answering questions. However,
we included new questions only after similar questions had already been asked and included
page breaks.

The survey for PCP22 contained minor improvements mentioned above, as well as an ad-
ditional question about the reason for the existence of a password expiry that was not
recommended by the BSI anymore at this point. After the newsletter inviting participants
for PCP22 was sent and 36 participants had already completed it, we noticed that the
questionnaire for PCP20 was handed out by mistake that did not include the changes and
the additional question. We still decided to switch to the improved survey since we were
confident that the additional insights from the new questions outweighed the minimal risk
of receiving different answers due to the slightly modified questions.



Chapter 4

Password Composition Policies in
German Companies in 2019

Disclaimer:

The contents of this chapter were previously published as part of the paper “Please do not
use !?_ or your License Plate Number: Analyzing Password Policies in German Com-
panies” presented at the 17th Symposium On Usable Privacy and Security (SOUPS) in
2021 [71]. I worked on this together with my co-authors Mazimilian Hdaring and Matthew
Smith. This chapter uses text from the paper’s introduction, results, and discussion sec-
tion. The study was designed by Mazximilian, Matthew, and me. The data was analyzed
by Mazimilian and me and the implications of the work were discussed jointly with all
authors. The sections used in this chapter were iteratively written by Mazximilian and me
and revised by Matthew.

As this work was conducted with my co-authors as a team, this chapter will use the
academic “we” to mirror this fact.

4.1 Motivation

Passwords as a security measure are the daily reality of users working with computers,
and even with technologies like FIDO2, they will likely stay for a while. It is well known
that users sometimes choose weak passwords regarding their security effect. Websites and
companies thus try to prevent this by using password composition policies (PCPs). These
policies constrain the passwords users can choose, e.g., by preventing commonly chosen
passwords. However, poorly chosen PCPs can be detrimental to usability and security [157].
A large body of work looks at PCPs in end user-facing websites, e.g., [15, 175, 155, 142],
and how users cope with PCPs, e.g., [95, 156, 118, 83]. In this paper, we look at this topic
from the view of those who manage PCPs. We conducted a survey with IT staff from
83 German companies. We focused on employee-facing PCPs since their passwords often
protect accounts of great value for hackers (e.g., espionage or access to large amounts of
user data).
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To help companies with the creation of PCPs, organizations like the American NIST (Na-
tional Institute of Standards and Technology) [82], OWASP (Open Web Application Se-
curity Project) [133] or the German BSI (Bundesamt fiir Sicherheit in der Information-
stechnik, the German Federal Office for Information Security) [48] provide guidelines. To
analyze if and how these guidelines affect the creation of PCPs, we surveyed what PCPs
our participants used for company-wide user accounts or company email accounts and what
information sources they used during creating the PCPs. We also surveyed what their ex-
periences and perceptions of the PCPs are. We found a very heterogeneous set of PCPs
with a surprising number of creative and unique PCP elements.

In this chapter, we:

e give an overview of the PCP landscape of 83 German companies.
e look at possible influences on and of PCPs.

e compare the identified PCP elements with recommendations.

4.2 Methodology: Data Analysis

We designed and conducted the study as explained in Chapter 3.

To analyze the PCPs that participants gave in an open-ended text entry, we used open
coding as described by Corbin et al. [32].

Even though the policies mainly were enumerations of several elements and did not allow
much room for interpretation (with few exceptions like “no easy passwords”), two researchers
independently coded the policies to reduce errors. As suggested by Campbell et al. [21], we
developed a codebook by coding a small set of policies (n = 10) separately and comparing the
codes. This then served as a base for future codes. After coding all the remaining policies
independently, the codes were compared, and the inter-coder agreement was calculated
using Cohen’s kappa coefficient (k) [29]. Our agreement was 0,89. A value above 0.75 is
considered a good level of coding agreement [56]. We were able to resolve all conflicts.

We found a large set of possible properties concerning a PCP, which we used to categorize
each PCP based on its attributes (e.g., minimal length = 8 characters, minimal age = 1
day, maximal age = 90 days). We opted against calculating the strength of the PCPs as
done by Floréncio et al. [57], and Mayer et al. [117], which only describes the theoretical size
of the possibilities. It is also acknowledged by Floréncio et al. and Mayer et al. that this
is not a good metric for calculating the resulting password strength. Instead, we discuss
compliance with recommendations regarding PCPs from related work in Section 4.4.

This study contributes data with an exploratory approach guiding further research themes.
Trends and interesting data were rarely tested on statistical significance to reduce the
problems of multiple comparisons analysis.

When looking for statistical significance, we corrected the results with the Bonferroni—Holm
method, also taking tests into account that we did but did not report. In the following
sections, the stated p is that after correction. Percentages are reported rounded.
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After filtering, we were left with 83 complete, valid data sets, and 77 policies.

For analysis, we separated the 77 password policies by their usage for a centrally managed
account (n = 64, in the following called PWA for “Password Account”) and those applying
for email accounts (n = 13).

4.3 Results

In the following section, we will present the results of the survey. First, we present the
demographics and the authentication methods used by the participating companies. This
is followed by an analysis of the present password composition policies and their different
components with respect to Table 2.1.

We conclude this section with an overview of the potential impacts different authentication
methods have.

4.3.1 Demographics

Table 4.1 shows the number of employees of the companies the participants worked for
(n = 83). Table A.1 in the Appendix additionally depicts the number of desktop clients the
participants had to handle, split by the company size.

We asked the participants what situations regarding their emails apply to their companies.
60 (72%) stated that employees can access their emails outside the company network. In
51 (61%) companies, emails can be accessed through a web login. In 28 (34%) cases, the
employees do not need to know their password to access their emails, e.g., because of pre-
configured mail clients.

On average, it took the participants eleven minutes to complete the survey.

Company Size No. of Participants
Company-wide account | Email account

1-9 5 3
10-49 7 )
50-249 12 1
250-499 7 2
500-999 6 1
>= 1000 30 3
No answer 1 0

Table 4.1 — Number of participants by company size, split into those who answered the ques-
tions for the company-wide centrally managed accounts and those who answered for their
email accounts.
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4.3.2 General Authentication Setting

Of the 83 participants, 68 (81.93%) reported the use of company-wide accounts, of which
all were secured at least with passwords. Ten (12%) companies additionally used biometric
authentication (face recognition [n=2], fingerprint [n=7], and palm vein recognition [n=1]).
One mentioned that face recognition is allowed on mobile devices. 29 (35%) participants
stated that they use hardware tokens in addition to passwords. Eight (10%) participants
reported they offer authentication with passwords, biometrics, and tokens. Apart from this,
two (2%) participants mentioned (device) certificates.

15 (18%) of the surveyed participants do not use company-wide accounts. These participants
answered questions regarding their companies’ email passwords. We will look at these
policies in Section 4.3.3.

4.3.3 Password Composition Policies

In the following, all presented results only refer to PCPs used for the companies’ user
accounts (for regular employees) unless stated otherwise (n = 68).

63 (93%) of the participants stated that
users are allowed to set their own ac-

count password. Two (3%) mentioned £ 2
that the password is given to the user © .g
and cannot be changed by themselves. £ é 10
We could not find any outstanding prop- £
erty for these two participants. In 0 N <
o . ) @ & A 5
two (3%) cases, it is exphc1tly‘ men \@gﬁo & &5 F © Q‘&e é{o
tioned that an initial password is gen- & O [Q
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erated by the system and is changeable > +Q®
later; one company directly demands a QA& @Q%Q) <
change. <0
@

From the 68 participants who use Figure 4.1 — Sources of inspiration for the password

company-wide accounts, we could extract composition policies reported from participants
64 password composition policies. The who took part in the creation (n=29, PWA).
remaining participants did not define a Multiple answers were possible.

policy but gave a general description of

how a policy could look. 59 (92%) of the

policies get enforced technically. In two of the four companies, where this is not the case,
participants mentioned using awareness training for their employees to counter the problem
of common passwords.

Twenty-nine (45%) participants were part of the password policy creation process, and
15 (23%) stated that the PCP was created by their predecessor.

As was expected based on the recruiting procedure, many (55%) participants who were part
of the creation process of the password composition policy relied on the BSI as an influence
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in the PCP creation process. Figure 4.1 shows which other inspirations were used by our
participants who were part of the creation process. Some other sources mentioned were
ANSSI (French National Agency for the Security of Information Systems), ISO 27001, and
PCI DSS (Payment Card Industry Data Security Standard). The option “Expert Panels”
did not concern any specific panel but was given as a non-explicit, “consulting with experts”.

PCP Components

In the following section, we present which elements were present in the PCPs that refer
to companies’ user accounts. For this, we follow the policy elements mentioned by official
recommendations, as summarized in Table 2.1. An overview of the elements “minimal
length”, “password age” and “complexity” can be found in Table A.2 in the Appendix.

Length Sixty-one (95%) companies use length requirements to ensure a secure password.
While a minimum length is widespread (54 companies, 84%), some participants also men-
tioned fixed lengths (11%). However, the data for maximal and fixed length was not always
clear, for example, in the case of participants who stated: “Password length 8. [...]”. In
these cases, we count them as minimal and maximal length. In 33 (52%) companies, the
participants mentioned eight characters as their minimal password length. Eleven (17%)
companies require 10 characters, and 9 (14%) participants stated their minimal length to
be 12 characters. Figure 4.2 gives an overview of how many participants mentioned which
minimal length.

Password Complexity The complex-
ity of a password depends on the number
of character classes being used to create
the password. For this, five different char-
acter classes can be used: uppercase let-
ters (A-Z), lowercase letters (a-z), num-
bers (0-9), special characters including
the space character, as well as the remain-
ing Unicode characters that are alpha- 6 8 9 10 12 14 15 n.a.
betic but not uppercase or lowercase (e.g., No. of Characters

Chinese symbols). The latter was only
mentioned by one participant, who indi-
cated the complexity as “Windows Pass-
word complexity,” which includes all Uni-
code characters. In the following, we will concentrate on the first four character classes.

No. of
Participants

Figure 4.2 — Minimal character length of passwords
(PWA). “n.a.” means no answer was given

Overall, 57 (89%) companies give constraints regarding the complexity. Seventeen (27%)
companies require their users to build passwords using characters from all four classes. In
one case, two characters of each class were demanded, one company requires a mixture of
one or two characters per class, and in the other companies, one character of each class was
sufficient.
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Thirty-two (50%) participants mentioned that to fulfill their policy, characters from 3 of the
four classes need to be present in a password. Fifteen (23%) specified which classes need to
be covered, while 17 (27%) accepted a password as long as any three classes were present.

In five (8%) cases, participants stated that a complexity requirement is in place but did not
specify how this requirement looks.

Seven (7%) of our participants did not mention any requirements regarding complexity.
However, none of them explicitly mentioned not using one.

Password Age and Password History As suggested by the BSI during the time of
our study, 45 (70%) of our participants stated to force their users to change their passwords
regularly. The top three rotation cycles were 90 days (34%), 180 days (14%), and 365 days
(11%). Two participants explicitly mentioned not using a password expiration. While the
percentage for 90 days (34%) is similar to what Habib et al. [84] found (28%), our peak at
180 and 365 days cannot be found in their sample. All password rotation cycles can be seen
in Figure 4.3.

Thirty (47%) partici-
pants reported a pass-
word history to pre-
vent users from reusing
previously used pass-
words.  Twenty-seven
(42%) of them check 30 56 60 90 120 180 360 365 1O n.a.
whether the passwords No. of Days

are identical, whereas

three (3%) of the com- Figure 4.3 — Password rotation cycle in days (PWA). “no” indicates
panies require signifi- participants who explicitly mentioned not using expiring passwords.
cant changes, where it “n.a.” means no answer was given

is, for example, not

sufficient to increase a

No. of
Participants

number within the old password to create a new one. Most mentioned was a history of 10
passwords (14 %) and 24 or 5 passwords (6% each). Figure 4.4 shows how many participants
mentioned how many previous passwords are stored.

When presented with the need to change their password and not be allowed to reuse a certain
amount of their last passwords, users might counter this by changing their password several
times in a row until they are allowed to use their original password again [135]. Because
of this, companies use a minimal password age, as mentioned by 15 (23%) participants, so
that users cannot change their password within this time period [135]. The minimal ages
range from 24 hours (eleven companies) to 14 days (one company).

Allowed Characters NIST [82] recommends allowing all printing ASCII characters, the
space character, and Unicode characters for user-chosen passwords. As most participants
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only mentioned which characters are not allowed or which classes should be covered, it
is hard to draw reasonable conclusions about the allowed character sets. However, one
participant mentioned that a password needs to cover the “Windows Password complexity”,
which includes Unicode characters, e.g., “from Asian languages” [136].

Blocklists Twenty-six (41%) participants affirmed the question of whether passwords
were checked against common or leaked passwords. However, we did not ask for details, so
we do not know how the comparison is made technically or which lists are used for this pur-
pose.

Rarely Encountered We also found
several constraints, which were only men-
tioned in at most three policies and were
constraints to particular cases. We be-
lieve some of these are used since certain 3 5 6 8 10 12 24 nd.
characters might break backend process- No. of Passwords

ing or serve as substitutes for blocklists
(e.g., to prevent passwords consisting of
personal information such as nicknames).
These constraints included: (1) No col-
loquial language of any language, (2) No
words of any language written backward,
(3) Certain special characters like € or
umlauts, (4) Not more than 2 characters or sequences in series, (5) The last 20 passwords
need to differ significantly from the new password, (6) Not more than 2 characters which
appear in the same series in your name, (7) Not your license plate number.!

No. of
Participants

Figure 4.4 — How many previously used passwords
are not allowed to be reused (exact match).
(PWA) “n.d” means no detail was given but
a password history was mentioned.

Additional Policies
In addition to PCPs that define the user’s chosen passwords on company accounts, some
participants also mentioned additional PCPs, such as those for administrator accounts.

All participants who do not use company-wide accounts answered the questions regarding
their email accounts.

We will present both extra sets of PCPs in the following paragraphs. Both sets are excluded
from the analysis above.

General Three participants mentioned two different password composition policies. Two
of them applied stricter rules if an account belonged to an administrator. In both cases, the

While this was only mentioned by two participants, it is mentioned in the implementation notes offered
by the BSI [45].
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minimal length was increased to 16 characters (while the regular accounts were required to
use 12 and 10 characters).

One company requires its employees to use at least 20 character long passphrases for SSH
and PGP /GPG keys.

Email Passwords Companies that do not use company-wide accounts for their employees
were asked about their email passwords. We received 15 (18% of all responses) answers and
were able to extract 13 password composition policies. Though we did not ask whether the
PCPs are given by an email provider, six (46%) indicated they were part of the creation
process. The primary influences were the BSI, own knowledge, and expert panels (each one
mentioned three times).

The median minimal length mentioned by participants in this group was 10 characters
(range from 8 to 30 characters). Three participants mentioned very large minimal lengths:
One (8%) needed 20 characters, and one (8%) only accepts passwords if they are 30 or more
characters long. Additionally, the modes of the complexity were 3 and 4 character classes,
and the median of the rotation cycle was 180 days (range from 180 to 365 days).

Interestingly, three of the email participants mentioned that employees generate their pass-
words with a password generator, whereas only one participant from the account group said
S0.

We also found one company that differentiated between regular and administrator accounts.
They increased the minimal length from 12 to 16 characters and decreased the maximum
age from 90 days for regular employees to 45 days for administrator accounts.

4.3.4 Effects of Authentication Methods

We asked participants how they rated password, biometric, and token authentication con-
cerning their security and usability impact and how often they encountered problems with
the systems (e.g., forgotten passwords or lost hardware tokens). Additionally, we asked for
their overall satisfaction with all the authentication methods they used combined. Following
related work (Chapter 2), we assumed that unusable policies would lead to more problems
and eventually to a lower satisfaction of the responsible person.

Influence on Security and Usability

Figure 4.5 shows what influences the use of the PCPs (n=64), biometrics (n=10), and
hardware token (n=29) has on the sensed security and usability of the authentication system
as well as how often problems arise for each method. It can be seen that, according to the
participants, passwords lead to problems more often and form the lower bound of usability
and security.

However, when comparing the scores, one has to keep in mind that biometrics and tokens
were never used alone but always in combination with passwords. As we first asked for
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How does the authentication method impact the user-friendliness?

Token |
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Biometrics I I I I ! : _
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How does the authentication method impact the security?
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How often does the authentication method cause problems?
Token ]
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- Very often 2 3 4l 5- Very rarely

Figure 4.5 — Impact of the different authentication methods: token (n = 29), the PCP (n = 64)
and biometrics (n = 10) on the perceived user-friendliness, security and frequency of
problems. Only PWA policies are used for the figures.

details about the password policies and only later for details of biometrics and tokens, the
observed scores of biometrics and tokens may be compared to the security and usability
of passwords. When looking at the number of problems arising from the authentication
methods, tokens seem superior to biometrics and passwords. This is similar to the results
of Abbott and Patil [3], who found tokens to have the second-highest UX rating when
comparing different 2FA mechanisms.

We could identify a negative correlation between the reported impact on the security of the
policy and the problems with passwords (Spearman — p = —0.41294, p = 0.00938), so the
better the perceived security, the fewer perceived problems.

The connection between perceived user-friendliness and the problems is not statistically
significant after correction (Spearman — p = —0.3339,p = 0.05125).

Satisfaction of Authentication Methods

We asked participants how satisfied they are with the present overall authentication system.
Figure 4.6 shows the observed scores depending on whether a company offers passwords
alone or in combination with a token. Due to small numbers, we excluded those participants
using passwords, biometrics, and tokens (n = 8) and participants using passwords and
biometrics (n = 2). It seems that participants using passwords in combination with tokens
are more satisfied than participants using only passwords.

When concentrating on passwords, participants who stated that they created the password
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How satisfied are you with your authentication system?

Password+Token .

Password only I

100 -75 -50 25 0 25 50 75 100

Hi- Negative 2 3 - Neutral 4 [ 5 - Positive

Figure 4.6 — Satisfaction of participants with their overall authentication system, depending
on methods in use: Passwords only (n = 33) and passwords in combination with token (n
= 20). Numbers on the x-axis are percentages. Only PWA policies are used for this figure.

composition policy on their own had a median satisfaction of 4.00 (average: 3.41, sd: 0.95),
while participants who were not part of the password policy creation had a median satisfac-
tion of 3.00 (average: 2.94, sd: 0.92). This was not statistically significant (Mann—Whitney
U test: U = 624.5,p = 0.21824).

However, a negative correlation can be reported between the number of problems with
passwords and the satisfaction with the overall authentication system (Spearman — p =
—0.38639, p = 0.01409); the fewer the problems, the more satisfied the participants.

4.3.5 Two-Factor Authentication (2FA)

If the participants stated that they use multiple mechanisms to authenticate accounts, we
asked whether the methods are combined, for example, for 2-factor authentication. Of the
35 participants whose companies allow other methods than passwords, 18 stated that the
methods are used as multiple factors, and five companies leave the decision which method
to use for authentication up to the employees.

4.4 Discussion

In the following section, we discuss the results. For this, we first compare the PWA PCPs to
recommendations given by organizations like the BSI or NIST. This is followed by comparing
the PCPs to recommendations and lessons learned from related work. After this, we analyze
factors that might have influenced the PCPs when being created.

4.4.1 Compliance with Recommendations and Usability
NIST and BSI

In the following section, we discuss and compare the password composition policies and
their elements with recommendations by NIST and the BSI, as seen in Table 2.1. We can
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only compare elements that are concretely covered by the corresponding guideline. The old
BSI [46] guidelines do not make concrete recommendations regarding the length, complex-
ity, or minimal password age and only require them to be “sufficient” or “appropriate”. The
same applies to the element “Quality”, which was introduced with the new BSI recommen-
dations [48] and is expected to be “appropriate”. As the implementation notes [45] give
concrete examples, we compare those to the policies.

We again want to point out that the old BSI recommendation included a password expiration
period and a complexity requirement during the time of the study. At the same time, NIST
did not have such requirements.

Anecdotally, one participant mentioned following guidelines given by the PCI DSS (Payment
Card Industry Data Security Standard) but did not consider it reasonable.

Length NIST recommends at least 8 characters for user-chosen passwords. Thirty-three
(52%) policies exactly fulfill this part, and 57 (89%) require 8 or more characters. Three
(5%) companies go against this recommendation and require only six characters.

We cannot make any statement about the minimal maximum length of 64 characters men-
tioned by NIST. No participant mentioned fulfilling this, but again, this does not mean that
the companies only allow shorter passwords.

Complexity NIST recommends not setting complexity requirements in the form of char-
acter classes, while the old BSI recommendation suggested using a “sufficient” complexity.
Fifty-seven (89%) participants mentioned complexity requirements, most often with the
necessity to include three character classes in the password, so the vast majority of the
companies were more in line with the old BSI recommendations than with NIST. In the
newer BST [48] recommendation, the explicitly mentioned need to establish mandatory rules
of the requirement of some complexity was removed,? and only included that a password
needs to have some level of “quality”. We thus believe that our dataset can serve as a
baseline for future studies observing the development of policies in companies.

Independent of what a policy requires, Tan et al. [166] found that users tend to include
more character classes in their passwords.

Length and Complexity As mentioned before, the implementation notes of the BSI [45]
give examples of how to combine length and complexity requirements. There are two we
can use: First, a length requirement of 8 to 12 and 3 character classes. Twenty-seven (42%)
participants match this. Second, a length requirement of 20 to 25 and 2 character classes.
None of the reported policies is equal to that example.

2 Although the newer BSI [48] recommendations do not mention the complexity requirement as a manda-
tory rule, rules making use of complexity and length are used in the examples of the implementation
notes [45].
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Password Age When the study was conducted, the BSI recommended regular password
changes. Forty-five (70%) companies follow this recommendation and force users to change
their passwords regularly. In contrast, NIST updated their recommendations in 2016, in
line with results from research [179], and since advised against regular password change.
Instead, a change should be forced whenever there is evidence of a compromise [82]. The
new BSI recommendations align with this but still recommend regular password changes if
the passwords cannot be checked against compromises [45].

Two (3%) participants explicitly mentioned foregoing password rotation.

Regular password changes cause users to develop mechanisms to make these changes less
painful. These mechanisms, in turn, can lead to new rules added to the policies. One
example is password histories, meaning users cannot reuse a certain number of their pass-
words. While most companies mentioned that the passwords as a whole are not allowed to
be reused, three (4.69%) participants mentioned that significant changes are necessary. We
did not ask for details of the technical implementation. The naive solution for this would
be to store all passwords in plain text. This is obviously not a good idea, and systems that
can mitigate this issue have been proposed [23].

Another example of added rules due to a regular password change is minimal ages for
passwords, where users are not allowed to change their passwords within a specific period
to prevent them from cycling through and returning to their old password right away.
However, this rule has the negative side-effect that users cannot change their passwords even
if they assume it was compromised. Most likely, administrators could still make changes to
the users’ passwords instead of the users themselves, but it adds an additional step to the
process. Minimal ages were mentioned by 15 (23%) participants.

Since regular password changes can cause several follow-up problems, it seems good that
NIST and BSI no longer recommend this, and it will be interesting to see how and when
companies adopt this change.

Recommendations from Related Work

As summarized in Chapter 2, Shay et al. [157] tested 15 PCPs with over 20,000 participants.
Tan et al. [166] tested 21 policies with over 6000 participants. Both research projects
examined the strength of the policies by measuring password guessability and usability by
looking at user sentiment, dropout rates, creation, and recall. Based on their findings,
they gave recommendations for service providers, which we will have a detailed look at
in the following. It has to be noted that their recommendations are based on only two
studies, and thus, further research is needed to explore the discovered aspects further.
Additionally, not all elements that we discovered in the policies were studied or mentioned
in the recommendations.

Avoid Using Length-Only Requirements Some of the tested policies by Shay et
al. [157] only included length requirements. These policies seemed usable, and while some
of the resulting passwords were quite strong, many others were very weak. Therefore, the
authors suggest introducing further requirements, even if the minimal length is high. When
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looking at the three elements “minimal length”, “complexity” and “maximum age”, we only
found two participants who only made statements about the length. One requested a mini-
mal length of 6 characters but demanded the password not to include parts of the username
or character/number sequences. The other company uses a minimal length of 12 characters
and forbids easy-to-guess passwords. It has to be researched what effect these additional
elements have on the resulting passwords.

Do Not Concentrate on Character Classes Tan et al. [166] included three policies
containing only length and complexity requirements. They found that the resulting pass-
words could be cracked with equal success rates, independent of the number of character
classes required in the password. The authors conclude that users, at least when seeing a
password meter, tend to choose longer and more complex passwords than required. When
using a large blocklist, additional character class requirements do not seem to have any
positive effect. The authors also found that with a minimum-strength requirement, it is
more usable to increase the length requirement or minimum-strength threshold compared
to requiring more character classes to defend against offline attacks. In our sample, 61 of
the 64 companies that also use a centrally managed user account and reported a policy
mentioned using a character class requirement. Twenty-eight (46%) of them additionally
mentioned the use of blocklists.

If You Are Using Comp8, Replace It. The PCP “comp8” included at least 8 char-
acters, a complexity of 4, and no dictionary words. When testing this very common policy
against others, Shay et al. [157] found three other PCPs to be more usable and more secure
at the same time: “2class12” (minimal length of 12 characters, complexity 2), “3class12”
(minimal length of 12 characters, complexity 3), and “2word16” (minimal length of 16
characters, at least 2 words). Looking at our sample, we find 10 (16%) participants who
mentioned policies that match the “comp8” policy. Contrary, only four (6%) participants
make use of “3class12” and no policy matches “2class12” or “2word16”. It is interesting
to see that while research offers good alternatives, many companies do not seem to adopt
them.

Blocklists Some policies tested by Shay et al. [157] prohibited passwords from containing
substrings from a pre-specified list. They noted that this seemed to make creating a new
password more difficult. However, this did not apply to the recall of passwords. Thus, they
argue that including substring blocklists in the PCP is suitable if passwords do not expire
too often. Tan et al. [166] found differences between different wordlists and matching algo-
rithms (e.g. case-insensitive). They recommend not combining blocklist and character class
requirements, especially when any password is rejected that exactly matches one included
in a public leak.

Of the participating companies, 32 (50%) either confirmed whether they check the user-
chosen passwords against commonly used passwords or mentioned prohibiting users from
using certain sequences in their passwords as, for example, the company name, charac-
ter/numerical sequences, or dictionary words. Twenty-five (78%) of them additionally re-
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quire regular password changes, which Shay et al. consider as an unfavorable combination
[157].

Twenty-eight (46%) companies used a blocklist in combination with complexity require-
ment, which is not recommended by Tan et al. [166]. We do not have further insight into
(a) what lists were used nor (b) how the comparison takes place (are numbers and digits
included in a full string comparison / is the comparison case-insensitive?). Since different
implementations seem to affect the security of the resulting passwords, but also the time
needed to create passwords, as found by Tan et al. [166], we believe future work should look
at the actual implementation of blocklists within companies.

Minimum-Strength Requirements According to Tan et al. [166], minimum-strength
requirements (i.e., number of guesses needed) are beneficial for password creation and,
at the same time, result in strong and easy-to-remember passwords overall. When need-
ing protection against offline attacks, the authors recommend the“1c124+NN10”-policy. In
comparison to blocklist requirements, minimum-strength policies seem to combine better
protection with improved usability.

None of our participants explicitly mentioned checking the passwords against a guessing
attack. 5 participants required not to use “easy to guess” passwords. However, they did
not specify if and how this is checked. It could thus be that the user is not supported in
fulfilling this rule. It remains to be seen if and how this relatively new knowledge about
minimum-strength requirements will be applied in PCPs within the following years.

Ur et al. [170] recommended supporting users in developing good approaches for creating
passwords and teaching them to correctly judge their decisions regarding password strength
instead of creating PCPs that focus on character-class structures. Two of the participants
explicitly mentioned awareness training for their employees regarding passwords. We did
not ask about this explicitly, so there are probably more participants who, in fact, use
awareness training.

Inglesant et al. [90] studied the effect of the PCP of two different companies, from which
one had a very complex policy. It required their employees to use passwords consisting of 7
to 8 characters, a complexity of 3, no dictionary words, not exchanging o with 0 or 7 with
1, an expiration of 120 days, and significant changes to the 12 previous passwords.

Many participants from this company expressed frustration and negative feelings toward
password creation and recall. The authors note that the unusability arises from the combina-
tion of complexity, regular password changes, and the necessity to make significant changes
to a previous password. Even though they conducted the study 10 years ago, we still saw
many policies that have the potential to create user frustration as they consist of many ele-
ments that all have to be kept in mind when creating the password (see Section 4.3.3). We
hope that the revised BSI recommendations help in creating more user-friendly password
composition policies.
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4.4.2 Factors

Before conducting the survey, we had two themes that we assumed would influence the
PCPs in companies:(1) company size: Tiefenau et al. [167] showed a significant differ-
ence between small and large organizations regarding formal update processes. We thus
hypothesized that this difference could also be seen in other areas. (2) the consulted
recommendations (e.g., BSI or NIST), as they differ in details (see Section 2.1.2).

Size of Company

Table A.1 in the Appendix shows that the amount of clients managed by the participant
grows with the company size based on the number of employees. The amount of partici-
pants reporting a company-wide account does not increase with the number of employees.
Although the percentages at the two poles are different, the small number of companies per
bin does not allow us to draw conclusions. However, using a company-wide account does
not seem extraordinary, even for small companies.

When separating the small and medium-sized companies (Cgpqu, 1=23) from the big com-
panies (Cpig, n=40) according to the definition from the EU [129], we do not see a big
difference in the PCPs. They do not vary much in terms of the mean length (Cgpan =
9.8 vs. Cpig = 8.95) or the mean maximum age (Cgpnan = 156.8 vs Cpy = 141). We also
found no difference in the modes of the complexity when simplified to only the number of
required character classes (1,2,3,4): Cgmau = 3 vs. Cpig = 3.

Consulted Recommendations

As already touched in Section 4.3.3 and can be seen in detail in Figure 4.1, the participants
reported using different sources as a basis for their policies. In 19 out of 29 cases, the par-
ticipants listed more than one source of information besides “Own Knowledge,” statements
from the “Other” text field included. Two participants reported only one institution besides
“Own Knowledge”.

Slightly more than half of the participants who were part of the creation process of the PCP
(16, 55%) used the BSI as a basis for the policy. Fourteen of those were recruited via the
BSI newsletter so we might see a recruitment bias here.

When looking at the minimal length, we could not identify a big difference between those
who use the BSI as an inspiration and were part of the creation process (Cpsr, n = 16) and
those who do not (Cpops7, n = 13): We found a mean minimal length of 10.5 characters
for Cpgr and of 9.7 characters for C,,ps7. Nevertheless, we saw deviating means for
the maximum age of passwords (225.00 days for Cpgy, 135 days for C,,ps7). The BSI
guidelines suggested a regular password change. The high number could be based on the
will to mitigate this measure but does not explain why the mean number of days for C,,ps71
is so low.

Potentially, this points to the need to further separate the participants into groups classified
by aspects like industrial sector or based on a risk evaluation.
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Self-Made Policies

During analysis of the data, we found that a higher amount of policies that require a minimal
length of 8 characters were mentioned by participants who were not part of the creation
process (31% in selfmade vs. 69% in not-selfmade). Overall, the mean minimal length of
the not-self-made PCPs is also slightly lower (10.1 characters vs. 8.5 characters). A possible
explanation might be the time a policy was created and official recommendations during
those times.

Most (24 of 29) of the participants who helped create the policy reported having based the
policy on ’'Own Knowledge.” Future research should investigate this further as it is open to
discuss whether this is a situation of “writing your own crypt library” or not. It should be
noted that the software used often provides options for policies, so this probably heavily
influences the policies (e.g., through default values).

PCPs of participants who were part of the creation process contained more elements when
compared to the PCPs of participants who stated that they were not involved. This mainly
included forbidden password elements as not using the username or license plate numbers.
This may be an artifact of the methodology (e.g., recall bias).

While it is tempting to see a causal relationship here, be aware that the hypotheses around
the self-made aspect are built from the data, so this phenomenon should be investigated in
a separate study.

4.4.3 Heterogeneity

One of the main observations we made is that there is large heterogeneity in the landscape
of PCPs, which we reported in Section 4.3.3. All PCPs used for company-wide accounts
arrange in the area of 6-15 characters minimum (with a clear peak at a minimal character
length of 8, Figure 4.2), an expiration range from 30 to 365 days (with two peaks at 90 and
180 days, Figure 4.3) and a password history of 3 to 24 passwords (with a peak at a history
of 10, Figure 4.4). Yet we only found two PCPs that were identical concerning all mentioned
elements, such as password history and forbidden words. As this could be an artifact of our
methodology, as discussed in Section 4.5, we focused on the most common combinations of
the three elements “complexity requirement”, “minimal length” and “password rotation” as
well as the number of PCPs that mentioned this combination (see Table 4.2). As mentioned
in Section 4.3.3, some participants specified which character classes need to be covered in
case they had the complexity requirement “3 out of 4”. We merged all of them for Table 4.2
and only looked for the number of required character classes. Using the three elements, we
found 41 out of 540 (9 different minimal lengths * 10 different maximum ages * 6 different
numbers of required character classes [1 to 4, not stated, unspecific]) possible combinations
in the PWA policies.
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Complexity Min. Max. Age | Policies
At least one char | Length

3 classes 8 90 days 7

4 classes 8 90 days 5

3 classes 10 90 days 4

4 classes 8 n.a. 3

3 classes 8 180 3

4 classes 12 n.a. 2

4 classes 10 90 2

3 classes 8 60 2

3 classes 8 365 2

3 classes 8 n.a. 2

3 classes 12 365 2
Sum: 34 of 64

Table 4.2 — Most common PCP element combinations of complexity (at least one character of
each class), minimal length and maximal age. n.a. = no answer given
Policies gives the number of policies that showed this element combination. Other com-
binations only occurred once in the data set.

4.5 Limitations

Apart from the methodological limitations as given in Section 3.6, our analysis also faces a
limitation. Due to the heterogeneity of the PCPs, making direct comparisons is challenging.
Many of our comparisons are conducted in broad groups, considering only a few individual
elements and overlooking their combinations.

4.6 Future Work

As mentioned in Section 2.1.2, the BSI changed its recommendation after this survey was
conducted. In future work, we will monitor how this guideline change affects the PCPs of
companies.

Most of our findings indicate trends that need further research with other methodologies
to validate them. We encountered several PCP elements that can not easily be enforced
technically. Future work should examine whether custom enforcement mechanisms were
implemented or whether the hope is that users follow the instructions even though they are
not enforced. It is also open to how users perceive the difference. While most policies were
found to be similar in the big picture, they differed in their details. While this may be for
good reasons, it also shows how diverse the landscape is, and further research is needed to
see whether this is needed or if the benefit of one usable policy is higher.

The surveyed participants were all employees of German companies. Further research has
to be conducted to validate the findings across cultures and study the influence of different
local recommendations.

We could show a difference in the PCPs reported by their creators compared to PCPs
created by somebody other than the participant. Still to be researched is the process of
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creating this policy, how big the personal factor is (and should be), and what role official
recommendations play.



Chapter 5

Measuring the Adoption of
Password Expiry
Recommendations by the German
Federal Office for Information

Security within German
Companies from 2020 to 2023

Disclaimer:

The contents of this chapter were previously published as part of the paper “FEvolution
of Password Expiry in Companies: Measuring the Adoption of Recommendations by the
German Federal Office for Information Security” presented at the 19th Symposium On
Usable Privacy and Security (SOUPS) in 2023 [72]. I worked on this with my co-authors
Mazximilian Hdring, Matthew Smith, and Christian Tiefenau. This chapter uses text from
the paper’s introduction, results, and discussion section. The data was analyzed quali-
tatively by Mazimilian and me, and Christian and I performed a quantitative analysis.
Mazimilian, Christan, Matthew, and I wrote the introduction iteratively. Christian and I
wrote the first version of the result- and discussion section, and it was iteratively refined
by Christian, Maximilian, Matthew and me.

As this work was conducted with my co-authors as a team, this chapter will use the
academic “we” to mirror this fact.

5.1 Motivation

Password composition policies (PCPs) aim to increase account security. Yet, research has
shown that individuals often devise strategies to deal with PCPs to make them less un-
pleasant, resulting in insecure passwords [170, 84]. One specific element of PCPs that leads
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to user frustration while not improving the strength of passwords much is password expiry,
which forces users to choose a new password on a regular basis [158, 179, 84]. The removal
of this requirement has been discussed by academic research for at least 13 years now [90],
but has not been fully implemented by the industry [71, 149].

National institutions, such as the NIST in the United States of America or the BSI in
Germany, are possible facilitators in transferring academic findings into industry practice.
These institutions offer recommendations concerning authentication and password policies
in particular. Regarding password expiry, NIST removed its suggestion to enforce a regular
password change in 2016, and the German BSI followed in 2020.

To understand at what speed such a changed recommendation is implemented in the indus-
try, and especially what problems hinder adoption, we conducted three surveys (2020, 2022,
2023) with German companies after the BSI changed its recommendations. This survey was
based on prior work [71] (Chapter 4), where we surveyed German companies in 2019, just
before the change mentioned above.

We surveyed the used authentication system, including detailed questions about the pass-
word policy, especially password expiry. We recruited our participants via the BSI newslet-
ter, thus focusing on companies likely interested in IT security topics.

We found that the number of participants whose companies use a regular password expiry
decreased statistically significantly from 2019 to 2023. But with 45%, the number of partic-
ipants whose companies use it is still high. Several of those participants whose companies
still use password expiry stated that it is used to increase security, because they do not
have the capability to implement the suggested alternative mechanisms as recommended by
the BSI, or because someone still requested the change. We discuss these reasons and their
implications and offer recommendations for future work and national institutions.

Summarized, our key contributions are:

e We document the progression of authentication processes (PCPs and alternative mech-
anisms) in German companies over the course of 3.5 years.

e We present reasons why companies do not or cannot comply with the recommendations
regarding password expiry and alternative checks for account compromise.

e We offer suggestions and recommendations for researchers and national institutions.
5.2 Research Questions
The following research questions and hypotheses guide our analysis:

e RQ1: How did the authentication system within companies change over the years?

e RQ2: How did the usage of a maximum age develop over time after the BSI changed
its recommendations in 20207 For this, we had the following hypotheses:
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» H1. The total number of companies using password expiry decreased from 2019
to 2023.
This hypothesis is built on the fact that the BSI dropped their recommendation
for using a regular password expiry. Only in case alternative mechanisms, such
as checking for parallel logins from different systems or locations, cannot be
implemented should a regular forced change be considered. We performed one
Fisher’s exact test, including all participants who made a statement about their
password expiry.

» H2. For companies that use password expiry: The time range after which a
password must be changed increased between 2019 and 20235.
We assumed that not all companies could implement alternative checks to remove
password expiry entirely. We hypothesized that even if a company cannot remove
the password expiry requirement, it would adapt to the BSI recommendation
to increase the time intervals between enforced changes. We performed one
Wilcoxon rank-sum test and included all participants who used a password expiry
and also mentioned a specific time range.

» H3-6: Company characteristics or the use of certain policy elements influence
whether the companies use a password expiry in 2023. Factors like time, money,
or flexibility could influence adopting the changed recommendations in a com-
pany. We, therefore, performed four Fisher’s exact tests based on different com-
pany characteristics like their size (H3) or whether it belongs to critical infras-
tructure! (H4). We also tested if the usage of checks for password compromises
(H5) or if the last change of password policies was before or after 2020 (H6)
influenced password expiry usage.

e RQ3: What reasons do participants have to still use password expiry?

e RQ4: How do companies check for compromised accounts, or what hinders them from
implementing such checks?

5.3 Methodology

We designed and conducted the study as explained in Chapter 3. This section explains how
we analyzed the collected data and gives an overview of the participants and the companies
in which they work.

5.3.1 Data Analysis

Over the years, the questions in the survey slightly changed. However, all questions for
which we compared the results between the years were identical.

L«Critical infrastructures are organizations or facilities with important significance for the state commu-
nity, the failure or impairment of which would result in lasting supply bottlenecks, significant disruptions to
public safety or other dramatic consequences.” Translated from the Federal Office of Civil Protection and
Disaster Assistance [127].
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Coding One of the open-ended questions was identical in all years and asked for the
password composition policy in use (Q6). Answers for these questions from PCP20 and
PCP22 were coded by two authors using the codebook created for PCP19 (see Chapter 4).
For this step, we included all the complete answers that we received and merged answers
from both years, such that during the coding process, the year in which the answer was
given was not known to the coders.

First, both authors coded 31 answers to check for a similar understanding of the code book
and then coded an additional 31 responses to calculate the inter-coder agreement. After
that, each coder then coded half of the answers.

To date, most research on password composition policies has focused on minimum length,
password expiry, the number of required character classes (complexity), as well as blocklists
(see Section 2.1.2). To gain a complete overview of these components in the PCPs described
above, we decided to code the participants’ answers that did not mention their minimum
length, password expiry, complexity, or a blocklist as 'not mentioned.’

We had 29 codes and used Recal2 [64] to calculate the inter-coder reliability (IRC). For all
codes, the reliability lies in the range of (0.47, 1) with a weighted mean of 0.98. Table A.5
in Appendix A.3 shows the codes, their occurrences, and the code-specific ICR.

Since we noticed that the answers given for Q6 were very straightforward and did not leave
much room for interpretation, the other open-ended responses that we analyzed (Q6 of
PCP23, Q8/Q12: Reason for using password expiry, and Q14: How do compromise checks
happen or why are they not used of PCP23) were coded by one of the researchers. Two
authors discussed all codebooks and answers that were ambiguous.

We proceeded the same way for answers given for the “other”-option in multiple-choice
questions. All citations from these answers in this chapter are translated from German.

5.3.2 Participants

In PCP19, we not only recruited over the newsletter but also used additional channels to
distribute the survey.

When comparing the different years, we included only those answers by participants re-
cruited through the newsletter for internal validity. To keep the samples as similar as pos-
sible, we included only those companies using employee accounts in our analysis. After this
filtering, the datasets consisted of 54 (PCP19), 52 (PCP20), 63 (PCP22), and 80 (PCP23)

answers.
All numbers for this filtering process are given in Table 5.1.

Table 5.2 and Table 5.3 show the participants’ demographics and their company character-
istics. Because of the different filtering, we additionally present the number of participants
from PCP19 again.
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PCP19 | PCP20 | PCP22 | PCP23
All Data 172 72 96 122
Only BSI 91 72 96 122
Only complete 71 57 66 83
Individual filter 69 56 66 83
Only accounts 54 52 63 80

Table 5.1 — Elimination process of data sets. Only BSI = Only answers that were gathered
over the BSI newsletter. Only in PCP19 were participants recruited over other channels
as well. Complete = The participant filled out the whole survey. Individual filter =
Participants were filtered manually if the answers indicated they did not understand the
questions and if the role indicated not being able to decide on the company’s authentication
protocols. Only accounts = Participants indicated whether the company makes use of a
centrally managed account. We only kept those who did.

PCP19 | PCP20 | PCP22 | PCP23

n=5 | n=52 | n=63 | n=280
Size of Company 1-9 7.4 7.7 7.9 5.0
(Q52) 10-49 13.0 3.8 11.1 13.8
50-249 16.7 23.1 15.9 20.0
250-499 7.4 7.7 9.5 12.5
500-999 9.3 9.6 11.1 16.2
> 1000 46.3 48.1 44.4 28.7
Unclear 0.0 0.0 0.0 3.8
Employees working 0 14.8 5.8 17.5 17.5
full-time on 1 22.2 36.5 27.0 23.8
IT security topics 2-5 25.9 34.6 31.7 31.2
(Q53) 6-10 5.6 11.5 7.9 8.8
11-20 11.1 5.8 0 7.5
> 21 13.0 5.8 11.1 7.5
Unclear 7.4 0.0 4.8 3.8

Table 5.2 — Demographics of companies that were asked in all four years. All numbers are
percentages of that year. “Unclear”: Participants did not disclose the information, or we
could not infer it from their answers.

5.4 Results

In this section, we present the findings of our survey. The changes between the years of the
used authentication systems within companies are presented in Section 5.4.1 (RQ1). The
usages of password expiry (RQ2) are summarized in Section 5.4.2. In Section 5.4.3 (RQ3),
we present the reasons participants gave for using a password expiry, and Section 5.4.4
(RQ4) summarizes how companies currently check whether accounts are compromised and
what issues hinder them in implementing checks.
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PCP20 | PCP22 | PCP23
n=>52 | n=63 | n=280

Sector (QA47) Services 40.4 39.7 41.2
Industry 17.3 15.9 15.0
Medical 7.7 7.9 5.0
Infrastructure 9.6 4.8 7.5
Public service 9.6 9.5 6.2
Education and research 5.8 9.5 6.2
Sales 3.8 1.6 3.8
Other 0.0 7.9 5.1
n.d. 5.8 3.2 10.0
Critical Yes 19.2 15.9 13.8
Infrastructure No 80.8 74.6 81.2
(Q48) n.d. 0 9.5 5.0
Incidents at Easy PW used for attack 11.5 9.5 11.2
company within  Several PWs were
last 5 years stolen from database 1.9 1.6 0.0
(Q57, MC) None of the above 63.5 84.1 65.0
Other 11.5 0.0 8.8
n.d./Don’t know 15.4 4.8 15.0

Own role (Q55) IT
C-level & management 50.0 39.7 50.0

ISO 17.3 28.6 20.0
Admin/DevOps 13.5 12.7 11.2
Support 0 1.6 0
Management 1.9 9.5 7.5
DPO 1.9 0.0 2.5
Consultant 0.0 0.0 1.2
n.d. 17.3 7.9 7.5
Own experience < 1 year 1.9 1.6 2.5
(Q56) 1-3 years 17.3 17.5 12.5
4-9 years 30.8 30.2 28.7
>10 years 44.2 50.8 52.5
n.d. 5.8 0 3.8

Table 5.3 — Demographics of companies and participants from PCP20, PCP22, and PCP23. All
numbers are percentages of that year. “n.d”: Participants did not disclose their answers.
The participants indicated their current job position. Since some of them indicated holding
different roles in the company (e.g., CEO and admin), the numbers exceed 100%.

5.4.1 RQ1 - Evolution of Authentication Systems

This section considers the evolution of authentication methods and password composition
policies between 2019 and 2023.

Possible Authentication Methods

Figure 5.1 shows the percentage of participants per year who stated that their company
offers their employees to authenticate using passwords, biometric authentication, and hard-
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ware tokens, independent of their usage as the primary or secondary factor. Using authen-
tication methods apart from passwords has risen steadily over the last few years. In 2023,
for the first time, two companies indicated that their company does not use passwords. All
numbers can be found in Table A.4 in the Appendix.
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Figure 5.1 — Percentage of participants who indicated that their company enables authentica-
tion using passwords (PW), biometric authentication (BIO), or hardware token (HW-T).
Using authentication methods other than passwords rose steadily over the years. The bars
also indicate the number of companies using one, two, or three authentication methods.
Biometrics are seldom used as secondary factor alone.

If participants indicated that more than one authentication method can be used, they were
asked whether these methods needed to be combined (two-factor authentication). Starting
in PCP20, participants who mentioned only one method were additionally asked whether
there is any possibility for two-factor authentication. The number of those requesting 2FA
also increased, at least between 2019 and 2022: 22.2% of the companies that participated in
2019 required two-factor authentication — 32.7% did so in 2020, 55.6% in 2022, and 51.2%
in 2023.

Usage of Password Components

Participants were asked to indicate their current password policy (Q6). This question text
included the example, “e.g., at least x characters, new password needs to be selected after
x days,” and participants were encouraged to provide a copy of their policy. In PCP23, we
explicitly asked for password expiry in a separate question shown after a page break after

Q6.

Figure 5.2 shows the development of the complexity, password expiry, and minimum length
from PCP19 to PCP23. There is a slight increase in the number of participants who
mentioned that their company requires all four character classes to be used in the passwords.
While NIST advises against such complexity requirements, the BSI currently includes them
in their implementation hints (see Section 2.1).

The figures also show a trend towards longer passwords and larger time ranges before the
passwords expire, e.g., the number of companies that require a password change every 90
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days decreased from 33.3% in 2019 to 6.2% in 2023, while those who explicitly mentioned
not using password expiry rose from 1.9% in 2019 to 22.5% in 2023. In 2023, 10.0% of
the participants did not include any information about password expiry in the open-ended
response but disclosed they use a password expiry in the question explicitly asking for it
(Q11). We further explore the details of password expiry in Section 5.4.2. The concrete
numbers of companies using a certain minimal length, complexity, and password expiry are
shown in Table A.5 in Appendix A.3.

We also looked at the most common combination of password expiry, a required minimum
length, and complexity for each year and show the results in Table 5.4. The most common
combination in PCP19 and PCP20 (minimum length of 8 characters, enforcing three char-
acter classes, and using a password expiry of 90 days) was not mentioned by any participant
in PCP23.
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Figure 5.2 — Overview of the required number of character classes that need to be covered in the
user’s passwords, number of days after which a user is requested to change their password
(password expiry), and required minimum length in 2019, 2020, 2022, and 2023. Y-axis
shows percentages. Answers from Q6. Findings: 1) Character classes: Participants
whose companies require at least three character classes either mentioned certain classes
or allowed a password as long as any three classes were used. There are no big differences
between the years. In their implementation hints, the BSI gives examples that include
enforcing several character classes (see Section 2.1). 2) Password expiry: The number
of companies using password expiry of 90 or 180 days decreased from 2019 to 2023, and
more participants explicitly mentioned not to use password expiry in 2022, following the
BSI recommendations. 3) Minimum length: Requiring passwords with at least 10, 12
or 14 characters is more common in 2023 than it was in 2019, where most PCPs asked for
at least eight characters.
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Summary for RQ1 From 2019 to 2023, the companies our participants worked for
offered more authentication methods next to passwords, and the number of participants
whose companies require 2FA rose by almost 20 percentage points. Looking at PCPs; it
is now more common than in 2019 to require longer passwords (12 or even 14 characters)
and to refrain from using password expiry.

5.4.2 RQ2 - Password Expiry

As detailed in Section 2.1, the BSI advises against a mandated time-based change of pass-
words. Instead, companies should run analyses to determine whether a user account is
compromised. This could, for example, be done by checking for parallel logins from sev-
eral systems or locations. A regular change should only be considered if such checks are
impossible.

While the development of the days after which a password change is required is given in the
previous section, this section investigates H1 and H2, and we take a closer look at company
characteristics that may indicate the use of password expiry (H3-6).

Since we wanted to dive deeper into the analysis of password expiration, we added an
additional closed question about password expiry in PCP23 to double-check the open-ended
general PCP question.? When comparing the numbers from the closed question to the
open-ended answers, we noticed that ten percentage points fewer participants mentioned
password expiry in the open-ended question than in the closed question (35% vs. 45%).
It is interesting to note that 10% did not mention password expiry when describing their
policy.

While we cannot say this for sure, we think it is likely that there has been a similar amount
of underreporting in the previous years. However, to be on the safe side when comparing
PCP23 to previous years, we use only the open-ended data, so the comparisons are made
based on the same measurement instrument, i.e., we only use the 35% that were captured
the same way as in PCP19.

However, we believe 45% to be more accurate and use it wherever applicable.

RQ2 - H1

We hypothesized that the total number of companies using password expiry decreased from
2019 to 2023. To investigate this question, we performed two Fisher’s exact tests based on
answers to Q6. The tests are based on slightly different assumptions. For the first one, we
only included those participants who explicitly said something about their password expiry,
either mentioning a time span or indicating they do not use one. In PCP23, 26.9% of those
participants who did not mention a password expiry in the open-ended question (Q6) later
stated one in the closed question specifically asking for it. The results show a statistically
significant difference between the results from 2019 (nezpi9 = 39, Npoexpio = 1) to 2023
(Nezp2s = 28, Npoeap2s = 18): P(19,23) = 0.00, OR = 25.07.

2We added a page break to ensure participants were not influenced.
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For the second test, we included all participants and assumed that not mentioning expiry is
the same as not using one. In PCP23, this was true for 73.1% of those who did not mention
password expiry in Q6. This test also shows a statistically significant difference between
the results from 2019 (negpr9 = 39, Npoerpio = 13) to 2023 (Nezpos = 28, Npoepez = 44):
p(19723) = 0.00, OR = 4.71.

This suggests that within three years after the change, there has been a shift towards the
new recommendations.

RQ2 - H2

We further hypothesized that for companies that use password expiry: The time range
after which a password is required to be changed increased between 2019 and 2023. For
this analysis, we included only participants who used password expiry. We excluded all
participants who gave no clear answer about the length of their password expiry (e.g., only
stating that there is a password expiry but giving no numbers.) We performed a Wilcoxon
rank-sum test for which we included 38 answers from 2019 and 27 from 2023. Figure 5.2
showed a trend towards fewer companies that enforce a password change after 90 or 180
days, and this theme was also picked up in the open-ended responses: “Jumping to unlimited
passwords takes time because technical change and culture change take time. We went from
90 days to 1 year.” Yet, the tests did not show a statistically significant result (p(19723) =
0.131, Z(19,03) = -1.511).

RQ2 - H3-6

Finally, we were interested in whether company characteristics or the use of certain policy
elements influence whether the companies use a password expiry in 2023. We conducted
four Fisher’s exact tests to analyze the impact of the following variables on the existence
of a password expiry: company size (<500, >=500), critical infrastructure (no, yes), last
policy change (before BSI changes, after BSI changes), and technical measures that check
for account compromise (no, yes). We used data from the open-ended response (Q6) and
the explicit question asking for password expiry (Q11) for these tests. Taken together, 45%
of the participants mentioned that their company uses a password expiry in 2023.

After correcting the results using a Bonferroni-Holm correction, none of the tested factors
remained to have a statistically significant impact on the existence of password expiry. The
contingency table for all tests is given in Table A.3 in the Appendix.

Summary for RQ2 Over 40% of the participants stated that their company still uses
password expiry in 2023, although this is statistically significantly less than in 2019. None
of the company characteristics for which we tested differences in the use of password
expiry showed a statistically significant result.
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Expiry (days)  Min. Len  Complexity | 2019 | 2020 | 2022 | 2023
90 8 3 4 3 0
90 8 4 4 3 1 0
90 10 3 3 1 1 0
180 8 3 3 0 0 2
180 8 4 1 3 0 1

Not mentioned 8 3 2 1 4 2

Not mentioned 8 4 3 3 3 2

Not mentioned 12 3 0 3 1

Not mentioned 12 4 2 2 2

Explicitly not 12 3 0 0 1 4

Table 5.4 — Number of times a certain policy was mentioned in 2019, 2020, 2022, and 2023.
The more participants mentioned their company uses a policy, the darker the cell is shaded.
A PCP is included in this table if it appeared at least 3 times in at least one year. While
the most common policies in 2019 included a password expiry, this trend has shifted in
2023, where the most commonly mentioned policies do either not mention regular password
rotation or explicitly state not to use one.

5.4.3 RQ3: Why Do Companies Require a Regular Password Change?

Thirty-six participants in PCP23 and nine in PCP22 answered why their company uses
password expiry.

Apart from this explicit question, some participants included a reason for using password
expiry in their open response to Q6.

In the following, we present the most commonly mentioned themes. The coding table is
given in Table A.6 in the Appendix.

Increase Security In 2023, 17 participants said their company uses a password expiry
for security reasons. Half of them stayed vague and stated “[password expiry| gives some
security” or “improvement of password security”” The remaining eight mentioned more
specific reasons, e.g., “Because after a year, the risk of misuse of the PW through reuse
with other, potentially corrupted services, is too great.”

In 2022, two participants stated their company uses a password expiry to get rid of lost
(n =1) or leaked passwords where employees did not follow the recommended change after
being notified about the leak (n = 1).

Still Demanded Another commonly mentioned reason was that someone or some regu-
lation demands a password expiry. Four participants stated their CEO or internal policies
require this regular change, “[...] contrary to the recommendation of the IT sec [depart-
ment]” or because of “inertia in our security standards.” Three participants mentioned that
customers or the customers’ compliance requires regular changes, and five participants men-
tioned official requirements, e.g., “Official (in my eyes outdated) requirements in handling
officially classified data.” The latter two reasons were also mentioned in previous years.
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No Alternatives A small number of participants (Four in 2023, one in 2022) use password
expiry because they have “No other method implemented yet” or because “there is currently
no other technical solution.” We look deeper into these alternatives in Section 5.4.4.

Best Practice Some participants (Two in 2023 and two in 2022) stated that password
expiry is best practice or recommended by the BSI. One participant stated: “[We| consider
it wrong not to change [the password] regularly.” This was already a theme in 2022, so
we asked in 2023 whether participants perceived a regular change as best practice before
asking why password expiry was used. This question was affirmed by 23.1% of the PCP23
participants.

Currently Changing We also saw participants (One in 2023 and one in 2022) who stated
they were currently in the process of eliminating password expiry. One mentioned: “The
auditor still has to be convinced.”

5.4.4 RQ4: How Do Companies Check for Compromised Accounts and
What Hinders Them?

The BSI specifies that mechanisms must be implemented to detect compromised passwords
(see Section 2.1). So, we were interested in the mechanisms companies use or whether they
have problems implementing them. We included this question in the PCP23 survey, and
66 participants answered it. The coding table is shown in Table A.7 in Appendix A.3.

Of those 66 answers, 36 participants said their companies use technical solutions to check
for password or account compromises, whereas 25 do not. In three cases, the participants
gave no clear answer, and in two cases, checks were not used consistently for all systems
(e.g., used for SSO but not for AD).

Those who use checks most often do so by checking against databases of leaked passwords
(n = 8) or by using tools that check for anomalies within the system or during logins
(n = 16).

The absence of technical checks was most often explained by missing resources (time, fi-
nancial, or human resources) (n = 7), by structural and organizational issues (n = 5), or
because the technical solution was not straightforward (n = 9). One participant mentioned
a “conflict with the works council.” Specific problems mentioned were that third-party tools
are needed or behavior-based detection tests led to several false positives in the past.

Three participants questioned the possibility of checking for compromises in general: “It is
not clear to us how to check if a [password] is 100% not compromised.”

Additional (n = 2) or alternatively (n = 4) to technical checks, some participants stated
their companies encourage their employees to check for a compromise themselves.

Summary for RQ3 and RQ4 Companies still use password expiry in 2023, mainly to
increase IT security or because another entity requires it. Technical measures that check
for account compromise were often not implemented because of missing resources.
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5.5 Discussion

We conducted three surveys over three years to understand how password composition
policies evolve. We found that companies now require passwords to have more characters
than in 2019 and found significantly fewer participants whose companies rely on password
expiry. When specifically asking for the reason for still using expiry in PCP23, we found
IT security to be one of the leading explanations.

This section discusses the reasons why companies still use password expiry, draws connec-
tions to related work, and gives recommendations for future work and policymakers.

5.5.1 Password Expiry and IT Security

The BSI started advising against password expiry at the beginning of 2020. With this,
they finally followed scientific work a full decade after it showed the usability of password
expiry to be a problem [158, 90, 26]. In our study, four participants explicitly mentioned
that employees wrote passwords down when they had to change them regularly, and the
company thus got rid of this requirement.

Nonetheless, in the latest survey run in 2023, still, 45% of the participants stated that
their company forces regular password changes from their employees. Several of them (17)
argued for an improvement in IT security, confirming the findings of Sahin et al. [149]. In
the following, we discuss these reasons and evaluate whether this situation is problematic.

Compensation of Technical Issues We found cases where password expiry was used
to compensate for other technical issues. One participant mentioned using expiry to get rid
of old hashing algorithms, one referred to a maximum password length of eight that was set
by the system, and a third explained that MFA was not yet implemented for all accounts.
It can make sense to keep password expiry to bridge the time until new technologies are
implemented (as mentioned in the latter example). However, accepting all the drawbacks
that regular password changes bring because of a legacy system that itself can be a security
risk seems like a missed opportunity: Instead of adapting to the constraints of a system,
system administrators could argue that they need a new and more secure system that
can fulfill the updated recommendations. However, we must acknowledge that business
constraints can make this difficult.

Initiate Password Development The most commonly used arguments for password
expiry concerned initiating the development of passwords, i.e., making sure that a password
is not in use anymore when an attacker gets access to it and reducing the problems that
come with password reuse by, e.g., decoupling the employee account from private accounts
for which the employee used the same password.

Both of those arguments sound reasonable in theory, especially as credential stuffing attacks
(where an attacker tries to log into accounts by using passwords associated with that user in
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leaks) made up almost a third of all attacks across the Arkose Labs network [101] and more
than 12 billion leaked login combinations are public by the time of writing in 2023 [144].

However, estimating the real security benefit of such changes is hard. Studies indicated
that many individuals simply modify a previous password when being forced to change
it [84, 179]. This makes it easy for an attacker to guess the new password if they have
access to a previous one, especially when considering advanced attacks where not only
the password that is included in leaks is used but also variations of it (e.g., following the
approach by Pal et al. [134]). Yet, simple attacks that use exactly the same password as
found in leaks might be prevented.

Further, many attacks, e.g., data theft, do not require much time, and according to a
study by Agari, 50% of the credentials were used within twelve hours after they were
compromised [6]; thus, requiring password changes every month will likely not prevent
many attacks.

If persistence is the goal, attackers will attempt to create further footholds so that losing
access to the first account does not lock them out.

And while the results from a survey study by Habib et al. [84] indicate that users do not
seem to choose weaker passwords when updating them compared to creating new ones,
Adams and Sasse [5] argue that a regular password change could lead users to create very
simple passwords. On a larger scale, it is unclear whether users’ strategies for initially
creating the password differ, depending on whether they know they will have to change it
soon or can keep it for longer.

What is clear is that physical password handling differs depending on whether passwords
need to be changed frequently or not: Habib et al. [84] saw a statistically significant increase
in storing the main workplace password in the web browser when password expiry was in
use. Depending on the details (usage of a browser password manager, behavior concerning
device locking when leaving the desks, etc.), this might have a positive or negative impact
on security. Similarly, if users are more likely to write down their passwords on sticky notes,
physical access to a workspace would be a problem. Yet, unobserved access to a workspace
might come with several other risks anyway, such as being able to insert a physical key
logger (even though this involves more planning than simply using the password from a
sticky note).

Adding “Some” Security The uncertainty of how much security is actually added was
also present in the answers, where participants associated password expiry with “some
security”. While it can be reasonable to use every opportunity, even the small ones, to
increase IT security, people nowadays already have to deal with many security mechanisms
in their work environment (e.g., authentication, secure messaging, physical access control).
Removing those requirements that are very time-consuming [26], and can even be replaced
by technical checks thus seems like a good idea.
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5.5.2 Further Reasons for Delayed PCP Updates

In this section, we discuss arguments for using password expiry apart from increasing IT
security.

Alternative Mechanisms Cannot be Implemented One participant in 2022 men-
tioned that their company cannot remove the requirement for a regular change because of
“inadequate control mechanisms to detect compromise.” In 2023, participants mentioned
technical reasons, e.g., that third-party tools are needed, current tools lead to too many
false positives, or that, in general, the implementation of such checks is “too complex.”

This problem can also be seen in other security-related areas, such as deploying updates,
where systems are not updated because of legacy software that is known to be incompatible
with up-to-date environments [167, 105].

The area of these alternative mechanisms remains to be studied in more detail. Further
reasons for some companies being unable to use checks that indicate a password compromise
need to be identified. One paper that has already studied these alternative mechanisms was
published by Markert et al. [115]. The authors studied administrators’ understanding of
risk-based authentication. They found that the participants struggled with the meaning of
the given risk levels and the configuration interface in general.

Depending on further findings, it might be helpful if the BSI, or any institution with a similar
influence, could publish additional information about the available alternatives and how
they can be implemented. At the point of writing, the suggestions concerning alternative
mechanisms in the current implementation hints are very vague: “For example, logging
and the corresponding evaluation of log files can be used to determine whether there have
been unusual accesses or hacking attempts. Special security products are also available for
databases, operating systems, web servers, and other applications.”3

Looking at the area of HT'TPS, the increase in its usage was not only sparked by a changed
recommendation but also because there was a new and very easy way to follow it (see 2.1.3).

Inertia Participants pointed to the necessity of following requirements that still demand
regular change, e.g., federal offices or the PCI (Payment Card Industry Data Security
Standard). In some cases, internal security standards require the use. As pointed out
in Section 2.1.3 and also mentioned by the participants, changes take time to reach every
stakeholder, and one participant mentioned the word inertia.

The problem of contradictory guidelines can appear whenever multiple institutions publish
different recommendations for the same topic. In these cases, administrators must decide
which guidelines to follow or how to combine them.

No Knowledge About Change and Misconceptions Many technical news portals,
e.g., [153, 140] and newspapers, e.g., [94, 44] reported the removal of password expiry in

3Translated from the German implementation hints [45]
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the new BSI recommendations. However, we still encountered one participant who stated
that this is recommended by the BSI. In 2020, 25% of the participants mentioned being
unaware of the BSI changes published eight months earlier while being subscribers to the
newsletter. This phenomenon can also be seen in other areas (see section 2.1.3).

We noticed misconceptions about how checks for account compromise happen and poten-
tially problematic views toward security in general. One participant e.g. stated that pass-
words must be shared with third-party tools for compromise checks. Although this might
be true for some checks, some solutions circumvent this problem [143].

Another participant mentioned that it is never 100% sure whether a password is compro-
mised. While this is true for almost any other security-related topic, it should not lead to
not using compromise checks at all.

Here, efforts such as the Let’s Hash website of Geierhaas et al. [69] can help by providing
participants with a programming aid that supports developers in securely implementing
password storage. It seems beneficial to go further along this route and offer code-fulfilling
recommendations from the BSI, NIST, or OWASP. While such a website is a good starting
point, the people implementing the recommendations still need to be made aware of such
platforms and that their knowledge is not up to date.

Processes Need to Be Observed Depending on the size and structure of a company,
changing the PCP can require potentially complex processes and involve multiple parties.
In our sample, we found cases where the CEO was involved in creating the PCP. While
we do not know the whole picture, we sometimes assume a clash of very different goals. A
CEO of a small company stated: “From our point of view, the management is responsible
for the guidelines and not the I'T admins.” In another case, the CEO of a company required
password expiry, even though the security department advised against this. In cases like
this, non-technical explanations of why something should or should not be used from the
IT perspective might help to convince decision-makers without deep technical background
and help to mediate between different stakeholders.

Apart from this decision process, a new policy has to be included in the systems. Several
participants indicated they use Microsoft’s Active Directory for authentication. It would
be interesting to ascertain whether and how the usage of central software positively affects
processes in general. This way, and in combination with secure defaults, the processes
might be improved in simplicity, speed, and security, as has already been seen in other
areas [168, 159].

Arguments for Change and Prioritization One of the most commonly mentioned
reasons why checks for password compromise are not implemented is missing resources, i.e.,
time, money, or human resources.

If decisions need to be made for prioritizing tasks, low-priority tasks are often postponed,
and other stakeholders must be convinced that allocating time for this is a good idea. For
this reason, the arguments for a change that impacts usability more than security need to
be good. Official recommendations could explain their rationale behind decisions, perhaps
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even beyond the security topic. That way, decision-makers have a better overview, and it
might be easier to understand and communicate possible implications.

5.5.3 Sample and Recruitment Bias

We recruited over the newsletter sent by the BSI, thus focusing on companies interested
in security-related topics, either out of an employee’s personal interest or because their
company has to follow specific guidelines. The latter might be the case for the 13.8% in
our sample (PCP23) that indicated their company can be seen as critical infrastructure and
for those 27.5% who indicated their company is certified with a certification relevant for IT
security (6.2% indicated both). Yet, the effect of such a security focus is unclear and could
lead to two very distinct outcomes: either following recommendations very closely or using
every opportunity to increase security, even if the measures taken are questionable in terms
of improving security.



Chapter 6

Testing the Account Recovery of
Popular Websites When the
Second Factor is Lost

Disclaimer:

The contents of this chapter were previously published as part of the paper “Adventures in
Recovery Land: Testing the Account Recovery of Popular Websites When the Second Fac-
tor is Lost,” presented at the 19th Symposium On Usable Privacy and Security (SOUPS)
in 2023 [70]. I worked on this together with my co-authors Mazimilian Haring, Charlotte
Theresa Mddler, Matthew Smith, and Christian Tiefenau. This chapter uses text from
the papers’ introduction, methodology, result, and discussion sections. The study was
originally designed by Mazimilian and me, and based on a small sample of websites, the
study was modified by Charlotte and me, with Christian, Maximilian, and Matthew giving
feedback on the study design. Charlotte collected data from the websites, and I supervised
this collection. Charlotte and I conducted a qualitative data analysis, and Christian and
I applied descriptive statistics. The introduction was written by Christian and me and
iteratively revised by Maximilian, Christian, Matthew, and me. The methodology sec-
tion was written by me and iteratively revised by Maximilian and Christian, and me.
Mazimilian, Christian, and I discussed the implications of this work. Both results and
discussion were iteratively written by Mazimilian, Christian, and me.

As this work was conducted with my co-authors as a team, this chapter will use the
academic “we” to mirror this fact.

6.1 Motivation

Two-factor authentication (2FA) is one powerful solution to improve account security. In
2FA, a second factor (secondary authenticator) is needed to confirm the user’s identity.
Typically, this second factor is something the user is or has [82]. This is used in addition
to the primary authenticator, typically something the user knows.
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Using such a second factor is one of the most frequently given advice experts give non-tech-
savvy users to stay safe online [93, 18], and indeed, the use of 2FA rose steadily over the last
years [25]. Some services even force users to secure their accounts with second factors [77]
or are required by law to do so, e.g., banking websites in the EU [137].

To understand the consequences of this additional security mechanism from the users’ per-
spective, several studies examined the usability of (possible) second factors (e.g., [116, 30,
3, 147, 148)), their initial setup (e.g., [35, 4, 148]) , or looked at the acceptability of 2FA
(e.g., [177, 35, 148, 34]).

Within these studies, participants repeatedly expressed the fear of losing the second fac-
tor [35, 99, 138] and statistics indicate that around 40% of smartphone users have had at
least one incident in which they lost their device or had it stolen [12, 87, 107]. Considering
that the personal smartphone is a convenient choice for 2FA [161], these numbers indicate
that many users might find themselves in a situation where they no longer have access to
their second factor and, therefore, be locked out of their account. The consideration of
being locked out of a personal account can lead to a low acceptance of 2FA [35]. However,
little work has been conducted to understand how services deal with the threat of their
users being locked out.

In this work, we want to understand how websites and apps, as one major use case for
2FA, guide users through the setup of 2FA and the recovery after losing the second factor.
Specifically, we were guided by the following research questions:

RQ1: (How) do popular services communicate the issue of losing the second
factor to their users? l.e., do they communicate the issue? Do services encourage users
to set up another factor as a backup? Do they provide backup codes? Is the user forced to
do something, e.g., downloading backup codes?

RQ2: How well are users supported through the services’ recovery protocol
when they try to log in but the second factor is lost? I.e., do users receive help
during login if their second factor is not accessible anymore? What are their options?

RQ3: What information do users need to provide to regain access to accounts?
I.e., is personal identification needed? Does the user need to have information about the
account’s activities?

To answer the research questions, we conducted 78 expert reviews that focused on the
current practice of online services. We created accounts, enabled 2FA, and analyzed the
services’ way of informing the user about the possible risks of enabling 2FA and what a
user can do to mitigate them. We then ran through the account recovery processes without
the second factor and without backup codes. We captured how the service led through this
process, what was needed to recover the account, and whether recovery was possible at all.

Overall, we were able to gain access to half of the accounts. This low number might be well
explained by security reasons but indicates that users’ naive assumptions when they lose
their second factor should not be that they could regain access as easily as they would in
the case of a forgotten password.

Our results show that the investigated services do not share a common practice, neither
during 2FA setup nor during recovery. Looking at the setup, 20.5% of the services do not
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seem to provide any backup possibilities at all; on the other hand, 20.5% of the services
force the user to implement a fallback for the second factor or download backup codes.
Only 12.8% of the services clearly communicate that the user will lose access to the account
without the second factor or access to fallback authentication.

The same heterogeneity applies to the process of recovery: 19.2% of the services offer the
user to use backup codes or alternative ways to receive the needed code during login and
additionally link to a direct contact possibility if backups do not work either. On the other
side of the spectrum, 17.9% of the services do not help the user at all during login, and the
only possibility a user has is to cancel their login attempt and try to find a solution on their
own (e.g., by looking at the website’s FAQs).

Several of the issues we identified can easily be fixed. We suggest establishing a more
standardized approach to 2FA setup and recovery to ensure convenience for their users
without impacting security.

6.2 Methodology

We analyzed how popular services communicate and handle the issue of second-factor loss
during the setup and recovery. We did this by conducting 78 expert reviews. The tasks
were to set up a user account with 2FA and, second, to recover it without the factor. In
this section, we describe how we selected the evaluated services, the tasks we performed,
and how we analyzed the gathered data.

6.2.1 Service Selection

We used Tranco [141] to identify high-traffic websites and used the top 500 for our analy-
sis. The list was generated on 2 August 2022 [169]. The websites were accessed between
September 2022 and January 2023 from Germany with a Linux machine using Chrome.
All services that required an app-based setup were accessed from a smartphone (Honor 8x)
with Android 8.1.0. During the reviews, we visited the websites as they were referenced on
the list. However, in some cases, the websites forwarded us to the localized site according
to our location.

We excluded sites if they were marked insecure by Google Safe Browsing or if account
creation was only possible for a specific user group. The whole list of exclusion criteria is
given in Appendix B.1.1. An overview of this elimination process and the corresponding
numbers is shown in Figure 6.1.

Websites that belong to the same domain or use shared accounts were merged (e.g., Google.com
and YouTube.com). Finally, we checked whether we could enable 2FA on each website. Sim-
ilar to the findings of Gavazzi et al. [68], less than half of the websites offer 2FA. Finally,
we ended up with 78 services for the reviews.
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Figure 6.1 — Overview of the service selection. We started with 500 high-traffic websites,
according to Tranco [169]. Services were excluded based on criteria specified in Ap-
pendix B.1.1. Eighty-five were unreachable or marked insecure by Google Safe Browsing.
This left us with 185 services, of which 78 offered to add a second factor.

6.2.2 Task

The expert reviews consisted of two tasks. The first task was to create an account and set
up a second factor. In the second task, we tried to recover the account, pretending to have
no access to the second factor. In the following paragraphs, we describe the tasks in more
detail and explain how we conducted the reviews.

Task 1: Setup One researcher manually created accounts on all of the selected services.
They always selected the free version of an account and used the same password. They
enabled a second factor if possible. For this, they picked the first option allowed based on
the following order: 1) SMS verification, 2) email verification,! and 3) an authenticator app.
If an authenticator app was necessary, they used Google authenticator [80]. The researcher
did not set up any additional second factor or possibility to be contacted during the setup
phase, except when it was mandatory. The sessions were screen-recorded.

After setting up all accounts, the browser was un- and reinstalled to remove artifacts from
the setup phase. While this might make it harder to regain access, we opted for the lower-
bound results. We believe that if recovery is possible in our scenario, it will also be possible
if the browser was already used to log into the account, but not vice versa.

Task 2: Recovery Omne month after the second factor was added, the same researcher
navigated to the login screen and tried to log in without the second factor, i.e., looking for
an alternative or help. They did not have access to the backup codes if the service provided
them. However, they could answer basic questions about themselves and the account. If
2FA was set up using a smartphone (SMS or authenticator app), the researcher could access
the email associated with the account.

If the website gave instructions to regain access, they were followed. If the website did
not provide assistance during the login process, the researcher searched through the help
center, if any existed, and followed the steps, if any were given. If this also did not help

'Even though receiving codes through email is not considered as a second factor by NIST [125], it was
listed as such on these websites. We opted to go with the definition of the services, as we believe some users
will do so as well.



6.3 Results 65

to regain access to the account, the researcher consulted Google with the search term “2fa
lost site:www.example.com.” If they had to contact support, they used the following text
(if applicable): “Hello, I lost my phone, which I use for two-factor authentication, and
now I cannot log in. Would it be possible for you to deactivate this, or will I need a new
account? Kind regards, [Name].” The recovery was declared successful if it was possible to
log in without the second factor, and the second factor could be deactivated or changed.
An account was marked as irretrievable if no information could be found on retrieving it,
if instructions were given but failed, or if the instructions clearly stated that retrieval was
impossible.

The sessions were again screen recorded, and related emails were saved.

6.2.3 Analysis

To find common themes during the
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coded half of the services. Figure 6.2 — Overview of the allowed second fac-

tors on all sampled services. Most services al-
low users to use an authenticator app. Marked

6.3 Results as “recommended” are those factors that were
offered as the only possibility, were selected by
This section presents the results of the us- default, or were marked as “recommended”.

ability evaluation of the 2FA setup and

recovery process of 78 services. First,

we give a general overview of the second

factors that were supported and recom-

mended by the services. Following this, we show how services try to prevent issues that
result from a user losing their second factor during the setup phase (RQ1), e.g., by recom-
mending implementing alternative login methods as backups. In Section 6.3.3, we report
how (well) services guided us through the process of regaining access (RQ2) and what
information was needed (RQ3).

A complete overview of all services, the used second factors, and characteristics during setup
and recovery are given in Table B.1 in the Appendix.
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Figure 6.3 — This figure shows four windows, with examples of information and cues we
received during the setup reviews. A common workflow led us to one of two different
states after enabling 2FA (1). In 52 cases (2), hints and backup possibilities were shown in
the same popup that was used for setup. Some pages closed the window and led us back
to the settings (n = 10) (3), where hints and backup possibilities were shown. 16 services
required additional action from the users, e.g., requiring them to download backup codes
or to add an additional phone number (4).

6.3.1 Allowed Second Factors

We were able to add a second factor to 78 services (see Figure 6.1). We registered a phone
number to receive SMS codes on 46 services. If a service did not offer 2FA via SMS, we
selected to receive codes via email (n = 5) or Google Authenticator (n = 25). There was no
website where this was not sufficient. In the particular case of two apps where the phone

number was already used as a primary authenticator, we added a password as a second
factor.

As shown in Figure 6.2, most of the investigated services offered the possibility to use au-
thenticator apps to secure user accounts. Authenticator apps were also the most commonly
recommended second factor (by 41.0% of the services). Some services mentioned specific
authenticator apps, most prominently Google Authenticator (n = 27), followed by Authy
(n = 14) and Microsoft authenticator (n = 10).

6.3.2 2FA Setup

In this section, we report whether and how the services communicated the issue of losing
the second factor (RQ1).
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For this, we analyzed how prominent they mentioned a potential second-factor loss. We
tracked whether and how the services nudged or forced users to add another factor as a
backup or store backup codes. The data for this section was gathered during and right after
a second factor was added to an account, thus at a point in our scenario where the user still
had access to the second factor.

During the analysis, we identified three cues (see Figure 6.3 for examples) of how services
communicate with users related to the research question:

(a) Hint: The service mentions that the second factor could be inaccessible.

(b) Backup: The service presents possible backup possibilities - backup codes, a security
question, or other available factors.

(c) Force: The service mandates users to add a backup or download backup codes.

The three cues were shown at one of two locations: Either in the settings (n = 10) after
the setup of the second factor is completed or in a separate window during or following the
setup (n = 52).

Backup On most services (79.5%), it was possible to add another alternative second
factor (n = 40 services) and/or to download one or several backup codes (n = 45). Yet,
the intended usage of the latter differed: While most services provided backup codes that
can be used instead of a code sent by SMS or generated by an app, some services offered a
backup code that will automatically deactivate 2FA once used. We found that the wording
of these codes differed as well: Both terms “backup codes” and “recovery codes” were used
interchangeably, sometimes meaning different things.

Hints Most services that offered backup possibilities (80.6% of the 62 services that offered
a backup) hinted at the possible inaccessibility of the second factor somehow. A typical
text was similar to the following: “This code lets you log in if you don’t have access to
your two-factor authentication methods.” In these cases, a user may understand additional
factors as a possibility rather than a necessity. Only three websites communicated this a
bit more clearly by using statements similar to “You will need these codes should you not
have access to your phone.” In general, the consequences of loss (i.e., being locked out of
the account if losing the second factor and having no access to any backups) were only
communicated by a minority: Four services used phrasing similar to: “otherwise you may
get permanently locked out.” Only ten services clearly stated that the provided backup
codes or offered fallback authentication are the “only” way to log in if the second factor is
not accessible. Interestingly, this turned out not to be the case for six of these services. We
pick this topic up in Section 6.3.3.

Force Mandating users to create a backup was not that common. We only had to add a
backup on 16 services. All except one page forcing the user to add a backup explained that
this backup could be used to access the account.
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Combinations The most common combination of the three cues was to have a hint and
backup possibilities but no force to implement them (n = 29, 37.2%). The second most
common combination was to show and mention nothing at all (n = 16, 20.5%): No hint as
to what could happen and no way to resolve this. All combinations of the cues are shown
in Figure 6.4. 64.1% of the websites gave a hint and offered a backup possibility.

X
o0
o~
—~ —
S - s
S i
— = s g X
<t N =~
NP g ~ 2 ©
- e g g ©
= = 5 2
= M E »n <
O o o .
2 o [ o | @ | ]
= ® [ O [
<
= o o O X
£ O | @ | O
S O | @] O | %%
O O O -
T T T T T T
0 9 10 15 20 25 30
Frequency

Figure 6.4 — Number of websites that mention the possibility that the second factor is not
accessible (Hint) in combination with showing alternative possibilities (Backup) or forcing
the user to do something (Force) during 2FA setup. O: The service does not include the
characteristic. @: The service fulfills the characteristic. “Shown in” depicts the location
where this information is shown. [J: The information is shown in a popup that also
directed us through the process of adding the second factor. £X. The information was
shown in the settings. Examples are given in Figure 6.3.

Tales From the 2FA-Setup Land

We found an interesting case where one page advertised 2FA right after login and also
included a small note that one should “remember to create backup verification methods.”
However, after registering an authenticator app, this information was not shown anymore,
though one of the presented verification methods was called “Recovery codes.” In another
case, the website seemed to follow a more serious approach. After telling the users in the
first step to “save this [backup] key,” they were told in the second step “Seriously, save this
key.”

Summary of the Setup Task (RQ1)
To summarize, we successfully activated 2FA on 78 services. Of these, 50 provided
at least minimal information about what to do when the second factor is lost (Hint).
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Most services offer some form of a backup method, and 45 provided backup codes. The
degree to which straightforward consequences of loss were communicated differed. Only
ten services clearly indicated that a user would lose access to the account without the
second factor and without backups. Having all sorts of combinations of hints, backup
possibilities, and obviousness, there does not seem to be a process or possibility for
fallback authentication a user can assume by default or always rely on.

6.3.3 Recovery

In this section, we present the results for the second task, the account’s recovery after the
second factor is lost (RQ2).

We looked at how and to what extent the services’ interface assisted the user during login,
what needed to be done to regain access (e.g., what information had to be provided), and
report on how many services we received full access to.

Assistance During Login

We found varying degrees of assistance from the services to guide the user during a login
attempt. In the next paragraphs, we clustered common themes.

Missing Common Practice Today, it is common for websites to provide a “forgotten
password”-link during login that a user can use to reset their password. As expected, all
websites in our set provided such a link. The equivalent for 2FA, i.e., a link a user can click
while trying to log in but having no access to the second factor, is often missing. Even
though 75.6% of the websites provided the user with some form of a button to offer help in
such cases, the usefulness varied massively. Some services mentioned fallback authentication
(e.g., suggesting to use backup codes), some linked to some sort of support, and yet others
had an always visible support interface that was independent of the login screen. Examples
of these possibilities are shown in Figure 6.5. Most often (n = 15), a website showed
alternative authentication possibilities and directed the user to a direct contact form or
email address where they could ask for help if fallback authentication did not work as well.
Second most often (n = 14) was the exact opposite, where a service did not show any
support at all during login; thus, the user’s only possibility is to cancel the login attempt
and look for help somewhere else. Table 6.1 provides an overview of the types and extent
of support provided by various services during login.

Easiest Option Is to Use an Alternative Method If the user implemented a backup
method (e.g., alternative email or phone number) or has access to backup codes, this is
a simple and fast solution to regain access. During login, 50 services suggested using an
alternative to the primary second factor. Interestingly, 16 further services generally offered
backup methods during the setup but did not mention them during login.
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Figure 6.5 — Example for the Login screen. If a link to the support existed, we noted whether
it linked to a general FAQ, a specific FAQ (that at least partially mentioned what to do if
losing the second factor), or whether a user is provided with an email address or can fill a
form.

Websites Could Have Directed Us to a More Helpful Site Part of the task de-
scription was that the researcher had no access to the backup codes, so they looked for
solutions outside the login screen if the login screen was not helpful. Over half (52.6%) of
the websites either did not link to any help at all or directed the user to a general help page.
For these cases, we additionally tried to find a specific site that explained the procedure a
user has to follow when losing access to the second factor. Interestingly, most websites that
did not provide specific help when logging in offer a specific FAQ page related to the topic
(90.2% of 41). This is especially striking for the 14 websites not supporting the user at all
during login: All of them have a specific subpage explaining at least partially what to do.
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Total No. where Total No. where
No. Services | better FAQ exists Link to support No. Services | better FAQ exists
15 - Direct Form 5 -
6 - Specific FAQ 1 -
6 4 General FAQ 1 1
3 2 Unusable 2 0
10 5 But UI support 5 5
10 6 Nothing 14 14
Use of backup suggested Use of backup not suggested
Link to support given No link to support given

Table 6.1 — The table depicts the level of support a user gets during the login if they cannot
access their second factor. The colors indicate whether a service a) suggests using a backup
(e.g., sending the code via mail instead of SMS) and b) if a service provides the user with
a link to any support. We also note how many services have a specific information site
for 2FA recovery despite not linking to it on the login screen. The most common level of
help was given by 15 services: Suggesting to use a backup and linking to a direct form to
contact the services’ support. On the other hand, 14 services do not support the user at
all during login.

Tales From the Login Land An existing support site was no guarantee for a goal-
oriented process. There were five cases where the suggested or obvious procedure was not
helpful at all. In three of those cases, we were stuck in an infinite loop, e.g., because the
login screen directed to a help site with a button labeled “Account Recovery;” however,
when clicking this, we were directed back to the initial login screen.

We also encountered that the linked support page was only available in the language of the
sites” country, which we could not understand (without a translator). The rest of the site
was available in other languages.

Apart from those five, one page did not provide a link to their support until we received a
timeout for receiving the code via SMS. In case of a lost phone, this makes the search for
help unnecessarily confusing.

Regaining Access

As shown in Figure 6.6, we were able to regain full access for 41 (52.6%) of the accounts.
In nine additional cases, full access would have likely been possible if we used the account
properly and could provide the support with account information, such as banking details,
that we did not add to the test account. In one case, the uploaded ID was not accepted,
but we received no detailed feedback. We assume that more trials might have given full
access.

“Backup Codes Are the ONLY Possibility to Access the Account” As men-
tioned in Section 6.3.2, ten services explicitly said that users would lose access to their
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account if they had neither their device nor any backup code.
we gained full access after contacting the support.
1) Three requested details about the account owner or the account like a

ent cases.

Yet, on six of those,
There were essentially two differ-

copy of an identity document, payment details, the address, or the current IP address.?

2) For three other services, we gained ac-

cess very easily. One support gave us ac-
cess after answering a security question.
As the researcher was unsure what the
answer was, we got a hint after a close-
to-correct attempt: (“your answer is close
to being correct but is just missing some-
thing additional”).

Obscure Procedures In the case of a
meeting platform, we were asked for our
personal meeting ID. As we did not use
the account, we did not store this any-
where and were thus not able to provide
it. Interestingly, after disclaiming that
we did not have access to this, the sec-
ond factor was disabled anyway. Since
we did not investigate the easiness of ac-
cessing the account specifically from an
attacker’s view, it is up to future work to
understand how often information that is
asked for is indeed not needed. On an-
other website, we only had to send an
email without providing further informa-
tion, which resulted in us regaining access
to the service. We assume, or hope, that
this website has internal metrics that al-
lowed them to judge our request. In any
case, they did not communicate with us
beforehand or even afterward.

Ways to Recover Accounts

We gained full access to our account on

Percentage of

60 . 1 Used SMS
[ m Used Mail
§ 40 4 - 1 Used App
=
g
| [
0 I I I H I ﬂ
a 7 g =
g S 2z
> T 2y EE
— o < 2 e
= z. =2 28
e =le) ‘2 O
= A, 3 g
g 4=
< S 3
<

Figure 6.6 — Overview of our results for the recov-

ery process. It shows the percentages of services
we either got full or no access to. Two accounts
could be recovered using Authy. The right part
shows the “no access” category in more detail.
For some accounts, an account deletion was pos-
sible, on others, we assume we could have logged
in with a more realistic setup. The percentages
are grouped depending on the second factor we
set up before. In the figure, we omitted the two
apps where we used passwords as a second fac-
tor. In one of those cases, we could have deleted
the account; in the other, we could have gained
access after a security wait time but without
restoring the data that was not backed up.

41 services. We could simply receive the 2FA code via email in six of those cases. For the
remaining services, we had to contact the services’ support.

In the following, we give an overview of what information we had to provide to gain access.
We identified five categories of information and evidence services that were asked for proof

2We were in contact with the support via email and believe the IP was used to compare it with IP
addresses that were previously used to access the account.
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of ownership during the recovery:

e Personal information, such as name or address.

Uploading an identity document.

e Basic account information, such as the username or payment details.

Extended account information, such as the last purchase or the date the account was
created.?

e The need to access the email address used to set up the account.

In general, we saw 17 different combinations of these categories for the 41 accounts we could
access. Most commonly (n = 7), we were asked for basic account information and needed
access to the email address linked to the account. On three services, accessing the account
was very easy, as we only needed to provide the service with the email address used for
the account, for which we wanted to deactivate 2FA. These services sent a confirmation via
mail, but we did not need to react to it (e.g., by clicking a link).

Wait Time Seven services included a wait time for security purposes, meaning they would
send a note to the email associated with the account. If they did not receive any negative
feedback within a certain time, they would proceed to either delete the account or grant
access to it. This waiting time ranged from 1 to 30 days.

No Access but Receiving Additional Help On 37 services, we could not regain access
to the account. While most mentioned that they could not help us, four provided some
additional help, e.g., they recommended contacting our network provider to receive a new
SIM card, which would fix the issue of not receiving SMS codes.

Email as a Second Factor We could recover three of the five services where we used
our email as the second factor. To accomplish this, we always had to present the service
with another email address. Apart from that, the services differed. In one case, it was
sufficient to wait for a month. In the other two cases, we had to provide personal and
account information or even upload our ID.

Summary of the Recovery Phase (RQ2+RQ3)

We found that almost the same number of services offered the user no support at all
during login as services that gave the maximum possible support by presenting the user
with the opportunity to use fallback authentication and a direct contact possibility.
Between these two extremes, we saw a lot of different approaches varying in helpfulness.
Regarding account recovery, we successfully regained access to 41 accounts. However,
there were cases where no additional info other than knowing the email address was
necessary to disable 2FA.

3While it was easy to provide the account creation date in our scenario, this question could be tough for
users who have had their accounts for many years.
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6.4 Discussion

We conducted 78 expert reviews to study the setup of 2FA and account recovery on popular
services that offer 2FA. In all 78 cases, we successfully set up a second factor. However, our
main interest was account recovery. We focused on the information a user was given during
setup and the information and guidance these services offered in case the second factor was
lost. We could recover access to 41 services without the second factor and backup codes.
In general, we found the usability of the setup and recovery process lacking in many basic
aspects. We discuss themes we saw and make suggestions to practitioners and the research
community.

6.4.1 The User is Often Left Alone

Based on related literature that often mentioned fear of losing the second factor as a reason
for not adopting 2FA [35, 99, 138], we phrased our research questions and were especially
interested in how services communicate the mitigation and consequences of the loss of the
second factor. Both during 2FA setup and recovery, we ran into situations where we only
faced vague information or no help at all. During login, 16 services did not inform the user
that backup codes can be used instead of codes generated by an authenticator app or sent via
SMS, even though they existed. Services that communicated a potential loss of the second
factor during setup and that offered backups often avoided statements about accessing the
account without the second factor. Only ten services clearly stated that a certain backup
would be the only way to gain access. Most other services framed consequences ambiguously,
e.g., by stating users “might lose access.”

When searching for help at the login screen in case of a lost second factor, many websites
linked to no specific help page, even though one would have existed. All of these problems go
against the tenth principle of Nielsen’s usability heuristics (help and documentation) [123],
and we strongly advise website architects to resolve these easily fixable issues by adding
links to already existing documentation or communicating the possibility of using backup
codes during login.

The lack of information is also documented by related work concerning account remedia-
tion [122, 113].

6.4.2 There is no Common Workflow...

We could not identify a common workflow to add a second factor or to recover an account
across the different services. This affected all parts of the process: the communication of
possibilities for backups, how a website communicates the consequences of loss, using unified
terms, or what information a user needs to provide to recover the account. Currently, users
cannot infer from their experiences from one website to another. With this, the fourth
usability heuristic by Nielsen is violated (consistency and standards) [123].

In our view, this is a problematic situation, as 2FA in itself is a general technical measure
to increase account security, and its’ usage is likely to increase in the near future.
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The origin of this heterogeneity is unclear. Maybe there has not yet been enough time
elapsed for a best practice to evolve that everyone copies and can easily adopt. If this is the
case, this is also an excellent opportunity to develop a best practice example and provide a
fast, secure, and empirical evidence-based solution.

. not Even Within Services

In addition to the above, many services are not even consistent within themselves. We found
one example where 2FA was set up using SMS codes, but the code was sent via email during
our login attempt. In another case, a button for “account recovery” existed in the FAQ but
linked to the login screen. All of the websites that did not help the user at all during login
had a subpage in their support section that explained what to do when the second factor is
lost. Similarly, several websites that linked to a general FAQ could have linked to a more
specific one, making the process much more user-friendly. On some websites, consequences
of loss are communicated clearly within such help pages, and several also point to actions
that can be done to prevent account lockout. Yet, this is barely mentioned during setup.
We believe it is unreasonable to assume that users first look for this specific information on
help pages before or after deciding to activate 2FA. Even if it is offered during set-up, users
might click through the information, but it is more likely to be seen than if users have to
actively look for it (and know-how, too). Fortunately, this is often an easy fix.

6.4.3 Insufficient Support Structures

The services we used for our research are all popular services. Thus, they handle a lot of
traffic and many users. Support for these services is often handled by a bot (chat or phone),
and direct human-to-human support is often harder to find. This is fairly common and is
likely driven by cost-cutting reasons.

However, depending on the service, it can be very detrimental and stressful to be locked
out. We believe that the support structure of many of the services we analyzed does not
fulfill the users’ needs. We saw cases where support was only available for logged-in users
or users who selected a paid product (with no real help available for those using a free
version). One website did not offer any help article, but we found a community forum in
which frustrated users explained what answers had to be given to the phone bot to end up
with a human who could disable 2FA.

Depending on the kind of service, it might be reasonable from the website’s perspective not
to invest much into recovery procedures, especially in the case of unpaid accounts. Yet, we
believe that any account can have a huge value, depending on who is using it for what, and
that most users who turn on 2FA voluntarily do see value in their account.

From a usability perspective, we think there should be a dedicated channel for account-
related cases. Or, if no dedicated channel is possible, services should at least provide
upfront and transparent information on what can be done in such situations.
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6.4.4 Summary: Recommendations for Websites

Summarizing Sections 6.4.1 to 6.4.3, we give the following recommendations to website
providers:

1. Internal consistency and clear communication during login on what is possible and
what is not. For example, if backup codes exist, the website should mention them as
an alternative. If an account cannot be recovered at all, this information should be
clearly stated.

2. Services should provide some help during login, similar to the forgot password’-link.

3. This help should be as specific as possible. For example, if the website offers a specific
help page explaining how the account can be recovered, this should be directly linked.
Preferably, every website had a specific form for this problem so users could directly
contact support.

6.4.5 Various (and Obscure) Options for Access

In our sample, it was rare to find cases where it was explicitly stated what information a
user needs to regain access to their account without a backup. During recovery, we noticed
situations in which access was accomplished very easily, and it was unclear if any technical
measures were implemented that checked for the legitimacy of a request to disable 2FA
(e.g., using the IP address). Results from Gavazzi et al. [68] indicate that only 22% of
their investigated websites block suspicious login attempts, so if this also applies to the
aforementioned sites, an attacker might easily get access to the account even if they only
know the password.

This is a problem from both usability and security perspectives: The user cannot assess
whether the account is as secure as hoped, i.e., how easy it is for an attacker to disable 2FA.
We think when it is not communicated beforehand how access can be granted, users could
get a false sense of security.

Similarly, in six cases, we received the code via email instead of SMS or the authenticator
app. If, in these cases, the password can also be reset via email, an attacker would not need
any extra effort to get access as soon as they have control over the email address.

Future work should investigate whether and how users benefit from clear information about
2FA deactivation during or after setting up a second factor.

One solution for a service to make sure a request to disable 2FA is legitimate, also used by
1Password [66], is to combine several proofs of ownership, e.g., requesting access to the email
address and also asking for extended account information (knowledge-based challenges).
Doerfler et al. [40] studied several of such challenges individually, finding that only 13% of
users in their data set were able to recall their account creation date and only 22% could
answer their security question.

It remains to be investigated how usable and secure combinations of different challenges are
and whether an optimal recovery procedure can be found.
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6.4.6 Who Should be Responsible for Recovery?

We found many opportunities to make 2FA on services much more usable but noticed that
this is directly connected to the question of who is or should be responsible for a successful
recovery.

Most services provide the possibility to recover from lost passwords, so we believe many
users might transfer this practice to 2FA.

Yet, we found that while some work has been conducted on how well different fallback
authentication mechanisms work (e.g., [114, 40]), we currently do not know what the
user’s expectations are. Similarly, there is a lack of literature about how website owners
and operators see this. It seems that the implicit mindset is that users are responsible for
protecting access, including the backup. In any case, we think the easiest mitigation is
currently on the side of the services. Transparency could resolve a lot of potential confusion
without adding any obvious disadvantages. Golla et al. [78] found that telling people they
are responsible for their accounts’ security leads to higher adoption of 2FA. The same might
apply to backups if the services clearly communicated the consequences.

Authenticator Apps Some authenticator apps provide backup possibilities, yet most
rely on passwords, SMS, or emails [75]. Any backup possibilities offered by authenticator
apps are currently not part of services’ communication, and the Google authenticator is
the app most commonly mentioned or recommended by the services (n = 27). Interest-
ingly, at the time of the study, Google authenticator only provided one backup possibility,
namely a manual QR code export [75, 74]. Since April 2023, Google Authenticator can be
synchronized with the users’ Google account [16].

Third Parties / Delegated Account Recovery Handling identities connected to user
accounts can be challenging. We encountered three websites that outsourced this. One
website offered to start a recovery over PayPal if a PayPal account was connected to the
account. Basically, this follows the idea of SSO. Only a handful of services are responsible
for handling the identity. What worked for this website may not work for others, but it
opens the question of whether one (or a few) single instances that provide 2FA should also
handle the backup and recovery process. Two other services directed us to Authy for the
recovery process. In both cases, we used SMS as a second factor. While, from a usability
perspective, this worked well for us, Gilsenan et al. [75] note that Authy solely relies on
SMS OTP during recovery. The authors also found several security- and privacy issues [73].

6.4.7 Limitations

Our work has to be interpreted in light of the following limitations:

We focused our analysis on high-traffic websites, so we cannot generalize our results to
less popular ones. Yet, we identified issues on these top websites already and believe that
administrators and web designers of less popular services can benefit from our results as
well.
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Not all services support identical second factors (see Section 6.3.1), but the recovery protocol
of services might be influenced depending on the used second factor. We deal with this
limitation by giving extra care when comparing the services and pointing to this difference
in the results.

Access to some of the services is typically done through the smartphone app. Whenever
possible, we used a browser. Thus, it might be possible that the app’s interface, including
links to the support, differs from the browser version.

Every recovery was made using the same IP used for setup. However, we reinstalled the
browser. We cannot estimate how many services checked such metadata before granting
access to the account. Additionally, by reinstalling the browser, we chose a tougher scenario
than many users would most likely face. We opted for this to capture the lower bound.
Similarly, we noticed services that advised us to use a still-logged-in device to disable 2FA.
It is up to future work to analyze this in more detail.

We used the accounts only for a short time and only for testing the recovery itself, which
comes with further limitations:

e Some services rely on data that is stored within the account to be able to grant access
after losing the second factor, e.g., by asking for personal data such as the address,
banking details, or order numbers from previous transactions. As we did not add
any information, we could not always mimic the whole recovery process. With the
empty accounts, we also see the possibility that people working in the support might
not have protected the account as much as they would have with a regularly used
account. This is especially critical for services where we were in contact with humans
(see Section 6.3.3).

e Some websites periodically ask users to review and confirm their recovery settings,
but we could and did not investigate this feature.

e Some security features might be bound to the users’ location or the time they have
already used the account. Such details are not captured in our study.

6.4.8 Future Work

We encountered services that only requested basic information to grant us access to the
accounts. Similar to as it has been done with security questions [150], it should be studied
from an attacker’s point of view how easy it would be to get access in such cases.

Two-factor authentication is not the only case where well-designed recovery processes are
important. The rise of passwordless authentication is quite a recent example of how these
processes have become crucial, a challenge that future work needs to address.



Chapter 7

Investigating Users’ Expectations
Towards 2FA Recovery in (Germany

Disclaimer:

The contents of this chapter are currently under review. I worked on this together with
my co-authors Mazimilian Haring, Julia Angelika Grohs, Matthew Smith, and Christian
Tiefenau. This chapter uses text from the paper’s introduction, methodology, results, and
discussion sections. The study was designed by Julia and me with feedback on the study
design by Matthew and Christian. As it was part of her Master’s thesis, Julia conducted
the interviews, which were supervised by me. The data was analyzed by Julia and me and
we discussed implications with Christian and Maximilian. The introduction was written
by Christian and me and iteratively revised by the two of us, Maximilian, Julia, and
Matthew. The first version of the methodology was written by Julia, and the section was
revised by me. I wrote the first versions of the results and the discussion, and both were
iteratively revised by Christian, Maximilian, Matthew, Julia, and me.

As this work was conducted with my co-authors as a team, this chapter will use the
academic “we” to mirror this fact.

7.1 Motivation

Creating an online account is usually simple, often requiring no more than an email address
and a password. If a password is forgotten, account recovery is usually also simple, as a
password reset email can be used. However, the security relies on the user choosing a secure
password and protecting the email account as well. To improve security, users can add a
second factor (2FA), like an app on a smartphone or a token. However, if the second factor
becomes inaccessible, the recovery process is usually much more difficult or potentially
impossible.

Two papers from 2023 investigated how services cope with the incident of a user who lost
their second factor ([70] [Chapter 6] and [10]), finding that, while all investigated services
offered a “forgot password”-button [70], help for an inaccessible second factor was less
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prevalent. This means that users are responsible for having a backup plan if they want
to avoid contacting the service and hope for a mitigation plan on their side. However,
it remains mostly unclear how users deal with this situation and whether and how they
actively try to prevent account lockout when using 2FA. If users do not actively implement
a backup strategy for their second factors, there is the potential for a total loss of an account
unless the service offers an alternative recovery mechanism. We thus formulated our first
research question: RQ1: What backup strategies - if any - do users have for their
2FA accounts?

Previous studies have looked at the usability and users’ preferences for backup methods but
mostly studied the different methods in isolation, i.e., only looking at one method (per par-
ticipant) in detail (e.g., [114, 150, 151]), comparing two methods (e.g., [162]), or evaluated
the effectiveness of different challenges for real accounts [40]. These different approaches
make it hard to compare the studies and backup methods to understand preferences in the
current landscape. However, this knowledge would be useful in informing researchers and
platforms which backup mechanisms are preferred and should be offered, leading to higher
account accessibility. We were thus interested in thoughts toward existing and possible
backup solutions: RQ2: What 2FA backup mechanisms do participants favor over
others, and why?

Due to the diverse landscape of 2FA recovery suggestions and implementations of websites
[70, 10], users may not be aware of necessary steps or even be overwhelmed in a recovery sit-
uation. As users currently cannot rely on something being implemented by all services, we
were interested in their fundamental assumptions. RQ3.1: What are people’s expecta-
tions of websites regarding account recovery? Prior work in the context of security
tokens has shown a reluctance to accept tokens, as they shifted participants’ perceptions of
responsibility for authentication towards themselves [138]. We were interested in partici-
pants’ current understanding of responsibility concerning 2FA (backups) and account access
in general: RQ3.2: Who should be responsible for account access (according to
users)?

To answer the research questions, we first conducted 16 interviews with German 2FA users.
We found that only approximately half of the interview participants thought about the issue
of losing their second factor or had experienced access problems. Only four had a backup
plan they were aware of (e.g., knew where they stored backup codes), which most certainly
works if their second factor was lost or broken. Based on the results of the interviews,
we created a survey to gather more data. The survey was conducted with 95 German
participants recruited via Clickworker [27]. Similarly to the interview, over half of the
participants had not thought about what to do when their second factor is lost, and only
6.3% stated that they have a backup plan for all the accounts they protect with a second
factor.

We found no clear answer on which backup method participants favor. Several participants
focused on personal data, expecting that knowing certain things would be accepted as proof
of identity. This often consisted of data that could also be gathered by attackers, making
it an insecure wish. This was only recognized by a few participants. Connected to this
assumption was the expectation that services offer support and users can reach out to them.
We found a mix of feelings concerning responsibility: Even though several participants felt
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it was more secure if they were responsible for their second factor and account recovery,
many, at the same time, expected the website to help them as a last resort.

With this work, we contribute:

e An estimation of backup prevalence and account recovery probability among 16 interview-
and 95 survey participants, which indicates a strong reliance on personal data and
the websites’ support.

e A set of expectations that users have towards services regarding account recovery.

e An overview of participants’ understanding and feelings toward responsibility con-
cerning account recovery.

7.2 Interview Study

To answer our research questions, both qualitatively and quantitatively, we followed a
mixed-method approach consisting of interviews and a subsequent survey.

In this section, we present the interview study.

7.2.1 Methodology

We conducted 16 semi-structured interviews, as detailed in the following.

Recruitment

We recruited a convenience sample using three channels in May 2023: (1) by contacting
all student councils of our university by email, asking them to forward it to their students,
(2) by distributing flyers in supermarkets in our city, and (3) by placing an advertisement
on Kleinanzeigen.! Through these channels, we recruited two, four, and nine participants,
respectively, for the final sample. One additional participant heard about the study from a
friend. In our invitation, we stated that the interview would concern 2FA but that no prior
knowledge is needed. We stated it this way since the vast majority of Germans use 2FA,
as it is required for online banking by EU law [137]. However, not everybody might realize
that this is 2FA, and we did not want to lose these participants or anybody who is currently
not using 2FA. Participants received a compensation of 10€. We reached saturation after
15 interviews.

Interview Structure

The interview was semi-structured and consisted of five different parts, briefly explained in
the following. The guideline can be found in Appendix C.1. We expected the interview to
take approximately 30 minutes.

A German advertising website where users can sell items or look for jobs with some similarity to
Craigslist in the US.
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Demographics and Explanation of 2FA The study began with basic demographic
questions and the participants’ tech-savviness (hardware, software, and cyber security).

Next, we explained the basic idea of 2FA and how it works, typically in the context of
online banking, to ensure basic knowledge.? We intentionally omitted the recovery process.
Participants were then given the opportunity to ask general questions regarding 2FA to
ensure their understanding.

Experience with 2FA and Expectations We then asked about participants’ personal
experiences with 2FA: if and where they use 2FA and what their second factors are. For
inspiration, we mentioned PayPal or social media. We then asked how they would regain
access to their accounts if they ever lost their second factor. If participants expressed that
they had been in such a situation in the past, we asked if they regained access to the affected
account, including required actions and time frames. For those without prior experience,
we asked how they imagined a recovery process would look like, what they would try to
do, including what they think is possible, and what they would be willing to do. For
this last step, we gradually escalated the scenario to a worst case where an account stores
no personal information and support is unreachable.? If participants mentioned receiving
an email instead of, e.g., an SMS, we pointed to an attacker who had access to their email
account and asked for their consideration on security. For actual circumstances (experiences
and current backups), we kept asking until we felt participants shared everything they could
recall or wanted to share.

Videos Following participants’ theoretical considerations, we wanted to capture reactions
to real recovery attempts and understand what users expect or wish for. For this, we showed
two screen recordings of a recovery attempt that lacked user support. The first offered no
help during login, while the second offered an “account recovery” button that, once clicked,
resulted in an infinite loop by asking the user to log in first. We deliberately chose scenarios
that did not give an easy solution (e.g., by receiving a code via email) to understand how
users would cope with this and what they would try to do to solve their login issue. To
mitigate ordering effects, we presented the videos in varying order.

After showing these videos, we asked the participants what they would do next.

Backups Next, we explored different existing and potential backup solutions (backup
email address and phone number [from oneself or a trustee|, backup codes, and an app that
handles recovery with an identity document). We asked participants to choose their favorite
method and discuss why they preferred it compared to the others.

Responsibility As a last part of the interview, we mentioned that it might be possible
for a user to lose permanent access to their account if they lose the second factor. We asked

20One participant mentioned the use of 2FA in the work context prior to this explanation, so we used
this as an example rather than mentioning online banking.
3We discuss the reasoning for this hypothetical question in Section 7.4.4.
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the participants for their opinions on this and whether they felt responsible for their second
factor and for setting up a backup.

Analysis

One author used iterative open coding [32] to create a codebook based on the research ques-
tions, and another author coded all interviews based on this codebook. All data presented
in this paper were discussed and agreed upon. All interviews were conducted in German.
The authors translated all quotes used in this work.

Participants

We conducted 18 interviews in person or via Zoom, each lasting 18 to 37 minutes. We ex-
cluded two participants: One because of technical problems and the other because they did
not want to be recorded (both were compensated regardless). All remaining 16 interviews
were recorded and transcribed.

With 75% of the participants being younger than 36 years and 56% describing themselves
as being at least partially interested in technology, we have a rather young and tech-savvy
sample. All participants owned and used a smartphone, and the majority also used a laptop.
Table 7.1 depicts the participants’ demographics in more detail. In the following, we give an
overview of participants’ usage of 2FA and their experiences with losing access to accounts.

Usage of 2FA  All participants stated they use 2FA for online banking and at least one
additional account, e.g., payment services, retail, email, or device accounts (see Table 7.1).
Three participants mentioned they use 2FA almost anywhere they can or anywhere they
get it suggested, any service they use often, or if a service handles finances and stores a lot
of personal data.

In some cases, the behavior of websites as described by the participant does not necessarily
indicate that the participant enabled 2FA, but could be explained by a verification of the
home address or risk-based authentication (RBA) as well: “With PayPal [...], sometimes it
comes, and then you have to confirm it again”. While 2FA and RBA are based on slightly
different technical ideas, they can be indistinguishable from a user perspective: In both
cases, the password alone is not (always) enough to log in, but an additional confirmation
via another way/factor is needed.* When talking about recovery, we explicitly mentioned
that a user would normally need to receive a code via SMS, so when participants started to
think about losing their phone, this happened under the assumption that they would need
the phone to log in.

Stories of Losing Passwords, a Second Factor, or Accounts We asked participants
how they would proceed if they could no longer use their second factor (e.g., by losing or
breaking it.) Some participants then mentioned that they could tell from experience.

“Detail on this topic are given in Section 7.2.2.
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Two of them did not experience 2FA loss directly but forgot the password for one of their
accounts. Additionally, one had changed their phone number, and the other had lost their
phone. Both could thus not validate a request sent to their device or via SMS. To regain
access, one had to wait several weeks (Apple), and the other lost access permanently and
had to create a new account (Snapchat).

Looking at the second factor, two participants broke their phone, and one changed their
phone number, all resulting in access problems. All of them could access at least one account
with another possibility (e.g., backup codes) or by contacting the support.

One of them was not able to recover all accounts, but lost access to two video gaming
accounts, including several game licenses, characters, and items: “I can’t find a way, so far,
of getting there, somehow I keep going round in circles.” (P5)

One participant did not experience loss but had a technical issue with their Yubikey. Only
after they managed to remove the key from their account, ® they noted that their computer
did not use the correct time, which was needed by the Yubikey (and backup Yubikey).

Another participant never lost their second factor but expressed that they had thought
about losing their phone often and were concerned about this: “I've often asked myself that.
[...] T could no longer get into any of these [accounts|, which I may not even remember. |...]
So my phone is always in sight. [...] I mustn’t lose it.” (P13)

Ethics

Our study was reviewed and approved by our institution’s Research Ethics Board and
adhered to the German data protection laws and the GDPR in the EU. Participation was
voluntary, and participants could drop out at any point during the study. Participants
received a debriefing, emphasizing that a backup is potentially necessary if the account is
very important and they do not want to risk losing access. Finally, we mentioned that the
second factor and backup should be kept separated, e.g., not on the same device.

7.2.2 Results of Interviews

The following section presents the results according to the research questions.

RQ1: What Backup Strategies - If Any - Do Users Have for Their 2FA Ac-
counts?

In the following, we present the participants’ backup methods next to their primary second
factor. For this, we summarize two things under the phrase “backup”: A dedicated backup,
such as backup codes, and methods that could count as an additional second factor (e.g., if
one can choose between using the authenticator app or receiving SMS codes).

5The participant could not in detail state how they did this.
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ID Age Current Highest Tech- Devices Self-reported  Second Unav.
Occupa- Educa- Savvy? (LapTOP, Services with factor Auth.
tion tion SMRTPHONE, 2FA
TABLET,
PQC)
P1 26 Student BA Yes (excl. - (at least Payment, En- SMS, Mail O
security) L,S,T) tertainment, ¢
P2 34  Student VT Yes (incl. - o Yubikey, @ 2*
security) SMS, Mail
P3 36 Employed Master No - (at least Payment, Re- SMS, PKQ O
L,S) tail
P4 28 Student BA Yes (excl. L,S,P Entertainment, Device, 0?2
security) Email SMS
P5 50 Employed vT Yes (incl. L,S,T Retail, email, Authenticator @ 2
security) gaming, work app
P6 20 Apprentice  Abitur No L,S, T Bureaucratic - O
P7 32 Employed MA No L,S Payment SMS O
P8 25 Employed MA Yes L,S,T,P Payment, re- SMS, App O
ward system of service
P9 18 Student Abitur Medium L,S,P Payment, Authenticator O
email, social, app
communication
P10 20 Voluntary Abitur No L,S, T Work SMS (
social year
P11 36  Parental VT Medium L,S Payment SMS O
leave
P12 32 Student Abitur Yes (excl. L,S,T Payment, retail SMS ?
security)
P13 46 Employed Graduate No L,S Payment, so- SMS O
Degree cial, ¢
P14 20 Student Abitur Medium L,S, T Payment, re- Device, D2
tail, email App of
service
P15 21 Student Abitur No LS, TP Payment App of aer- O
vice
P16 27 Student Abitur No L,S Communication, PIN, De- @1
Email vice

Table 7.1 — Demographics of the 16 interview participants, including in what service category websites

fall on which they use 2FA (following the categories used in the 2FA directory [2], if applicable.)
All participants used online banking, which is not depicted in the table. For this, they all used
the banks’ apps.

Education: Abitur is the German secondary-school examination, VT = Vocational Training
Services: If ¢ is in the list of services: Participants expressed (sometimes additionally to specific
services) that they use 2FA wherever possible/suggested by the website.

Second factor: If no second factor is given, the participant stayed too vague or could not
remember.

Unavailable Authenticator: Has the participant ever (temporarily or permanently) lost access
to their first (1) or second (2) authenticator? O = No, B = Yes, and regained access to all accounts,
@ = Ves, and lost access to at least one accounts. If marked with *: technical problem. P12 did
not clearly indicate whether they have experience with losing one element of their authentication
requirements
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Only four participants mentioned explicit backup methods, which should also work if their
primary second factor is temporarily or permanently not accessible. Participants mentioned
the following approaches: a) Receiving an email instead of using their WhatsApp passcode
[178], b) having backup codes stored in their password manager and using the cloud syn-
chronization of authenticator apps, c¢) using redundant Yubikeys and an additional email
address and phone number. One participant has to confirm logins in the service’s app and
uses this app on their phone and tablet.

One participant used an authenticator app and backup codes, but when asked if they could
access them, they said:

P9: “I'm just thinking about that. [...] Probably not. Yeah. I don’t know. So it
could be that I have them somewhere. I probably have them saved somewhere.
T’ll just have to go and find them first.”

This participant later added that at least one of their accounts also stores their phone
number as an additional backup.

All other participants (n=11) did not mention explicit backup strategies. Yet, nine of them
seem to use 2FA solely for accounts that store personal information, such as their name,
address, payment information, and prior transactions. Six of them assumed that they
could regain access by providing such information or experienced this in the past (further
information on this is given in Section 7.2.2). We believe this assumption is somewhat
reasonable based on results from prior work [70, 10].

Eight participants used 2FA for at least one account by receiving a code via SMS. Even
though only mentioned by two of them, these participants could regain access by ordering
a new SIM card.

Overall, it seems likely that most or even all participants could regain access to their ac-
counts, either by using their own backup, by ordering a new SIM card, or by providing
personal information. The last option is only successful because websites currently may
grant access when a user provides them with personal data.

RQ2: What 2FA Backup Mechanisms Do Participants Favor over Others, and
Why?

We presented the participants with different backup methods. This included methods that
are currently used in practice, such as backup codes, a backup phone number, or a backup
email address. For the latter two, we mentioned they could also belong to a family member
or friend to receive thoughts on account recovery with trustees. Additionally, we presented
the idea of a delegated account recovery app combined with an identity document. While
describing the last option, some participants were reminded of an app published by the
German government that reads the identity document and can be used for several digital
government services [131]. While this method is, as far as we know, not used in practice
for account recovery, it should bring up the possibility of a third party handling account
recovery and the idea of using personal information. We did not request statements on all
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methods but asked participants to share their thoughts and select the method(s) that they
would prefer. They could also mention additional methods.

Three methods were favored equally by five participants each: Backup codes, personal in-
formation (identity document), or a pre-registered delegated account recovery app. Even
though we presented the latter two in combination, many participants rated them indepen-
dently. Hardware keys and an alternative email address were preferred twice and trustees
once.

In the following, we summarize positive and negative statements about the recovery meth-
ods:

Backup codes were perceived as more secure than SMS or emails, and it was positively
emphasized that backup codes do not require the service to store additional information
about the user. On the contrary, participants mentioned that backup codes do not scale
well if used for several accounts and that they are often stored on the device, which is also
used as a second factor (e.g., as a screenshot). Two participants each found backup codes
to be either easy or cumbersome to use. One participant said:

P13: “Well, I see [backup codes] sometimes. But I think to myself, where else
should I save this? [...] T have no relationship at all to this [code]. And when I
saved it, I no longer know what it was for.”

Recovery via an identity document was rated as “good”, as everybody owns one anyway.°
One participant mentioned that this approach might be insecure, as it would be easy to
find accounts that belong to a person if that person ever lost their identity document. *

Regarding a delegated account recovery app, participants mentioned they liked the idea if
the implementation was easy to use and secure. Another participant feared the approach
would not be accessible to users without much technical knowledge. One said they would
not want to download another app just for that purpose.

Except for one participant who would like to use the email address of their partner for
account recovery, participants only commented negatively on trustees. They mentioned
they were not sure what their trustees would do with this power of potentially being able
to access the account and that their trustees might not react quickly enough if ever needed.
Yet, we only presented a very simple implementation of trustees, where a trustee would be
the owner of the backup email address or phone number.®

RQ3: What Expectations Do People Have of Websites Regarding Account Re-
covery?

To investigate participants’ expectations, we used two approaches. First, we asked the
participants straightaway what they would do if they lost their second factor. Most often

5From the age of 16, German citizens are required to own either an identity card or a passport [130].

"It is hard to estimate how easy such an attack would be, e.g., depending on whether recovery requires
access to an email account additional to the identification document or whether it is possible to pretend not
to have access to anything else.

8Some services use a more complex approach of trustees for emergency access, e.g., LastPass [103].
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(12 times), they mentioned contacting the support to, e.g., provide additional information
and wait for further instructions from them. The five participants who mentioned they do
have a backup for at least one account stated they would use the backup for login; three of
them additionally mentioned customer support. While our scenario described receiving a
code via SMS and several participants also used this approach for their accounts, only two
said they would order a new SIM card with the same number. One participant joked their
current solution is to not end up in such a situation in the first place.

To get more insights into the users’ expectations, we also presented each participant with
two recordings of websites not supporting the user in the recovery process and asked for
approaches in these scenarios. Participants mentioned they would look for a way to contact
the service, and some also mentioned specific approaches, e.g., checking the “about us”
section, using Google, or searching within the website FAQs. Four also mentioned they
would first click on given links to see whether this helps, e.g., “login via SSO”, or “forgot
password”. Four participants mentioned at some point that they would be lost in such a
situation and would not know what to do. Some of these participants also stated they would
be frustrated and annoyed.

Several of these steps are connected to assumptions concerning services and their recovery
process. We detail these assumptions in the following.

Support Availability Twelve participants mentioned they would try to contact the sup-
port after being asked what they would do in general. One did not explicitly mention they
would contact the support, but their statements included some form of interaction with the
service:

P14: “I could just imagine that you have to send [...] your access data or
something to [the service]”

After seeing the videos, eight participants stated they would look for possibilities to contact
the service.

Both forms of statements seem to be based on the assumption or hope that there is a) a
possibility to reach out to the service and b) that this support is interactive.

Yet, not all participants expected the support to exist or be helpful. Especially those
who had already been in a situation where they had to contact the support due to access
problems noted that this is often not as helpful as they wished for:

P15: “I also have a bit of experience with the fact that if you then go to these
support websites, you won’t get anywhere either”

Five participants stated they would carefully read through the support pages or the FAQs,
and one noted they would highly value a method that supports them in helping themselves.
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Personal Data and Information Will Do the Job Most participants assumed that
there was another way in which they could prove their identity. Several of these alternatives
included personal information, such as their name, address, payment information, answers
to security questions, or providing the service with their identity document. One person
mentioned they would be able to prove they lost their phone by using Apple’s “Find my”-
service [11]. One had no idea how identification for account recovery should take place if
not by comparing personal information.

This assumption was sometimes based on experiences from the past: Five people had already
used personal information after they lost access to their accounts (password or second factor)
or remembered answering security questions in the past (yet, often not for the accounts they
secured with a second factor).

While talking about these alternatives, six participants mentioned that providing the service
with their information could or should only work if the website already has this information:

P6: “So probably also something like an ID document. There’s always a number
on the ID card. They could perhaps ask for it. Although, of course, they have
to have it beforehand.”

Two participants noticed during the interview that giving access to the account based on
personal data could potentially be insecure:

P4: “[...] T think [...] I had to [...] confirm that I know which email [address] is
linked to my account [or] somehow give personal details [...]. But when I say it
like that, I think to myself, it’s kind of error-prone. [...] It’s not that difficult to
find out my address, [...] nor my email address. [...] I'm a bit worried now that
I got back into my accounts so easily (laughs)”

Responsibility for Account Access We asked participants who they think is respon-
sible for their second factor and whether they would be okay if a website does not let them
back into their accounts if they lost access to their second factor and their backups.

Most often (7 times), participants described a mix of feelings, e.g., by stating that they
feel responsible for making sure not to lose their phone but that they still expect the service
to help them regain access if necessary:

P4: “So I think, yes, I am primarily responsible for making sure that I look after
my passwords, my accounts and that they are available. But I also think that
the company whose service I use is responsible for ensuring that I can continue
to use the service.”

Five participants agreed they are fine to be responsible alone, or at least to a much
greater extent than the website. One compared this to physical access to their belongings:

P10: “When I lock my bike, I don’t want the bike shop to have a second key for
it once I've bought it.”
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One participant would be fine with both situations but emphasized that the communi-
cation from the website needs to be very clear if the user bears the responsibility.

Another participant wished websites would take care of possible login problems.

Two participants made contradictory statements in the course of the interview.

Additional Findings

Every Additional Step Considered 2FA FEven though we briefly explained what 2FA
is at the beginning, several participants confused this with other mechanisms. Some de-
scribed a behavior that could also be triggered by risk-based authentication:

P12: “And with [Service], I often get a text message when my wife or my sister
logs in to see if I haven’t been hacked, but if it’s someone I know.”

Others mentioned validation emails or letters one receives when registering for a new service
or bureaucratic services and thought this might be 2FA. Two participants asked whether
CAPTCHASs can also be considered 2FA:

P6: “Would it be something like these pictures where you have to click on: There
and there are traffic lights on it. Would that also be something like that?”

It seems that in several cases, participants were not sure why they had to perform the
actions they had to perform, and that kept them from logging in.

We discuss the implications of this in Section 7.4.3.

Access by Strangers When being asked what participants think would happen if they
lost their second factor and could thus not receive the SMS with the code anymore, six
participants answered concerning others accessing their account and only then (or sometimes
after being hinted to it) noted that this would mean that they themselves could not gain
access to their accounts anymore. This could indicate that the situation of others gaining
access is seen as worse than personally losing access. In the interviews, we did not investigate
this further but added a question about what situation is worse to the survey.

Asking Service to Delete an Account Participants mentioned that if they lost access
to their accounts permanently because they could not prove they were the legitimate owner,
they might ask the service to delete their account without noticing that this step in itself
requires the service to check the requesters’ identity.

P8: “I don’t know which company I'm so attached to that I would necessarily
spend hours chatting with chatbots, and I somehow think that’s not productive
at all. [...] So, at some point, I would rather just have my account deleted by
email.”
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7.3 Survey

To get further insights into our research questions on a larger sample, we created a survey
based on the results that we got in the interviews.

7.3.1 Methodology

We surveyed 95 German participants, as detailed in the following. We chose this sample
size to get an initial view of this topic. Additionally, we did not plan any hypothesis testing,
so we had no basis for a power calculation to specify a concrete sample size.

Recruitment

We recruited participants on Clickworker [27] in July and August 2023 in two batches. Dur-
ing the survey, we already excluded two participants who reported they did not use 2FA for
at least one account.” We aimed for 100 responses but received 105 answers (5 participants
answered all questions but did not proceed to the last “thank you”-page). To ensure the
quality of our data, we included an attention check question and excluded all participants
who did not answer it correctly (n = 10, these participants were not compensated), so we
ended up with 95 participants. The survey was calculated to take ten minutes, and every
participant got paid 2€, which equates to the minimum wage in Germany at that time.
Due to the small sample size, the study is not representative of the German population.

Survey Content

The survey is divided into four different thematic parts: demographics and those described
in the following. All answers without a natural order were presented randomized. The full
survey text can be found in Appendix C.2.

Details about 2FA Usage Participants were asked for the specific area where they use
2FA (e.g., online shopping or social media) and were presented with example websites.
Furthermore, we asked for the second factors that are in use and whether the participant
had ever thought about or experienced losing the second factor. The interviews’ results
informed questions and answer possibilities.

Knowledge about 2FA In this part of the survey, we gave 16 statements that should be
rated by the participants using a 5-point scale that ranged from “I agree” to “I disagree.”
Six statements concerned the actual recovery process and what the participant assumes or
believes in this situation, e.g., “I am sure that the website will give me a way to regain access
to my account.” The other ten statements were related to 2FA in general, were correct or
incorrect, and e.g. contained misconceptions we discovered in the interviews, e.g., “If 1

“Interestingly, Clickworker demanded to use 2FA at that time [28].
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use the fingerprint scanner/face recognition instead of a password, this counts as a second
factor.” Within this set of statements was an attention check question.

Backup Methods and Responsibilities Participants were presented with different pos-
sibilities to create a backup for their second factor: An alternative phone number, an al-
ternative email address, and backup codes. They were asked to pick their favorite option
and indicate how many of their accounts have such a backup. Following a theme from
the interviews, we then asked whether it would be worse if an attacker got access to their
account or if they lost access themselves.

Subsequently, we explored what participants thought about responsibility regarding account
access and asked for their willingness to use personal information for account recovery. We
then presented the participants with 15 personal and account-specific information used by
some services for account recovery (based on findings by Amft et al. [10] and our own
experiences from Chapter 6). Participants were asked to indicate for how many services
they could provide this information.

Analysis

We report descriptive statistics where applicable. Since the free-text answers were fairly
simple and a codebook from the interviews could be used, answers were analyzed by one
researcher with a second researcher being consulted when needed, as suggested by Ortloff
et al. [132].

Participants

The full demographics and overview of the participants’ 2FA usage are given in Table 7.2.
We recruited more male than female participants, and most considered themselves tech-
savvy.

Usage of 2FA Like in the interviews, many participants reported using 2FA for their
payment services, email, and device accounts (Google, Apple). Receiving codes via SMS
was the most popular second factor, and almost half of the sample also used an authenticator
app.

Thirteen participants stated that they had already experienced losing a second factor. Eight
of them explained that they needed to contact the support to regain access. In two cases,
it is unclear whether the participant was able to recover the account.

Ethics

The survey followed the German data protection laws and the GDPR in the EU. Before the
survey was started, the participants were informed about how the data would be processed
and had to accept these terms to start the survey. All closed questions required an answer
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Demographics Number of Participants

GENDER Female: 38
Male: 57

AGE 18-25: 9
26-35: 30
36-45: 25
46-55: 14
56 - 65 13

>65 4

CURRENT OCCUPATION Student & Apprentice:

Employed: 79

Other: 9
SELF-DESCRIBE AS No: 25
TECH-SAVVY Yes: 63

Not disclosed 7

(SELF-REPORTED) Payment: 61
SERVICES WITH 2FA Device accounts (Google, Apple): 43
Retail: 29
Social media: 19
Communication: 18

Other: 4
SECOND FACTOR SMS: 69
Authenticator App: 50
Email: 27
Physical token: 10

Other: 3

Table 7.2 — Demographics of survey participants (n = 95). Participants could select several
services and second factors. Payment services do not include online banking.

but had the option “I don’t want to state.” We did not collect any personally identifiable
information.

7.3.2 Results

In the following, we present our results, again ordered by our research questions.

RQ1: What Backup Strategies - If Any - Do Users Have for Their 2FA Ac-
counts?

We asked participants for how many of the accounts they protect with a second factor they
have another way to log in (e.g., backup codes stored on another device, Q9). While 37.9%
were unsure, 29.5% selected "More than half of the websites." Only 6.3% claimed to have
backups for all their accounts. A full overview is given in Figure 7.1.
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Yes, no action

Problem awareness (22.1%)

>=50% <50%

Account backups
(29.5%) (17.9%)

for 2FA
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Figure 7.1 — Answers of survey participants to whether they have ever thought about losing
the second factor, and for how many of the accounts they potect with a second factor
they are aware of a backup way to log in. Over half of the participants were not aware of
the potential issue, and over a third did not know how many of their accounts they could
access without the second factor.

As personal data or account information often helps to regain access, we presented the
participants with several items that websites sometimes use or could use to check the le-
gitimacy of the request and asked participants for how many accounts they would be able
to provide that information (Q14). When looking at Figure 7.2, one can see that it seems
that only very basic information can be easily answered by most participants for most of
their accounts, such as the connected email address, phone number, username, or given
name. Information that could be argued to be less easily obtained by an attacker, such as
the date an account was created or the last login, was also harder for the participants. For
example, for the account creation date, over half of the participants stated that they would
not be able to provide this information for any of their accounts. We discuss this issue in
Section 7.4.1.

B Can't answer for any of my accounts.

| can answer for a few accounts.

| can answer for half my accounts.

| can answer for most accounts.
mmm | can anwswer for all my accounts.
mmm No answer/l don't know what this is.

Device of last sign-in |
PKQ 1 [
Birthdate
Full name -
Current IP address { I I
Smartphones' serial number - NN | W
Username -
Physical Address - I
Payment information for last purchase - ||
Recently purchased items - |
Invoice number for last purchase { N
Phone number -
Last login 4  [IE
5

Email 1
Date of account creation

=50 0 50 0 20

Percentage

Figure 7.2 — Answers of survey participants about what information they could answer for
how many of the accounts they protect with a second factor. Especially basic information,
such as the participant’s name or birthdate, could be answered by most participants for
most of their accounts.

In contrast to the interviews, the lack of depth in the survey makes it impossible to deter-
mine whether everyone would regain access to their accounts. Yet, we additionally asked
whether participants had ever thought about the issue of losing their second factor (Q4).
55 participants stated they never did. Of those 39 who did, only 18 mentioned they looked
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for a solution; see Figure 7.1 in the appendix.

So, even though we cannot evaluate the situation individually, it seems as if many par-
ticipants would only regain access because they could use additional information and not
because they have a strategy themselves, confirming the theme from the interview.

RQ2: What 2FA Backup Mechanisms Do Participants Favor over Others?

Similar to the interview, we asked participants what backup possibility they would favor
and shortly explained alternative email address, alternative phone number, and backup codes
(Q8). We omitted the delegated account recovery app approach, as we found this to require
too much text. Participants in the survey preferred a backup email address (47.4%), followed
by backup codes (32.6%).

In the interviews, one of the favored approaches was to provide the website with an identity
document, so we included a question of whether participants would be willing to do so
(Q12). Interestingly, 44.2% stated they would not upload their identity document on any
website. 33.7% stated they would upload their document on some websites. When asked
how they differentiate (Q12.1), participants often reasoned with the importance of their
accounts and trustworthiness and experience with the service in question.

We additionally asked for alternative backup approaches that we did not mention before
(backup email address/phone number and backup codes) that participants would like to
use to regain access (Q16). The most common theme was again to compare personal data
(including PKQ) or provide the service with proof of identity.

Similar to the interviews, there does not seem to be one method that is clearly more favored
by the participants than the others.

RQ3 - What Expectations Do People Have of Websites Regarding Account
Recovery?

We showed the participants’ assumption statements regarding account recovery, which we
captured in the interviews. We asked them to imagine that they lost their second factor
and asked participants to indicate their level of agreement (Q6). Similar to the interviews,
many participants (85.3%) fully or partially agreed that they expect to be able to contact
the website’s support, and 75.8% fully or partially agreed that they are sure a website will
provide a possibility for them to regain access to their account (see Figure 7.3). The theme
of personal information was also similar to the interviews: 66.3% fully or partially agreed
that they would regain access if they provided personal information. Ul wise, 73.7% agreed
that they expect a help button, similar to the “password forgotten?”-button.

When asked about responsibility (Q11), 55.8% of the participants agreed (fully agree and
partially agree) that they found it more secure if users are responsible for being able to
access the accounts and that websites do not assist. 62.1% said the website should help.
52.6% selected both, potentially showing the trade-off that was also visible in the interviews.
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mmm | disagree
| partially disagree
Neither
| partially agree
| agree
= No answer

If during account creation access to my email was checked, that is a second factor (email verification). [ |
| can also use the email | use for my account as a second factor. q | |
The second factor should be independent of my password. |
If I use the fingerprint scanner/face recognition instead of a password, that counts as a second factor. | |
Security questions are a second factor. 4 1
If | use 2-factor authentication for an account, it is better protected against attacks. 4
The CAPTCHA request is a second factor. Il
If | receive an email about activities when I log in, that is a second factor. { [l
If I lose my second factor, | can regain access to my account by resetting my password. 1 [l
The second factor can be reset via my email. 1l
If | provide the with website personal information about myself, | will regain access to my account.
| expect that when | try to log in with the second factor, there will be a help button which | can use to regain access.
| can subsequently add a second factor if | have lost my current factor. 4 1
| have an alternative method of accessing my account (backup, other logged-in device, etc.) { [l
| expect that there is a way to get in touch with customer support. 4 |
I am sure that the website will give me a way to regain access to my account. q

-
8-' I.II-- IIII.-

-50 0
Percentage

Figure 7.3 — Knowledge survey participants had about 2FA and their assumptions regarding
2FA recovery. Most participants expect they can reach out to a service and that a service
will offer them a possibility to regain access to their accounts.

Additional Findings

Misconceptions about 2FA During the interviews, we captured some misconceptions,
which we included in the survey to understand the participants’ knowledge about 2FA
(Q7). We also added correct statements and some that might be true on some websites but
would generally not be seen as best practice (e.g., that a second factor can be recovered
by resetting the password). The results are depicted in Figure 7.3. Around a third of the
participants fully or partially agreed that a second factor could be recovered by resetting
the password.

Access by Strangers As we saw that some participants in the interview first thought
about unauthorized access of strangers if they lost their phone, we wanted to investigate
this further (Q10). The data depicts a clear picture: 66.3% rated it to be significantly or
somewhat worse if a stranger got access to an account, 29.5% rated the situations to be
equally bad.

7.4 Discussion

We conducted 16 interviews and a survey with 95 participants to understand users’ as-
sumptions regarding losing a second factor for authentication purposes on websites. We
also investigated users’ preferences regarding backup possibilities. Even though we did not
recruit a representative sample, we believe that our results can give valuable insights into
users’ expectations towards account recovery and can inform future work. In the following,
we discuss our results in light of our research questions, resulting in recommendations for
websites and directions for future work.
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7.4.1 Perception of Recovery Options

We wanted to understand what backup methods participants used and how they were rated
compared to each other. We found that there was a wide spread of preferred methods,
as some participants were more interested in usability, while others valued security and
privacy more. Still, many participants did not seem to have a backup method but expected
to regain access by answering questions about themselves or favored this option compared
to others. This approach is often implemented by services [70, 10]. Thus, we tried to get a
deeper understanding of what information participants could provide exactly. For this, we
found that only basic and easily obtainable information was in the top spots.

Some participants also mentioned personal knowledge questions, even though PKQ have
proven to provide an unfortunate combination in previous studies: Users were often not
able to recall their answers, yet their answers were often predictable [14, 150, 146].

It seems as if personal data and knowledge as a means for recovery are easy to understand
for users. However, especially as users only seem to know basic information, this is not a
secure approach. We encourage future research to understand if there is another approach
that is more secure and similarly easy to understand (e.g., elDs).

7.4.2 What Could Websites Do to Improve Users’ Recovery Experience?

We think our findings can inform websites on how they could assist users with 2FA setup and
account recovery and can support recommendations made by related work that analyzed
recovery procedures without user studies. We assembled a few suggestions themed by the
steps needed for account recovery, based on related work and our findings.

Setup & Handling: Help Users Create a Good Backup Many participants have
never considered what would happen if they lost their second factor. To circumvent this
issue, Amft et al. [10] recommends websites collect all information that is needed for
account recovery during account setup and inform users about needed documents. Going
one step further, we additionally noted that participants sometimes seemed to have difficulty
implementing a backup, e.g., participants once downloaded backup codes but were not aware
of the location, and not all participants who used an authenticator app with a backup
functionality used it. Even though such backups are a good idea usability-wise, they may
not be a solution for everyone, and some also provide attack vectors [75]. Still, it might
make sense for websites to explain better what to do with a backup or where to store it best
during 2FA registration. Holtervennhoff et al. [86] discussed users’ strategies for dealing
with recovery codes, finding that none of them is flawless. It is up to future research to
understand what advice best helps users manage possible backups.

Another viable approach might be to encourage users to check if they still have access to
their backups occasionally, as also noted by Amft et al. [10]. This was also something that
the interview participants brought up. Yet, in a study by Das et al. [36], users did not
always understand why websites did this. It remains to be researched if there is a way to
make it clear and in what frequency it should be done.
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Setup: Allow More Than One Second Factor Of the five interview participants
aware of having backups, three used an additional second factor rather than a dedicated
backup method. Even though this area might need more research, we believe that it might
be a good idea for websites to allow adding more than one second factor. Currently, as
found by Lyastani et al. [109], only 40% of the investigated websites do so.

Set the Context: Help Users Assess Their Situation (or Do It for Them) It
seems that not all users are equally likely to lose access to their accounts if they lose their
second factor. For example, if SMS codes are their second factor and they lose their phone,
they can most likely order a new SIM card or reactivate the number on a new phone. On
the other hand, this is not possible if a user uses an authenticator app without backups.
Recovery also depends on how many devices users use to access their accounts. There are
users whose main device is a smartphone, as mentioned by two participants in the interview.
We thus believe there is no one-fits-all solution, and it seems to make sense that websites
look at their users’ general technological setup and social context. A starting point could be
to differentiate between those users who will easily regain access and those who might have
a harder time. The latter could then, e.g., be reminded about their backup possibilities
more often.

Starting the Recovery: Help for Self-Help In Chapter 6, we found that several web-
sites did not link to their most helpful FAQ pages on their login page when authentication
failed, and Amft et al. [10] found that a quarter of the websites they analyzed did not give
any information about recovery within their support pages. This practice was also brought
up and criticized by our study participants. Linking to a helpful support page should be
obvious, but further research is needed to see what can be done to assist developers and
admins in implementing this.

To further increase the helpfulness of these pages, we found that the recovery approaches
not mentioned by the participants could shed light on what elements websites could include
in their FAQs: During the interviews, no participant mentioned that they might still be
logged into the account on another device they could use to disable 2FA. It was also rarely
mentioned that one could order a new SIM card with the same number (in case one re-
ceives SMS codes). Even though participants might remember such steps in an emergency
situation, we recommend websites prompt users about these options.

As we saw, several participants were not sure whether they, in fact, had any backups for
their accounts. It might help to support them in finding possible backups (e.g., by providing
the name of the file containing the backup codes as done by Discord [39], allowing users to
store a hint or reminding them of the time they implemented a backup).

We also observed one case where a participant lost access to their account as the computer’s
system time was incorrect, and thus their Yubikey did not work. As the participant had a
background in IT, they eventually figured out that this was the problem. However, as login
mechanisms get more technically sophisticated and thus potentially harder for non-experts
to understand, ideas on how to solve log-in issues might become even more relevant in the
future.
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Starting the Recovery: Offer (Helpful) Support Contacting the support team or
looking for a way to do so was the most frequent step participants mentioned when we
asked them to evaluate what they would do. Even though many services offer customer
support, we ([70], Chapter 6) and Amft et al. [10] also identified websites that only have
support for certain user groups, only offer support for logged-in users, and websites that
offered support but did not respond.

7.4.3 Users’ Interpretation of the Word “2FA”

In addition to our research questions, we found that several participants (in the interviews
and the survey) showed misconceptions about what 2FA is, e.g., believing CAPTCHAsS,
sign-up verification emails, or fingerprints instead of a password to fall under this category.

Additionally, the distinction between 2FA (as a security feature that asks for a second
factor every time a device remembrance timeout has passed) and RBA (as something that is
independent of the user’s choices and where an additional proof of identity is only necessary
if a certain risk factor is exceeded) did not seem to be present in all the participants’ minds.

With these misconceptions, we add further knowledge to prior work, which has identified
misconceptions regarding authentication and uncertainty about terms used for authentica-
tion measures [102, 5, 9, 99, 37, 86].

In general, we believe that users do not necessarily need to be aware of either the working of
2FA or that they use 2FA as a service if the user interface is solid enough to take precautions
for account lockout for such users by, e.g., collecting data that can be used to recover the
account. If users are unaware that they would need the second factor to log in (e.g., on
a currently unknown device) and have no knowledge about possible recovery possibilities,
websites need to prevent accidental lockouts. As seen in related work (see Section 2.3.2),
this is currently not always the case.

We explicitly phrased our study in a way that it was not relevant if a user knew exactly
what 2FA means, as we described the scenario in which a second factor (phone) is necessary
to log in. Additionally, all participants remembered at least one account for which they
believed to need another factor next to the password to log in, which was sufficient for our
research questions. However, if future work wants to investigate different elements of 2FA
further and needs to be sure to recruit only people who have 2FA enabled (as opposed to
RBA), it might not be enough to ask participants whether they use 2FA.

7.4.4 Hypothetical Scenario

We were interested in how users would handle the loss of a second factor. As this is an
extraordinary situation, we could not study it as participants encountered it. We thus
decided on the hypothetical scenario of imagining losing the second factor based on the
following reasons:

e We did not want to endanger real accounts and did not want to trigger lockouts. Thus,
we did not want to play through the loss of a second factor for any of the participants’
real accounts.
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e Before the presented studies, we experimented with setting up dummy accounts based
on real configurations of participants, which would have made a recovery attempt more
realistic. However, we noted that there are several factors that are harder to mimic
than simply choosing the same second factor, such as real user data stored on the
account that might be helpful in recovery and metadata, such as known devices or
times and locations at and from which a user normally logs in. In their work on
risk-based account recovery, Biittner et al. [19], for example, noted that for Amazon,
additional checks during account recovery were inconsistent. Even though previous
work had a similar limitation ([70, 10]), we decided against this approach as this would
have made support staff of the websites unconsenting study participants.

e We also considered only recruiting participants with previous experiences with account
recovery. However, we started recruiting without this requirement to understand how
common such issues are among the population. We quickly noticed that even those
participants in our study who had experiences with loss and account recovery could
often not completely recall how they regained access and what had to be done in
detail (e.g., what information had to be shared with the service) and thus decided to
keep the hypothetical scenario.

We believe that by first openly asking what participants would do and then also showing
videos of non-working recovery attempts gave us a good understanding of what users would
or would probably not try to do in case of access issues.

7.4.5 Limitations

Our work and results have to be interpreted in the light of the following limitations: We
conducted interviews and a survey and asked about the hypothetical scenario of the user
losing their second factor. We could thus only capture the first ideas of what participants
would try to do, which were independent of the websites they secured with a second factor.
It might be that participants have, in fact, a backup they were not aware of but that a
website would remind them of.

The interview used a convenience sample recruited at our university, local supermarkets, and
the Kleinanzeigen online community. The survey used a sample drawn from Clickworker.
For the interview, we recruited only a small number of participants who used a second factor
other than receiving an SMS code. Further work is needed to see whether our findings apply
to a broader population.

During the interviews, participants only realized after a while that a backup they thought
might work also depended on the second factor. During the survey, participants might
not have had the time to think about this issue, and we could not direct the questions
individually in that direction.

In addition, the delegated account recovery app included in the interviews was not included
in the survey, as we felt it needed too much text to be properly explained. In the interviews,
participants often did not rate the combination of an app and an identification document
but reacted to one part alone.



Chapter 8

Conclusion

This thesis covered two topics aimed at improving account security and decreasing unautho-
rized access: password composition policies (PCPs) and two-factor authentication (2FA).

To explore the first topic, over 250 German companies were surveyed over a span of four
years. This research allowed for an examination of how PCPs are chosen and the speed
at which recommendation changes are adopted. In the first year, there was a high hetero-
geneity in the PCPs, along with a high prevalence of PCP elements that both the research
community and NIST consider harmful and user-unfriendly, such as password expiry and
character class requirements. At that time, the BSI included password expiry in its guide-
lines, which might explain its widespread use among companies.

In the subsequent years, following the BSI’s removal of its recommendation for time-based
password changes, the number of companies implementing password expiry decreased from
72.2% in 2019 to 45% in 2023. Participants who continued to use a regular expiry rea-
soned this with security improvements and adherence to additional guidelines from other
institutions. Alternative checks were often not implemented due to resource constraints or
technical hurdles.

For the second topic, 2FA, I focused on the recovery process and user assumptions. The aim
was to understand how popular services guide users through 2FA setup and recovery when
the second factor is inaccessible. Expert reviews of 78 services were conducted to analyze
their approaches to informing users about the potential risks of 2FA, the availability of
backup options, and the level of support provided during recovery. The results revealed
that services do not seem to follow a standardized practice for 2FA setup or recovery, and
the level of support varies greatly. The findings indicate that only a small percentage of
services communicate the importance of having a fallback. Additionally, some services offer
no assistance during the recovery process, leaving users to resolve the issue on their own.

To further understand user experiences with 2FA recovery, 16 interviews were conducted,
and 95 participants were surveyed. The focus was on whether users currently have access to
a backup, their expectations during recovery, their problem-solving approaches, and their
preferred types of backups.

It was found that many participants lack a dedicated backup plan and assume that providing
personal information to a service will allow them to regain access to their accounts. This
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is often linked to the expectation that services will assist a user in need. Most often,
expressed a shared sense of responsibility for account access: while they recognize their own
responsibility in safeguarding the second factor, they also expect services to offer help if
needed.

Based on these findings, this thesis provides recommendations for website providers to
enhance the user experience when losing a second factor.
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Appendix A

Password Composition Policies in
German Companies

This appendix gives additional information for the work presented in Chapter 3, Chapter 4
and Chapter 5.

A.1 Survey

The survey was adapted to new situations over the years. To indicate that a question was
included in a year, we will use the following taxonomy:

e 1, if a question was part of the original questionnaire (Chapter 4) in 2019.
e x, if the questions was included in PCP20.
e ¢ for questions included in PCP22.

e 1/ for questions included in PCP23.

If no year is specified, the question was asked in all versions of the survey.

Accounts

e Q1 Is there a company-wide account per user, that is managed centrally? (e.g., for
logging into the workstation, communication platform, email or the like.)
Yes / No

e )2V Which user management do you use? (e.g. Microsoft Active Directory)
[Free Text]

If Q1 equals yes:
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e (Q3a What can this account be used for? (Multiple answers possible.)
Email / Workstations / Communication platform (SharePoint, Slack, etc.) / VPN
into corporate network / Access to shared corporate data (e.g., Active Directory) /
Other: [Free text]

< Page break >

e (Q3b Which methods can be used to log in? Please check the applicable.
Password or PIN / Biometrics (e.g., Fingerprint, Face recognition) / Hardware Token
(e.g. Smartcard, Token, Smartphone) / Device Certificates®

e (Q3c Is there any other method in use that is not listed?
Yes, the following: [Free text] / No

If more than one method is listed in Q3b:

e (Q4a You stated, that there are several methods in use that enable your employees to
log in. Are the methods used in combination (e.g., 2FA)?
Yes, the methods are used in combination (2FA) / No, the employees can choose one
of the methods / Other: [Free text]/ I do not know / I do not wish to make a statement

If only one method is listed in Q3b:

e (Q4bV Do you make use of any kind of two-factor authentication?
Yes, using the following techniques: [Free Text] / No / I do not know / I do not wish
to make a statement

< Page break >

Passwords

You stated that there is no company-wide account with which the employees can log into
several services.

The following questions regard the email accounts of your employees and their passwords
(Webmail, IMAP, POP3, etc.).

Or

You stated, that your employees use passwords/PINs to log in. The following questions
regard these passwords/PINs.

e Q5" How are passwords handled?
Users can choose them themselves / Passwords are created by a system, and users
cannot change them / Passwords are created by a system and need to be changed
by the user* / I don’t want to make a statement / Other: [Free text]
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Q6 What specification (also called password policy) do passwords need to fulfill (e.g.,
at least x characters, new password needs to be selected after x days, etc.)

This question is the main focus of our research. Please be as detailed as possible. If
possible and allowed, please copy your specification into the following text box. At
this point, we want to remind you, that the data is managed anonymously. It will not
be possible to identify your company.

[Free text]

e Q7 Are these specifications enforced by the system?
Yes / No / There are no specifications / I do not know / I do not wish to make a
statement / Partially: [Free text]

Q8% In case there is a password expiry in use: Why?
[Free text]

Q9 Optional: What reasons spoke against the introduction of a password policy?
[Free text]

< Page break >

e (Q10V Do you feel it is best practice to require employees to change their passwords
on a regular basis (e.g., once a year)?
Yes / No / Other: [Free Text]

< Page break >

In previous studies, we have seen that employees in many companies in Germany have to
change their passwords on a regular basis. In the following, we would like to learn more
about the possible reasons that speak in your eyes for or against using such a time-controlled
change of passwords.

e 11V Are employees technically forced to change their password?
Yes, after a fized time interval (days/months/years): [Free Text] / Yes, if there is a
suspicion that the password has become known / No, never / Other: [Free Text]

e (Q12V If employees need to change their password regularly (after a fixed time inter-
val): Why?
[Free Text]

e (Q13V In case employees had to change their password regularly (after a fixed time
interval) in the past, but this rule has now been abolished: Why was this changed?
[Free Text]

< Page break >
e (Q14V Since 2020, the BSI has recommended relying on password compromise detec-

tion instead of recurring password change prompts (after a fixed time interval). If you
do this: How do you check if passwords are compromised?
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If not: are there reasons that prevent you from doing so? (e.g., technical, structural,
or timing reasons).
[Free Text]

< Page break >

e Q15 Are users prevented from picking passwords that belong to the most common
passwords?
No / Other: [Free text] / I do not know / I do not wish to make a statement /Y es'
/ Yes, examination through*®: [Free text])

e Q16*°V Do you make use of a Blocklist/Denylist of elements that are not allowed to
be used in a password? (e.g. words from the dictionary or sequences of numbers) Yes,
the following elements cannot be used in passwords: [Free text] / No / There are no
specifications / I do not know / I do not wish to make a statement

e Q17*° Which Unicode characters can be used in passwords? All / a-z / A-Z / 0-9
/ All special characters / Special characters, except: [Free text] / Chinese characters
/ Arabic characters / Emojis / Other: [Free text]/ / I don’t know / I do not want to
make a statement

e (Q18*°V Are there additional password policies for different users? (e.g. System ad-
ministrators) Yes / No / I do not know / I do not wish to make a statement

e Q19*°V Optional: How do the different password policies differ? [Free text/

< Page break >
The following questions still regard the passwords which are used in your company.

e Q20 Who created the specifications (password policies) for the passwords?
Myself / My predecessor / Somebody else: [Free text]/ I do not know / I do not wish
to make a statement / There are no specifications

e Q21 What are the specifications based on? (Multiple answers possible.)
Targeted Training*®y / Own Know—how*®V / Standards defined by own company*®V
/ Industrial Standards*V / Expert panels / Exchange with other companies / NIST
(National Institute of Standards and Technology) / BSI (Bundesamt fiir Sicherheit
in der Informationstechnik) / OWASP (Open Web Application Security Project) /
Other: [Free text] / I do not know / I do not wish to make a statement

e (22*°V When were the password policies changed last? [Free text/
e (923*° What changes were made during the last modification? [Free text/

e )24V Which changes were made?
[Free Text]

e ()25*°V What caused the change? [Free text/
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e Q26 How do the password policies impact the user-friendliness of the authentication
system?
1: Very negative — 5: Very positive

e Q27 How do the password policies impact the security of the authentication system?
1: Very negative — 5: Very positive

e Q28 How often do passwords cause problems in your company (e.g., forgotten pass-
words, etc.)?
1: Very rarely — 5: Very often

< Page break >

e (29*° This year, the BSI published new recommendations for password policies. Have
you already dealt with them? Yes / No /I do not know / I do not wish to make a
statement

e (030" Was your password policy adapted due to the new recommendations or are you
planning a change? Yes / No / I do not know / I do not wish to make a statement

< Page break >

e Q31 Is there a policy that specifies how the passwords are stored in the system (hash
function, length of the salt, etc)?
Yes / No / I do not know / I do not wish to make a statement

e Q32 Is there a process that initiates an update of the policy on how to store passwords?
Yes / No / I do not know / I do not wish to make a statement

e Q33 Optional: How are stored passwords protected? We are particularly interested
in the hash and salt functions that are used.

We want to remind you that the data is gathered anonymously and we are not able
to link it to your company.
[Free text]

< Page break >

Biometric Authentication

You stated, that your employees use biometrics to log in. The following questions regard
this method.

o Q34 What kind of biometrics are in use?
Fingerprint / Iris / Face recognition / Other: [Free text// I do not wish to make a
statement
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Q35 How does the biometric authentication impact the user-friendliness of the au-
thentication system?
1: Very negative — 5: Very positive

Q36 How does the biometric authentication impact the security of the authentication
system?
1: Very negative — 5: Very positive

Q37 How often does the use of biometric authentication cause problems?
1: Very rarely — 5: Very often

Q38 Optional: Do you wish to provide us with additional information about this
topic?
[Free text]

< Page break >

Hardware Token

You stated, that your employees use a hardware token to authenticate. The following
questions regard this token.

e Q39 Does the token support FIDO2?
Yes / No / I am not sure / I do not wish to make a statement

Q40 How does the token impact the user-friendliness of the authentication system?
1: Very negative — 5: Very positive

Q41 How does the token impact the security of the authentication system?
1: Very negative — 5: Very positive

Q42 How often does the usage of the token cause problems?
1: Very rarely — 5: Very often

Q43 Optional: Do you wish to provide us with additional information about this
topic?
[Free text]

< Page break >

Passwordless

e (Q44V There are efforts (e.g., by the Fido Alliance) to completely abolish passwords.
What is your opinion of these efforts (also with regard to their feasibility in the
company where you work)?

[Free Text]

< Page break >
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Demographics

o (Q45™° Please check the conditions which apply to your company. (Multiple answers
possible.)
There are employees who can access their emails outside the company network /
There are employees who can access their emails using a web login /
There are employees who do not need to know the password for accessing their emails,
e.g., as the email-client is pre-configured

e Q46 Is there any additional security for emails? (e.g., encryption in combination with
a smart card)
Yes, obligatory / Yes, voluntary / No / I do not wish to make a statement

e Q47*°V What is your companies’ field of work? Automobile Industry / Banks and
financial services / Education and research / Services / Retail / Energy industry /
Logistics / Telecommunication / Pharmaceutical industry / Tourism / Insurance /
Healthcare Marketplace / Other: [Free text] / I do not wish to make a statement

e (Q48*°V TIs your company an operator of critical infrastructure or is it affected by
regulations for operators of critical infrastructure? Yes / No / I do not know / I do
not wish to make a statement

e (Q49V Is your company certified with a certification relevant to IT security (e.g., PCI-
DSS, ISO 27001,..)?
Yes, the following: [Free Text] / No, but we intend to / No / Other: [Free Text] / I
don’t know / I do not wish to make a statement

e (Q50V Are there any legal regulations that require you to have any of the previous
certifications?
Yes the following: [Free Text] / No / Other: [Free Text] / I do not wish to make a
statement

e (Q51*°V Where is your companies’ headquarter? (Country) [Free text]

e Q52 How many employees work in your company?
1-9 / 10-49 / 50-249 / 250-499 / 500-999 / 1000 or more / Not sure / I do not wish

to make a statement

e Q53 How many desktop clients do you manage?
1-9 / 10-49 / 50-249 / 250-499 / 500-999 / 1000 or more / Not sure / I do not wish
to make a statement

e Q54 How many employees in your company work full-time on IT security topics?
0/1/2-5/6-10/11-20 / 21 or more / Not sure / I do not wish to make a statement

e ()55*°V What is your position? Administrator /1SO / CISO / CTO / CSO / Support
/ Other: [Free text] / I do not wish to make a statement

e ()56*°V How many years of experience do you have in this or related positions? Under
1 year / 1-3 Years / 4-9 Years / 10 or more years / I do not wish to make a statement
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e Q57*°V Is one (or more) of the following situations true for your company when
looking at the last 5 years? (MC) A password of an employee was guessed and used to
attack the company (Ransomware, theft,..) / Several passwords have been stolen from
the database / None of the above / I do not know / I do not wish to make a statement
/ Further / Other: [Free text]

< Page break >

e ()58*°V Have you already participated in this survey last year?
Yes / No / I do not know /I do not wish to make a statement

e Q59 How satisfied are you with your authentication system?
1: ® - 5: ©

e Q60 Has this questionnaire motivated you to update parts of your authentication
system in the near future? If yes, which parts?
Password Policies / Security measures for stored passwords / Adding biometrics /

Adding hardware token / No / Other: [Free text]

A.2 Additional Figures and Tables - 2019

Company Size | No. of Participants per No. of Managed Clients

0-9 10- 50- 250- 500- >= n.a.
49 249 499 999 1000

1-9 6 1

10-49 2 9 1

50-249 11 1 1

250-499 1 7 1

500-999 6 1

>= 1000 2 5 23 3

No answer

Table A.1 — Number of participants who manage a certain number of clients, split by company
size. Empty fields indicate 0. n.a. = No answer was given by the participant.
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Minimal Length

Maximal Age (Days)

Character Classes (>= 1 each)

Account Policies |, Mail Policies | Additional Policies

Element n= 64 [ n= 13 [ n=4
6 3 I 2 I -

8 33 | 4 | -

9 1 | - | -

10 11 | 2 | -

12 9 | 1 \ -

14 2 ‘ 1 ! -

15 1 } - } -

16 - \ - ! 3 (Admin)
20 - : 1 : 1 (Passphrases)
30 - | 1 i -
Unspecific 1 [ - [ -
N.A. 3 [ 1 j -
Any minimal length 61 | 12 | 4

30 2 | - | -

42 - | 1 | -

45 - | - | 1 (Admin)
56 1 \ _ \ -

60 3 | - | -

90 22 [ 4 [ -

120 1 : - : -

180 9 | 2 | -

360 1 [ - [

365 6 : 1 : -
Explicitly not 2 | - | -
N.A. 17 ‘ 5 ! 3
Any maximal age 45 : 8 : 1

S 1 | - | N

2 (L, D) - ! 1 ! -

2 (D, S) 2 | - | -
3(C,D,S) 3 \ - \ -

3 (C, Lc, S) 3 ! - ! .

3 (C, Le, D) 7 | 1 i 1 (Admin)
3(L,D,NS) 2 ! - \ -
Any 3 out of 4 16 : 2 : =
Any 3 out of 5 (incl. Unicode) 1 | - | -

4 (C, Le, D, S) 15 ! 3 ! 1 (Admin)
4 (at least 2 each) 1 : 1 : -

4 (C and Lc: at least 1; | |

D+S: at least 2) 1 ! - ! -
Unspecific 5 } 1 | 1 (Admin)
N.A. 7 [ 4 [ 1
Any character requirement 57 ! 9 | 3

Table A.2 — Number of policies with the different elements of “minimal length”, “maximal
age” and “character classes”. The four standard character classes are: Lowercase (Lc),
Capital (C), Digit (D), and Special character (S). If letter was not further specified, this

is abbreviated with L
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A.3 Additional Tables - 2020 to 2023

Has PW No PW

Expiry Expiry p OR
H3: Critical Infrastructure \N(f)s 22 1?1 1.0 | 0.83
H4: Company Size §5:O5000 1;1 Z 1.0 | 1.29
Hb5: Last policy change i?th:eBlz?CEl;igf:S 13 1; 0.3 | 0.14
H6: Technical compromise check \N(?)S ;g 1§ 0.4 | 0.27

Table A.3 — Contingency table for H3-6: Company characteristics or the use of certain policy
elements influence whether the companies use a password expiry in 2023. The results are
corrected using a Bonferroni-Holm correction.

PCP19 | PCP20 | PCP22 | PCP23
Pw 100.0 100.0 100.0 97.5
Pw + Bio 14.8 17.3 25.4 25.0
Pw + Token 38.9 50.0 57.1 53.8
Pw + Bio + Token 11.1 13.5 19.0 17.5
Token (no Pw + Bio) 0 0 0 1.2

Table A.4 — Percentage of participants who mentioned that their companies use the different
possibilities to login. Pw = Passwords are in use; bio = Biometrics are in use; Token =
Hardware token are in use
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Code PCP20 PCP22 PCP23 ICR
n =52 n =63 n =280
1 2 1 1 -
gz 2 2 3 1 0.79
% 3 23 25 33 1
< 4 16 19 15 1
& Imprecise 3 5 9 0.47
§ Special 0 1 2 -
& Total 46 (88%) | 54 (86%) | 61 (76%)
©  Not mentioned | 4 6 10 0.79
Explicitly not 0 0 1 -
5 1 0 0 -
6 4 1 1 -
7 0 0 1 -
8 18 20 19 1
= 9 1 1 2 1
B 10 16 14 12 1
L 011 0 2 1 1
g 12 8 16 24 1
= 14 0 2 5 1
2 15 0 1 4 -
= 16 1 0 2 -
64 1 0 0 -
Imprecise 0 2 1 -
Total 50 (96%) | 59 (94%) | 72 (90%)
Not mentioned | 0 1 0 -
14 0 1 0 -
30 1 0 2 -
42 1 1 0 1
60 0 0 1 -
64 0 0 1 -
% 90 12 8 5 1
= 120 0 0 1 -
P 168 0 1 0 -
'% 180 6 2 9 1
o 230 0 1 0 -
T 360 0 0 1 :
E 365 5 6 6 1
C{é 540 1 0 0 -
720 0 0 1 -
Imprecise 1 2 1 -
Total 27 (52%) | 22 (35%) | 28 (35%)
Not mentioned | 18 25 26 1
Explicitly not 5 13 18 1
No policy given | 2 3 8 -

Table A.5 — Codebook of participants’ elements of password composition policies (Q6) and
how often they occurred. For calculating the ICR, answers from both years were merged.
Some codes were not covered in the documents that were used to calculate the inter-coder

reliability and indicated as “-” in the table.
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Code Example Occurrence in
PCP23

Demanded by ...

... Institutions “PCI DSS (Credit card security) requirement” 5

... Customer (contracts) “was embedded in customer contracts in the past” 3

... Own company “In-house or internal definition” 4

Is best practice “Recommendation by BSI” 2

To increase security “Improve password security”, “Ensure that there are 17

Currently changing

no passwords that are too old and no insecure hash
algorithms are used.”
“We still have the setting but are in discussion rather 1
to increase the complexity, but not to force a change
(except in case of loss). Still need to convince the

auditor. ”
Alternative not implemented | “Because there is currently no other technical solu- 4
tion.”
Inertia “Still exists from history” 5
Table A.6 — Codebook of the reason for using password expiry (Q12)
Code Example Occurrence
in PCP23
Employee check “QOur detection of compromise has so far 6
been the sole responsibility of the em-
ployee.”
Check: Dark web monitoring “Dark Web Monitoring” 4
Check: Compare to leak database | “On the relevant websites we check 8
whether passwords have been compro-
mised”
Check: Anomaly detection “Detection of compromise by technical 16
means (e.g., logon location).”
No check: Lack of..
..technical measures “Technically not yet possible, corre- 9
sponding recognition systems are still
missing”
...and unclear how “We do not know any practicable 3
method”
...organizational measures “organizational feasibility” )
...resources (time, money) “There would also be a lack of time and 7

staff resources to look into this”

Table A.7 — Codebook of the reason for using password expiry (Q14)



Appendix B

2FA Account Recovery of Popular
Websites

This appendix gives additional information for the work presented in Chapter 6.

B.1 Website Analysis

B.1.1 Exclusion criteria for services

Services were excluded for the following reasons:

e Security or Accessibility: websites flagged as dangerous by Google Safe Browsing,
URLSs not belonging to a DNS server or are unreachable

e Content: adult entertainment websites or illicit content

e Shared login: sites belong to the same domain as a previously listed site and having
shared accounts (e.g., Google and Youtube)

e Language: sites that don’t provide an English or German interface

e Payment: requiring payment details for account setup. If a free short-term trial was
available, we used this opportunity.

e Specific user group: requiring owning a product for account setup, accounts requir-
ing the user to be in a specific region outside of Germany, sites restricted to specific
users (e.g., university websites, accessible only by students and faculty members)

e Additional steps: requiring in-person interactions
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Service Second Setup Recovery
Factor Hint Backup Force Shown in... Link to Support Suggests Using Backup

AOL.com SMS { ] [ ) [ ] [ O But UI Support (]
Abusix.com App [ ] [ ] O o O But UI Support [
Adobe.com SMS ([ [} [ 8 O But UI Support [
Amazon.com SMS O [ ] O Q @ Direct Form O
Apple.com SMS O O O - @ Direct Form O
Avast.com App [ ] [ J O x @ Unusable [ J
Bit.ly SMS O O O - O O
Booking.com SMS @] O @] - O But UI Support [ ]
CloudDNS.net App ([ J [ ] O X O [}
Cloudflare.com App [ ] [ ] O x @ Direct Form [ J
Cloudone. trend- App ([ J [ ] [ J 8 O But UIL Support [ J
micro.com

DNSmadeeasy.com | App [ ] [ ] O O @ Direct Form [ ]
Digicert.com App O O O - O But UI Support O
Discord.com App [ J [ ] O x O [ ]
Dropbox.com SMS ° ° @) e ® Specific FAQ °
Ebay.com SMS [ J [ ] [ J 8 O [ J
Epicgames.com SMS O [ ] O x O [}
Etsy.com SMS [ J [ ] O x O O
Facebook.com SMS ([ J [ ] O O @ Direct Form [ J
Fastly.net App [ ] [ J O O @ General FAQ [ ]
Fedex.com SMS O O O - @ General FAQ [}
Fiverr.com SMS O [ ] [ J 8 @ Direct Form [ J
Gcore.com App (@) [ ) (@) [ O But UI Support (@)
Gandi.net App [ ] [ ] [ ] [ @ General FAQ [ ]
Github.com SMS [ [ J [ ‘ @ Direct Form [
Godaddy.com SMS O [} O o @ Specific FAQ O
Google.com SMS ([ J [ ] O 0 ® Unusable [ J
Grammarly.com SMS [ ] [ J [ ] 5 @ Direct Form [ ]
HP.com App O O O - O [ ]
Herokuapp.com App O [ ] O 8 O O
IlovePDF.com App O O O - @ Unusable O
Indeed.com SMS O O O - O But UI Support O
Instagram.com SMS O O O - O But UI Support [
Intuit.com SMS O [ J O 8 @ Unusable [
Kaspersky.com SMS O [ ] O 8 O But UI Support O
Kickstarter.com SMS O O O O
Linkedin.com SMS O O O - @ Direct Form @]
Linktr.ee SMS ©) ©) ©) - (©)
Mailchimp.com SMS (@) O (@) - O O
Microsoft.com Email ([ [ J [ 8 @ Direct Form [
MyShopify.com SMS ) ) O o @ General FAQ )
Name.com App [ J [ ] @] x @ General FAQ @]
No-IP.com App ([ ) [ ] O X O But UI Support ([
OK.ru SMS O ° O O @ Unusable O
Onlyfans.com SMS O [ ] O 8 O But UI Support O
Opera.com App [ J [ ] [ J 8 O [ ]
Patreon.com SMS ([ [ J O X O [
Paypal.com SMS @] [ ] @] 8 @ Direct Form @]
Pinterest.com SMS ([ [} O x @) O
Reddit.com App [ ] [ J O x O [ ]
Ring.com SMS O O O - O O
Roblox.com Email [ ] [ ] O x @ Specific FAQ [ J
Samsung.com SMS (] [ J O $x @ Direct Form [ ]
Slack.com SMS ) ® O x @ Specific FAQ )
Snapchat.com SMS (] [ ) (@) X (@) O
Sourceforge.net App [ J [ ] @] to O But UI Support [
Squarespace.com App ([ J [ O x @ Specific FAQ [ J
Steampowered.com | Email @] O @] - @ Direct Form @]
Stripe.com SMS ([} [ ] O x @ Direct Form [}
Teamviewer.com App [ J [ ] [ J 8 @ General FAQ [ J
Telegram.org Password (] [ ) O O @ Direct Form [ ]
ThemeForest.net App [ J [ ] (@) x O (@)
Tiktok.com SMs ° ° ° O o °
Tinyurl.com App [ ] [ ] @) o O But UI Support [ J
Tradingview.com SMS ([} [ ] O to @ Direct Form [



www.AOL.com
www.Abusix.com
www.Adobe.com
www.Amazon.com
www.Apple.com
www.Avast.com
www.Bit.ly
www.Booking.com
www.CloudDNS.net
www.Cloudflare.com
https://cloudone.trendmicro.com/
https://cloudone.trendmicro.com/
www.DNSmadeeasy.com
www.Digicert.com
www.Discord.com
www.Dropbox.com
www.Ebay.com
www.Epicgames.com
www.Etsy.com
www.Facebook.com
www.Fastly.net
www.Fedex.com
www.Fiverr.com
https://gcore.com/cdn
www.Gandi.net
www.Github.com
www.Godaddy.com
www.Google.com
www.Grammarly.com
www.HP.com
www.Herokuapp.com
www.IlovePDF.com
www.Indeed.com
www.Instagram.com
www.Intuit.com
www.Kaspersky.com
www.Kickstarter.com
www.Linkedin.com
www.Linktr.ee
www.Mailchimp.com
www.Microsoft.com
www.Shopify.com
www.Name.com
www.No-IP.com
www.OK.ru
www.Onlyfans.com
www.Opera.com
www.Patreon.com
www.Paypal.com
www.Pinterest.com
www.Reddit.com
www.Ring.com
www.Roblox.com
www.Samsung.com
www.Slack.com
www.Snapchat.com
www.Sourceforge.net
www.Squarespace.com
www.Steampowered.com
www.Stripe.com
www.Teamviewer.com
www.Telegram.org
www.ThemeForest.net
www.Tiktok.com
www.Tinyurl.com
www.Tradingview.com
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Service Second Setup Recovery
Factor Hint Backup Force Shown in... Link to Support Suggests Using Backup

Trello.com App [ ] [ ] [ ] [ @ Direct Form [ ]
Tumblr.com SMS [} [ ] O X O (@)
Twitch.tv SMS [ ] [ ] O 3 @ Specific FAQ [ J
Twitter.com SMS ([ J [ ] O X @ Direct Form [ J
Unity3d.com SMS ° ° O 2 0) °
VK.com SMS ( J [ ] @] X O @]
Vimeo.com Email O O O - O O
Wetransfer.com App (] [ ) [ ] [ @ Direct Form [ ]
Whatsapp.com Password ( ] [ ] O O @ Direct Form [ J
Wixsite.com Email ([} [ ] O X O (@)
Yahoo.com SMS [ J [ ] [ J B O But UI Support [ J
Zendesk.com SMS O [ ] O X @ Specific FAQ [ J
Zoom.us SMS [ J [ ] [ J 8 @ General FAQ [ J

Table B.1 — Overview of help a user gets during setup and recovery of a second factor. O:
The service does not include the characteristic. @: The service fulfills the characteristic.
Except for one, all services that offered the user to use a backup during login but did not
provide a backup possibility send the code to the email/phone number used to register.
One service did not have clear backups but suggested using backup codes during login.


www.Trello.com
www.Tumblr.com
www.Twitch.tv
www.Twitter.com
www.Unity3d.com
www.VK.com
www.Vimeo.com
www.Wetransfer.com
www.Whatsapp.com
www.Wixsite.com
www.Yahoo.com
www.Zendesk.com
www.Zoom.us

Appendix C

Users’ Expectations Towards 2FA
Recovery

This appendix gives additional information for the work presented in Chapter 7.

C.1 Interview Guideline

The interview was semi-structured, based on the following guideline. For actual circum-
stances (current 2FA, experiences, and current backups), we kept asking until we felt that
participants shared everything they could recall. The structure was not fixed. For example,
if a participant brought up a topic before its appearance on our list, we talked about that,
if possible.

Demographics

e Q1: What is your age?

e (Q2: What is your current profession?

e (Q3: What is the highest level of education?

e (Q4: How did you become aware of the study?
e (Q5.1: Would you consider yourself tech-savvy?

e (Q5.2: If yes, do you have (professional) experience in the area of / are you interested
in cyber security?

e Q6: What end devices do you own or use? (special focus on smartphone, laptop/pc,
tablet)
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Explanation of 2FA

It was explained that 2FA is used in addition to the username and password. The
example of online banking was given, with the user receiving a code or notification
that must be confirmed. The participant was asked if they had any questions.

Q7 Do you use 2FA?

Q7.1 If yes, where?

Q7.2 What is the second factor?

Q7.3 What do you have to do to log in?

Q7.4 Why did you enable 2FA? Was it proposed to you, or did you actively look for
it?

Previous Experience

Q8 Did you ever lose your second factor?
Q8.1 Please tell me about it.
Q8.2 Can you remember what you had to do to regain access?

Q8.3 Were any of these experiences without the use of customer service or for accounts
without the knowledge of your personal information (for example, Instagram with only
an account name instead of your full name)?

Q9 If no: What process do you expect if you lose access to the second factor?

Q10 If the answer included personal information: Does every account for which you
use 2FA also store some personal information about you?

Q11 Would you have any idea what to do / how to regain access if you did not have
any contact and/or personal information?

Scenario Presentation

The participant is shown two example scenarios from two different websites: a) dura-
tion roughly 40 seconds, where a user is caught in an infinite loop while trying to get
assistance, b) no login is possible. For each video:

Q12 What impression do you get from watching these videos?
Q13 What do you think went wrong?
Q14 Do you have suggestions for improvements?

Q15 What would you do in such a situation if you were trying to recover your account?
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Backup possibilites

e We explained the concept of different backup possibilities: Secondary Phone/email
(own or from a trusted person), backup codes, delegated account recovery via an app
and an identification document

Q16 What are your thoughts on these?

Q16.1 Which do you find best for recovery? Why?

Q16.2 Do you use one of these for your accounts?

Q17 Do you have any other ideas or preferences on how you would want to regain
access?

Responsibility

e Q18 Who do you think is responsible for ensuring access to the account? Do you
think it should be similar to a forgotten password, where you can reset the password,
and the provider sends you (most often) an email? Or do you think that should be
different for the second factor, and you should take care of possible backups yourself?

e Q19 Would you feel responsible? How?

e Q20 Do you believe the website operators should communicate possible issues better?

Debriefing We asked whether the participant had any questions. We mentioned that
many websites help a user but that it might make sense to check recovery methods regularly
and check for device dependencies.

C.2 Survey

If answers did not have a natural order, they were presented randomly.

Query 2FA

e Q1: Do you use 2-factor authentication for an online service? [Choose one.]
-Yes
-No
-I don’t know
-1 prefer not to answer.
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Details 2FA

e Q2: Where do you use 2-factor authentication? [Multiple responses possible.]
-Social-Media (Instagram, Facebook,...)
-Financial Services (PayPal, ApplePay,...)
-Online-Banking
-Online-Shopping
-Device Accounts (ApplelD, Google account, Microsoft,...)
-Messenger Services (Email, Discord,...
-Other (Please fill out)

e Q2.1: You have indicated that you are using 2FA for a financial service (e.g.
PayPal, ApplePay,...). Please state the main reason why you use 2FA there.
[Choose one.]

-Was already preset / was mandatory

-Recommendation from family/friends

-I've had bad experiences without 2-factor authentication (data theft, etc.)
- Website suggestion

-1 hope this will give me more security

-Other (Please fill out)

-1 prefer not to answer.

e (Q2.2: You have indicated that you are using 2FA at an online shop. Please state
the main reason why you use 2FA there. [Choose one.]
-Was already preset / was mandatory
-Recommendation from family/friends
-I've had bad experiences without 2-factor authentication (data theft, etc.)
- Website suggestion
-1 hope this will give me more security
-Other (Please fill out)
-1 prefer not to answer.

e Q2.3: You have indicated that you are using 2FA for a Social media service (e.g.
Instagram, Facebook,...). Please state the main reason why you use 2FA there.
[Choose one.]

-Was already preset / was mandatory

-Recommendation from family/friends

-I've had bad experiences without 2-factor authentication (data theft, etc.)
- Website suggestion

-1 hope this will give me more security

-Other (Please fill out)

-1 prefer not to answer.

e Q2.4: You have indicated that you are using 2FA for a Messenger Service (Email,
Discord,...). Please state the main reason why you use 2FA there. [Choose one.]
-Was already preset / was mandatory
-Recommendation from family/friends
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2FA

-I've had bad experiences without 2-factor authentication (data theft, etc.)
-Website suggestion
-1 hope this will give me more security

-Other (Please fill out)
-1 prefer not to answer.

Q2.5: You have indicated that you are using 2FA for a Device Account (ApplelD,
Google account, Microsoft,...). Please state the main reason why you use 2FA
there. [Choose one.]

-Was already preset / was mandatory

-Recommendation from family/friends

-I've had bad experiences without 2-factor authentication (data theft, etc.)

- Website suggestion

-1 hope this will give me more security

-Other (Please fill out)

-1 prefer not to answer.

Q3: What second factor do you use with the prior mentioned websites or services?
[Multiple answers possible, please select all methods that you use for at least one
account]

-SMS-Codes

-Email

-Authenticator-Apps

-Physical factor (key, card, USB stick,...)

-One-Time-Password

-Other (Please fill out)

-1 prefer not to answer.

Q4: Have you ever thought about losing your second factor? [Choose one.]
-Yes, and I did nothing

-Yes, and I looked for a solution.

-No.

-1 prefer not to answer.

Q5: Have you ever experienced the loss of a second factor? Please describe briefly
how and whether you could regain access to your secured accounts: [Text answer]

Knowledge

Q6: Imagine you lose your second factor (e.g., the cell phone you use to receive a
code) and therefore no longer have access to your account. Please choose how
much the following statements apply to you: [-I disagree, I partially disagree, Neither,
I partially agree, I agree, No answer]
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Q6.1: T have an alternative method to access my account (backup, another registered
device, etc.)

Q6.2: I can later add a second factor if I have lost my current one.

Q6.3: T expect that when I try to log in with the second factor, there will be a help
button (similar to the one when you forget your password) that will give me access
again.

Q6.4: T am sure that the website will give me a way to regain access to my account.

Q6.5: If T provide the website with personal information about myself, I will regain
access to my account.

Q6.6: I expect that there is a way to get in touch with customer support.

Q7: The following statements refer to 2-factor authentication in general. Please
select how much you agree with each statement: [-I disagree, I partially disagree,
Neither, I partially agree, I agree, No answer]

Q7.1: To help us monitor the quality of our data, please select "I partially agree."

Q7.2: If T use the fingerprint scanner/face recognition instead of a password, that
counts as a second factor.

Q7.3: If T lose my second factor, I can regain access to my account by resetting my
password.

Q7.4: T can also use the email I use for my account as a second factor.
Q7.5: The second factor can be reset via my email.

Q7.6: If, during the account creation, it was verified that I had access to my email
address, that is a second factor (email verification).

Q7.7: Security questions are a second factor.
Q7.8: If T get an email about the activity when I log in, that’s a second factor.
Q7.9: The Captcha query is a second factor.

Q7.10: If I use 2-factor authentication on an account, it is better protected against
attacks.

Q7.11: The second factor should be independent of my password.
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Personal Data

e Most websites offer additional options that can be set up as an alternative method
to the current second factor. Please select which alternative would be best for you.
With this chosen method you could still log in if you don’t have access to your actual
second factor.

Alternative phone number: A phone number of friends or family to whom the
code could be sent.

Alternative email address: An email address that is not yet linked to the account
used. This could be your own email or, again, belong to friends or family.

Backup codes/one-time passwords: These codes often consist of a string of char-
acters and can be saved after setting up two-factor authentication. If you don’t have
access to your account, you can use this instead enter the code. Each code is valid once.

e Q8: Please select your preferred method: [Choose one.| -Alternative phone number
-Alternative email address
-Backup codes/one-time passwords
-1 prefer not to answer.

e Q9: Imagine losing your cell phone. How many accounts do you still have an alter-
native way to access? (You still have the app on another device, backup codes on
another device, etc.) [Choose one.]

-None

-Less than half
-More than half
-All of them
-I'm not sure.

e Q10: Which situation is worse for you? You permanently lose access to one of your
accounts or a stranger gets access to the account. [Choose one.]
-Losing access is significantly worse.
-Losing access is somewhat worse.
-Both are equally bad.
-Someone else gaining access is somewhat worse.
-Someone else gaining access is significantly worse.
-1 prefer not to answer.

Responsibility

e (Q11: Currently, you are often responsible for your second factor, which means that
if you lose the second factor and have not set up an alternative method,
you will no longer have access to your account. Please select below how much
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you agree with the following statements regarding this fact: [-I disagree, I partially
disagree, Neither, I partially agree, I agree, No answer]

Q11.1: I find it more secure.
Q11.2: I can’t understand it, the website is supposed to help me.

Q11.3: I feel responsible for my second factor.

Q12: Some websites offer you to upload your ID so that the personal data stored on
the website can be compared. Would that be an option for you? [Choose one.]

-Yes, on some websites where I use two-factor authentication.

-Yes, on all websites where I use two-factor authentication.

-No, I wouldn’t do that on any website.

-1 prefer not to answer.

Q12.1: You have selected that you would only be willing to upload your ID to some
websites. Please briefly explain which websites you would not upload your ID to
and why: [Text answer.]

Q13: On how many websites where you have set up 2-factor authentication have you
stored personal data? (Full name, date of birth, address, bank details, etc.) [Choose
one.]

-None

-Less than half

-More than half

-All of them

-I’'m not sure.

Q14: Some websites require you to provide one or more pieces of information about
yourself or your account in order to regain access to your account after losing the
second factor. Please indicate if you can answer the following information for your
accounts. If you don’t know what this is, please select "I don’t know what this
is." [I can’t answer for any account, I can answer for a few accounts, I can answer
for half the accounts, I can answer for most accounts, I can answer for all accounts,
I don’t know what this is, I prefer not to answer.]

Q14.1: Complete (specified) address

Q14.2: Own/specified first and last name

Q14.3: (Specified) date of birth

Q14.4: Username of the account

Q14.5: List of items that were recently purchased (e.g., when shopping online)

Q14.6: Date of the last successful login
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Q14.7: Mobile phone number associated with the account

Q14.8: Email address with which I log in

Q14.9: Cell phone serial number (without physical access to your cell phone)
Q14.10: Device used for the last login, including operating system

Q14.11: Security questions (if you have set them up, e.g., your mother’s maiden name)
Q14.12: Current IP address

Q14.13: Invoice number from the last purchase (e.g., when shopping online)

Q14.14: Payment information for the last purchase (e.g., last 4 digits of the Credit
card or exact day of debit)

Q14.15: Date the account was created

Q15: Some websites require you to answer one or more questions to regain access to
your account after losing the second factor. Please give an estimate of how easy it
is for another person to answer this question for you. If you don’t know
what this is, please select "I don’t know what this is." [Strangers can acquire this
information (e.g., over public social media profiles), Acquaintances can answer this
about me, People close to me can answer this (Partner, Family, Best friends), No one
else can answer this, I don’t know what this is, I prefer not to answer]

Q15.1: Complete (specified) address

Q15.2: Own/specified first and last name

Q15.3: (Specified) date of birth

Q15.4: Username of the account

Q15.5: List of items that were recently purchased (e.g., when shopping online)
Q15.6: Date of the last successful login

Q15.7: Mobile phone number associated with the account

Q15.8: Email address with which I log in

Q15.9: Cell phone serial number (without physical access to your cell phone)
Q15.10: Device used for the last login, including operating system

Q15.11: Security questions (if you have set them up, e.g., your mother’s maiden name)
Q15.12: Current IP address

Q15.13: Invoice number from the last purchase (e.g., when shopping online)
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Q15.14: Payment information for the last purchase (e.g., last 4 digits of the Credit
card or exact day of debit)

Q15.15: Date the account was created

Q16: Is there a way you would like to regain access to your account? This means
which data you would like to compare or which methods you would find best. [Choose
one.]

-1 would like the following options: Text answer

-1 prefer not to answer.

Q17: Before this survey, did you realize that many websites cannot help users if the
second factor is lost? [Choose one.|

-Yes.

-No.

-1 prefer not to answer.

Q18: Do you think it is sufficiently communicated that many websites have no way
of helping users with the loss of the second factor? [Choose one.]

-Yes.

-No.

-1 prefer not to answer.

Q19: Can you think of a way to feel responsible for your second factor? [Choose one.]
-Yes, I could imagine that.

-No, I think the websites should take over that.

-Only under certain circumstances.

-1 prefer not to answer.

Q19.1: You chose that you would only feel responsible under certain conditions. Please
explain what the requirements would be: [Text answer.]

Q20: Would you like a different type of communication regarding the handling of
when the second factor is lost? [Multiple choices possible.]

-A large popup when setting up two-factor authentication.

-Regularly reviewing my alternative login methods.

-No.

-Other. [Text answer.]

-1 prefer not to answer.
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Demographics

e Q21: Thank you for your answers so far. We would like to find out more about you
in the following questions. How old are you? [Choose one.]
-Under 18
-18-25
-26-35
-36-45
-46-55
-56-65
-Over 65
-1 prefer not to answer.

e (Q22: What is your current main profession? [Choose one.]
-Student (School)
-Student (University)
-Employed
-Retired
-Other [Text answer.]
-1 prefer not to answer.

e Q23: Would you describe yourself as interested in technology? [Choose one.]
-Yes.
-No.
-1 prefer not to answer.

e (Q24: Which gender do you identify with? [Choose one.| -Female
-Male
-Non-binary
-Other [Text answer.]
-1 prefer not to answer.
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