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Abstract

The operational use of systems for passive geolocation of radio frequency emitters
poses various challenges to single sensor systems or sensor networks depending on
the measurement methods. Position estimation by means of direction finding systems
often requires complex receiver and antenna technique. Time (Difference) of Arrival
methods (TDOA, TOA) are based on measurements regarding the signal propagation
duration and generally require broadband communication links to transmit raw sig-
nal data between spatially separated receivers of a sensor network. Such bandwidth
requirements are particularly challenging for applications with moving sensor nodes.
This issue is addressed in this thesis and techniques that use signal structure infor-
mation of the considered signals are presented which allow a drastic reduction of the
communication requirements.

The advantages of using knowledge of the signal structure for TDOA based emitter
localization are shown using two exemplary applications. The first case example deals
with the passive surveillance of the civil airspace (Air Traffic Management, ATM) us-
ing a stationary sensor network. State of the art airspace surveillance is mainly based
on active radar systems (Primary Surveillance Radar, PSR), cooperative secondary
radar systems (Secondary Surveillance Radar, SSR) and automatic position reports
from the aircraft itself (Automatic Dependent Surveillance-Broadcast, ADS-B). SSR
as well as ADS-B relies on aircrafts sending transponder signals at a center frequency
of 1090 MHz. The reliability and accuracy of the position reports sent by aircrafts
using ADS-B are limited and not sufficient to ensure safe airspace separation for ex-
ample of two aircrafts landing on parallel runways. In the worst case, the data may
even be altered with malicious intent. Using passive emitter localization and track-
ing based on multilateration (TDOA /hyperbolic localization), a precise situational
awareness can be given which is independent of the content of the emitted transpon-
der signals. The high concentration of sending targets and the high number of signals
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require special signal processing and information fusion techniques to overcome the
huge amount of data. It will be shown that a multilateration network that employs
those techniques can be used to improve airspace security at reasonable costs.

For the second case, a concept is introduced which allows TDOA based emitter local-
ization with only one moving observer platform. Conventional TDOA measurements
are obtained using spatially distributed sensor nodes which capture an emitted signal
at the same time. From those signals, the time difference of arrival is estimated. Under
certain conditions, the exploitation of signal structure information allows to transfer
the otherwise only spatial into a spatial and temporal measurement problem. This
way, it is possible to obtain TDOA estimates over multiple measurement time steps
using a single moving observer and to thus localize the emitter of the signals. The
concept of direct position determination is applied to the single sensor signal structure
TDOA scheme and techniques for direct single sensor TDOA are introduced.

The validity and performance of the presented methods is shown in theoretical analysis
in terms of Cramér-Rao Lower Bounds, Monte-Carlo simulations and by evaluation
of real data gained during field experiments.



Zusammenfassung

Der operationelle Einsatz von Systemen zur passiven Geolokalisierung von Funkemit-
tern stellt je nach eingesetzten Messverfahren sehr unterschiedliche Anforderungen an
Einzelsysteme oder Sensornetzwerke. Bei der Verwendung von Peilverfahren wird z.B.
komplexe Empfénger- und Antennentechnik benétigt. Bei Time (Difference) of Ar-
rival (TOA, TDOA) Methoden, die Messungen beziiglich der Signalausbreitungsdauer
verwenden, wird in der Regel eine breitbandige Datenverbindung zwischen ortlich
separierten Empféngern eines Sensornetzwerks benétigt. Nicht nur beim mobilen
Einsatz solcher Systeme stellt eine derartige Bandbreite zur Ubertragung von Signal-
rohdaten ein grofles Problem dar. In der vorliegenden Arbeit werden daher Techniken
hergeleitet, die, unter Ausnutzung von Vorwissen iiber die betrachteten Signale, eine
erhebliche Reduktion der Kommunikationsanforderungen erlauben.

An zwei exemplarischen Anwendungen werden die Vorteile einer solchen Nutzung von
Signalvorwissen bei der TDOA-basierten Emitterlokalisierung aufgezeigt. Das erste
Fallbeispiel beschéftigt sich mit der passiven Uberwachung des zivilen Luftraums (Air
Traffic Management, ATM) mittels eines stationiren Sensornetzwerks. Nach derzeit-
igem Stand der Technik basiert die Luftraumiiberwachung auf aktiven Radaranla-
gen, sogenannten Primérradaren (Primary Surveillance Radar, PSR), kooperativen
Sekundéarradaren (Secondary Surveillance Radar, SSR) und auf automatischen Posi-
tionsmeldungen der Flugzeuge selbst (Automatic Dependent Surveillance-Broadcast,
ADS-B). Sowohl beim Einsatz von SSR als auch bei ADS-B senden Flugzeuge Trans-
pondersignale auf 1090 MHz. Die Zuverlassigkeit und Genauigkeit der bei ADS-B
gemeldeten Eigenpositionen ist eingeschrankt und nicht ausreichend, um beispiel-
sweise die Sicherheit bei Landungen auf parallelen Landebahnen zu gewéhrleisten. Die
Daten konnen im schlimmsten Fall sogar mit boswilliger Absicht verdndert werden.
Mittels passiver Emitterlokalisierung und Tracking durch Multilateration (TDOA-
/Hyperbelortung) kann ein genaues Lagebild unabhéngig vom Inhalt der gesendeten



Transpondersignale bereitgestellt werden. Die hohe Dichte sowohl von sendenden Zie-
len als auch die grofle Anzahl an gesendeten Nachrichten erfordert spezielle Verfahren
der Signalverarbeitung und Fusion, um das grofle Datenaufkommen zu bewéltigen. Es
wird gezeigt, dass ein Multilaterationsnetzwerk, welches solche Techniken verwendet,
die Luftraumiiberwachung bei relativ geringen Kosten verbessern kann.

Das zweite vorgestellte Verfahren zeigt die TDOA-basierte Emitterlokalisierung mit
nur einer mobilen Plattform auf. Die iibliche TDOA-Messung erfolgt mittels raumlich
getrennten Sensoren, die zum gleichen Zeitpunkt ein gesendetes Signal erfassen und
aus diesen Signalen Signallaufzeitdifferenzen bestimmen. Die Verwendung von Signal-
strukturwissen erlaubt es, unter gewissen Voraussetzungen, das sonst rein rdumliche
in ein rdumliches und zeitliches Messproblem zu verlagern. So ist es moglich mit nur
einer mobilen Plattform TDOA-Messungen iiber mehrere Messzeitpunkte zu gewin-
nen und iiber die Bewegung der Beobachterplattform Emitter zu lokalisieren. Fir
dieses Szenario werden weiterhin Methoden vorgestellt, die Techniken der direkten
Lokalisierung einsetzen und diese auf Einzelplattform-TDOA erweitern.

Die Giiltigkeit und Performanz der entwickelten Verfahren werden jeweils durch the-
oretische Analysen (Cramér-Rao Schranken), Monte-Carlo Simulationen und durch
die Auswertung von bei Messkampagnen gewonnenen Realdaten gezeigt.
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CHAPTER |

Introduction

1.1 Passive Emitter Localization

The task of passive emitter localization and tracking is encountered in many civil and
military applications. Determining the position of an emitter covertly and without
emitting own signals has various advantages. In military reconnaissance applications,
it is of highly strategic advantage not to reveal the own position or to give evidence of
the own presence in an area. The clearance to use specific frequency bands is another
important fact that needs to be taken into account and less additional electromagnetic
pollution is emitted. At the least, it is a cost factor in civil applications that needs
to be considered.

While traditional airspace radar systems provide a high level of accuracy, they are
expensive, have a limited range and are often not easily accepted by the public due to
the high amount of radiation. Secondary surveillance radar systems as well as ADS-B
are techniques to fill this gap. For secondary surveillance systems, active polling from
a ground radar is still needed. Also both techniques rely on a cooperative aircraft.
While for SSR the aircraft answers a request of a ground station and the position
is determined by the ground station using information provided by the aircraft, for
ADS-B the aircraft actively and regularly transmits its own position, altitude, direc-
tion and other flight related parameters. Those messages somehow may be faulty due
to technical reasons or even be maliciously altered. To overcome this surveillance gap
and to be able to determine the positions of all aircrafts covering large areas, pas-
sive emitter localization techniques come into play. Complete airspace surveillance is
not only a topic of security but may also improve flight times and fuel consumption.
Aircrafts usually follow predefined routes and the possibility to reach a target destina-
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tion is defined by the flight time in these corridors. This may result in additional fuel
consumption that is also caused by holding patterns near the destination airport. To
be able to improve flight path planning and thus save time and fuel, precise airspace
surveillance is necessary.

The localization of emitters using small moving observer platforms with strong restric-
tions on the payload dimensions and weight demands for intelligent signal processing
and localization approaches, especially for military reconnaissance tasks. Two main
challenges arise from the application: The employed emitter location system (ELS)
has to be light weight and small while enabling position estimation with high accu-
racy. The communication between observer and data fusion center or ground control
station has to be reduced to a minimum.

The objective of this thesis is to address the problem of TDOA estimation and TDOA
based localization by exploiting known signal structure information for a certain class
of signals. Two use cases are considered. The first case is dealing with wide area
multilateration for airspace surveillance, the second case is on the localization of
emitters using small and mobile observer platforms.

1.2 Structure

This thesis is structured as follows. The fundamentals of passive emitter localization
using TDOA /TOA measurements are described in Chapter 2.

Chapters 3 and 4 deal with the passive localization of aircrafts sending transponder
signals. A TOA estimation method for ADS-B/Mode-S transponder signals is intro-
duced in Chapter 3. Field experiments using a stationary sensor network to localize
and track aircrafts using TOA estimates are conducted. The results of the evaluation
of the obtained data is presented in Chapter 4.

In Chapter 5, methods for (direct) single sensor signal structure TDOA ((D)S*TDOA™)
are introduced. An analysis of (D)S*TDOA* is given in Chapter 6. The performance
of the presented methods is evaluated using the Cramér-Rao Lower Bound (CRLB)
and Monte-Carlo simulations. The techniques are applied to measurement data gained
during field experiments and an evaluation of the emitter localization accuracy is pre-
sented.

Summary and conclusion of the thesis are given in Chapter 7.



1.3 Contribution

1.3 Contribution

Aspects related to this work have been published on various occasions [SKR11],
[KSR*12], [SM16], [Stel5], [SO15], [SO16], [SM13], [Stel4], [SR12a], [SR12b]. Some
of this work resulted from a cooperation with a Master student. Some results con-

cerning the multilateration and tracking of aircrafts using ADS-B data (Chapter 3

and 4) have appeared in [SM16] and [Mey16]. Both publications are associated with
our previously published methods [SKR11,KSR*12]. Chapters 5 and 6 are based on
our previous publication [SO16] which relies on [Stel5,SO15].

The main contributions of the thesis can be formulated as follows:

1.

Development of a novel method for the estimation of the Time of Arrival of
transponder signals encountered in aviation using known signal structure in-
formation [SKRI11]. A huge reduction (up to 99.2%, see Section 3.4.3) of the
communication requirements is achieved using TOA estimation.

. Evaluation of multilateration techniques for passive surveillance of the civil

airspace using a distributed sensor network which generates TOA measurements
for incoming transponder signals and allows the passive localization and tracking
of aircrafts [KSR*12,SM16].

. Introduction of a novel method (S*TDOA) for TDOA estimation over time using

a single sensor for signals with recurring signal structure [Stel5]. This technique
allows TDOA based emitter localization with only one moving observer and may
as well be used in a sensor network allowing drastic reduction of communication

requirements.

. Extension of the existing TDOA direct position determination scheme to the

concept of S*TDOA [SO15,5016].

. Localization of emitters with recurring signal structure using a small airborne

sensor node [Stel5,S015,S016].

. Comparison and evaluation of the performance of all introduced estimation

methods using real data gained during field experiments, simulations and the
Cramér-Rao Lower Bound.
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Fundamentals

2.1 Scenario Description

A set of N observers is used to estimate the target state of Q RF emitters. Each ob-
server is represented by a time-synchronized sensor node. The positions and velocities
of the sensors are assumed to be known and given by pp, = (Zn, Yn, 2n, Tn, Yn, ,én)T, n e
{1, ..., N}. The unknown position and velocity of an emitter at a certain time step is
given by the target state x = (e, Ye, 2e, Te, Ye, ZS)T. This emitter sends a signal s(t)
at unknown time t..

Simultaneously, each sensor collects a measurement. The received signal at some time
step ¢ € {1,..., I} at sensor n is given by

2n,i(t) = Gn,i S(t — te,i — tn,i)exp(jun,it) + wni(t), (2.1)

where an,; represents the path attenuation, t,,; gives the time difference between
signal emission time t.; and signal reception, v,,; is the Doppler shift induced by
the movement of the sensor and emitter and w,,; is additional receiver noise which is
assumed to be uncorrelated and zero-mean Gaussian. The emitted continuous-time
signal is represented by the complex envelope s(t).

For a stationary sensor and a stationary emitter, ¢, ; is constant over the observation
duration of the signal. If moving sensors and/or emitters are considered, it is assumed
that the sampling rate is high enough that the sensor and emitter locations are ap-
proximately constant over the time of data collection. The reduced observer states
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Pr = (Zn, Yn, 2n)T and emitter states x = (e, Ye, 2e)” are used in the following. The
time difference between signal emission and reception is given by

tni = M7 (2.2)

where ¢ represents the propagation speed of the signal, Ap,(x) = x — pn is the
relative vector between sensor and emitter and || - || denotes the Euclidian distance.
The propagation speed of RF waves corresponds approximately to the speed of light
¢ =~ 299792458 m/s.

In practice, a sensor collects the signal data at a given sampling rate fs. The time-
discrete version of the received signal (2.1) is given by

Zn,ilk] = an,i S[EA — Tni] + wnilt], (2.3)

where A is the sampling interval and 7,; = t.; + tn,; denotes the absolute TOA
taking the local sensor clock into account.



2.2 The TDOA Measurement Problem

2.2 The TDOA Measurement Problem

The TDOA measurement problem can be stated as follows. From the received digi-
tized signals zq[k] and zp[k] of two spatially dislocated observers a and b, determine
the TDOA 745 of those signals. The resulting estimate 7(45) can then be used in
a localization process to calculate the targets position. This TDOA measurement
can either be done using both signals or by separately estimating a TOA 7, for each
signal and then calculating the difference of those TOA measurements. In this thesis,
known signal structure information is exploited to determine TOA measurements (see
Chapter 3 and 5). However for most cases, TOAs can’t be determined explicitly. In
Section 2.5, classic methods for gaining TDOA measurements are described.

2.3 The TDOA/TOA Localization Problem

2.3.1 The classic TDOA Localization Problem

The TDOA based localization problem is stated as follows. From a set of TDOA mea-
surements 7(y), m € {1,..., M;} taken at measurement step ¢ and given the position
information of the corresponding receivers, estimate the position x of the emitter.

The TDOA measurement 7(,),; for a sensor pair (a,b) at time step i results from
different distances between the receivers and the emitter. The time of arrival (TOA)
of the emitted signal at sensor node n is given by

Apn(x
Tn,i = w +teyi- (24)

By calculating the TDOA of the signal received at two spatially separated sensors
(a,b)

oy TR T i T S T

c c c c
the unknown time of signal emission t. is eliminated. Throughout this thesis, 7(,,) =
T(a,b) refers to a TDOA with measurement index m taken by a sensor pair (a,b),
whereas 7, denotes a TOA. In all cases, the additional index i refers to the time
step of the measurement. An estimate of 7 is denoted as 7. Since the time and
range (difference) of arrival differ only by the constant propagation speed ¢, in prac-
tical applications, it is often beneficial to transform and process TOA and TDOA
measurements in range domain.
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Figure 2.1: TDOA localization scenario.

A TDOA measurement of a sensor pair (a,b) can be interpreted as a hyperbola in
2-dimensional space or as a hyperboloid in 3D. The intersection of m € {1,..., M}
TDOA hyperbolae/hyperboloids yields the emitter position (see Figure 2.1).

For the emitter localization, different TDOA measurement sets can be considered.
We refer to the measurement set consisting of measurements using a reference sensor
(w.l.o.g. sensor 1) and all other sensors as the measurement set using a reference
sensor. This set results in M, = N — 1 TDOA measurements that are given by

{ra,m}, ne{2,..,N}. (2.6)

The full measurement set consists of all possible combinations of TDOA pairings
without repetition. The TDOA measurement set is then given by

{Tap} a€{l,..,N—-1},be{a+1,..,N}. (2.7)

N(N-1)
2

The full measurement set thus consists of M, = TDOA measurements.

2.3.2 The TOA Localization Problem

From a set of TOA measurements 7,, n € {1,..., N} taken at measurement step ¢ by
N sensor nodes, estimate the unknown emitter position x. If the time of emission is
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known, a TOA measurement can be geometrically interpreted as a circle (see Figure
2.2) centered around the receivers position with radius

r = [[Apa(x)]]- (2.8)

In 3-dimensional space, the TOA measurement results in a sphere of possible emitter
positions. If the time of emission is unknown, which is the case for most applications
e.g. for ADS-B/Mode-S signals, it has to be estimated along with the position of the
emitter.

2000
1500
1000

500

0

y[m]

-500

-1000

X Observer positions
-1500 [ X Emitter position
TOA circle
-2000 * * - - - :

-2000 -1500 -1000  -500 0 500 1000 1500 2000
x [m]

Figure 2.2: TOA localization scenario.
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2.4 The Cramér-Rao Lower Bound

The Cramér-Rao Lower Bound (CRLB) (see for example [Kay93]) provides a lower
bound on the estimation accuracy and its parameter dependencies reveal character-
istic features of the estimation problem. The parameters to be estimated from the
measurements z = (z1,...,z24;)7 are given in the vector x. In this case, the CRLB
is related to the covariance matrix C of the estimation error Ax = x — %(z) of any
unbiased estimator %(z) as

C=E {Ax AXT} > I (x), (2.9)

where the inequality means that the matrix difference is positive semidefinite and J
is the Fisher Information Matrix (FIM) given by

Jx) = F { <8ﬁgc; X)> (az((;(; x) )T} 7 (2.10)

where £ denotes the log-likelihood function. If the estimator attains the CRLB then
it is called efficient. The CRLB is given by the inverse Fisher Information.

In the following sections, CRLBs for the TDOA estimation (Section 2.6) as well as
for the localization problems (Section 2.7) are described. Please note that the CRLB
gives a lower bound on the attainable accuracy of an unbiased estimator. This bound
may not be reached by estimators in real world systems. In this thesis, CRLBs are
used as benchmark for newly developed localization approaches.

In the following, an example for the one-dimensional case is described (see [Kay93]).
For the unknown parameter x, the corresponding estimator x(z) uses a measurement
z given by

z=x+w, (2.11)

where w ~ N(0, %) denotes white Gaussian noise with variance ¢*. The correspond-
ing probability density function (PDF) is

(2.12)

10



2.5 Methods for TDOA Measurement

Clearly, when o2 is high, the estimate of the unknown parameter x becomes less
accurate and for lower o2, the estimate becomes more precise. The PDF as a func-
tion of the unknown parameter x is called the likelihood function. The log-likelihood
function is often used to eliminate the exponential term in the likelihood function.
The “sharpness” of the likelihood function is directly connected to the accuracy of
the estimation process. This sharpness can be quantified by the curvature of the
log-likelihood function, the negative of the second derivative of the logarithm of the
likelihood function at its peak, with the log-likelihood function being

Inp(z;x) = —In V2702 — T;(z - x)%. (2.13)

The first derivative is

Jlnp(z;x 1
% = (z-x), (2.14)

and the negative of the second derivative

O*Inp(z;x) 1
- = (2.15)

In general, the average curvature of the log-likelihood function is then given by

_E{alpw} _ (2.16)

ox2

We assume that the PDF p(z;x) satisfies the “regularity” condition with the expec-
tation taken with respect to p(z;x)

E{m%f;x)}:o, vx. (2.17)

The variance of any unbiased estimator X is then bound by

1
Var(f{) Z 7T )
()

where the derivative is evaluated at the true value of x.

(2.18)

11
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2.5 Methods for TDOA Measurement

The problem of estimating TDOAs from received signals has been analyzed and solu-
tions were presented for example in [KV13, KC76, OBB12, UG99, YLX05, Ste81] and
is often closely related to investigations concerning the achievable accuracy [Fri84,
Quadl, Ste93, Wax82, VB16,DM12, Ste81, FH08, Yer10, YA11], see Section 2.6.

The standard technique relies on the cross correlation function (CCF) or the cross
ambiguity function (CAF) for the joint estimation of TDOA and FDOA (Frequency
Difference of Arrival). Both functions give a rate on the similarity of two input
sequences with respect to the delay and, in case of the CAF, the Doppler-induced
frequency shift.

The complex cross correlation function can be defined as (see [Liik92])

CCF(r) = / ca(B)2 (¢4 7Yt (2.19)
—o0
where z, and z; are signals received by sensor a and b and z* is the complex conjugate
of z.

The maximum of the cross correlation function

#(a,p) = argmax|CCF(7)], (2.20)

gives the Time Difference of Arrival estimate 7(,,) of the two input signals. Fig. 2.3
depicts examples of the CCF for different signal bandwidths. Fig. 2.3a shows the
CCF for 1 MHz, 100 kHz and 10 kHz at high SNR (signal-to-noise ratio). It can
be observed, that the higher the signal bandwidth, the sharper the maximum. With
lower bandwidth, the slope of the CCF becomes wider. Fig. 2.3b shows the same
example for low SNR values. In this example, the peak of the signals with 1 MHz
is still relatively distinct, whereas for the example with 10 kHz, more than one peak
have approximately the same amplitude.

The CAF also takes the Doppler shift into account and describes a correlation in time
and frequency domain. It can be defined by

CAF(r,v) = /00 2a(t)zy (t + T)exp(—j2mvt)dt . (2.21)

—o0

The TDOA and FDOA are then given by the maximum of the CAF
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Figure 2.3: Examples of the cross correlation function for different signal bandwidths with
(a) high SNR and (b) low SNR.

(Tta,b)> P(ap)) = aIg rrTla;X\CAF(T, v)|. (2.22)

Since in most cases, TDOA based localization is performed using spatially separated
observers, each sensor node has to transmit the received raw signal data to a reference
sensor or a fusion center. Communication using data links is a key issue in real world
applications, since a large amount of data needs to be transmitted. For military ap-
plications, wideband communication with long transmission times is a high strategic
risk, since the communication can be used to detect or localize the observer which
becomes an emitter itself. In civil applications with stationary sensor networks, wide-
band communication is a smaller issue, but nonetheless not trivial to solve. Wideband
communication is at least a cost factor and when using mobile observers, bandwidth
limitations and network coverage of mobile communication networks need to be taken
into account as well.

In [Fow00, PF11] this problem is addressed with respect to data compression tech-
niques for TDOA estimation. We present other solutions in this thesis, exploiting
signal structure information to estimate TOAs. With these methods, only TOAs
and message identifications have to be transmitted which allow a drastic reduction of
communication requirements. Thus, a narrowband data link can be used.

13
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2.6 CRLB on TDOA Measurement Accuracy

In this section, lower bounds for the estimation accuracy of TDOA measurements
are presented. The section is structured as follows. In Section 2.6.1, a lower bound
is introduced that relies on signal parameters like the signal bandwidth, SNR and
the integration time. This bound was presented in the early 1980s by Stein [Ste81].
The observations that lead to the lower bound are based on the cross ambiguity and
correlation functions. For example, signals with lower bandwidth tend to have a wider
peak in the cross correlation than ones with higher bandwidth (see Fig. 2.3). For
signals that are received with a low SNR, the amplitude of the peak is not as distinct.

Lower bounds on the estimation accuracy of TOA/TDOA measurements are a widely
investigated field. Much research was done and publications dealing with this topic for
generic signals and selected signal forms were published. [Fri84,Qua81, Ste93, Wax82,
VB16,DM12, Ste81, FHO8, Yer10, YA11].

In Section 2.6.2, lower bounds which use the received signals directly are presented.
The CRLB for TDOA and FDOA estimation using the received signals were firstly
introduced by Fowler et. al. [FHO8] nearly three decades later. The work of Stein
concerning the parameter based CRLB was mainly based on acoustic but was often
applied to electromagnetic signals. However, Fowler states [FHO0S8], that acoustic sig-
nals are usually wide-sense stationary (WSS) Gaussian processes and electromagnetic
signals can be assumed to be deterministic. This may lead to incorrect results if the
bound is applied to electromagnetic signals. In [Yer10], [YA11], the basis of the work
of Fowler et. al. was picked up and enhanced to a more general case, where amplitude
and phase shifts are unknown. The bound found in [YA11] is given in Section 2.6.2.

All presented lower bounds concerning the TDOA measurement accuracy also deal
with a bound for FDOA estimation (also referred to as differential Doppler). This is
due to the fact, that TDOA as well as FDOA estimation strongly depends on accurate
knowledge of the respective center frequency and time delay. If the center frequency
of the signal is not exactly known, the accuracy of the TDOA measurement degrades.
The same applies to FDOA estimation if the time delay between the received signals
is not estimated correctly.

2.6.1 Parameter based CRLB for TDOA Measurement Accuracy

One of the most cited publication dealing with CRLB on TDOA/FDOA measure-
ment accuracy is the work of Stein [Ste81]. In this thesis, only TDOA measurement
accuracy is of interest and Doppler induced frequency shifts are neglected. In the
following, the CRLB derived by Stein in [Ste81] is presented.

14
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The problem of estimating the TDOA 7,3 of received signals can be stated as
follows. From a set of signals z, ;[k] received by sensors n € {1, ..., N} at measurement
step i, estimate the corresponding TDOAs. A lower bound on the achievable accuracy
of this estimation process is essential for the calculation of the achievable localization
accuracy described in Section 2.7.

The emitted signal is characterized by multiple parameters. In this thesis, we use
the following notation for these parameters. The signal bandwidth in [Hz] is given
by Bs, the noise bandwidth in [Hz] by B, the duration of the signal in [s] (integration
time) by T and the signals center frequency in [Hz] by fo. We assume that the full
signal is received at each sensor node. The influence of different signal forms and
modulation techniques on the TDOA measurement estimation accuracy is not part
of the investigation of Stein.

The signal-to-noise ratio (SNR) clearly has impact on the TDOA estimation accuracy.
The SNR for sensor n at measurement step 7 is given by

SNR;,;[dB] = Pr — Sr,, (2.23)

where Pr denotes the signal strength in [dBm] and Sgr the receiver sensitivity given
in [dBm].

The signal strength is given by

PR:PE+GE—|—GR+G0—PL, (2.24)

with Pg [dBm]| being the transmission power of the emitter, Gg [dBi] the antenna
gain of the emitter, Gg [dBi] the antenna gain of the receiver, G¢ [dB] gain/loss
resulting for example from cabling and PL [dB] the path loss due to the transmission
from emitter position to receiver position. For Free Space Path Loss (FSPL) this loss
is defined by

47\ 2 47rfo 2
espr = ()" = (1Y o5

where A denotes the wave length and r = ||Ap,(x)|| the distance between sensor and
emitter. For r in [km], fp in [MHz] and ¢ & 299792458 m/s being the speed of light,

FSPL = 201g(r) + 201g(fo) + 32.45 . (2.26)
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The observations made by Stein rely on the cross ambiguity/correlation function for
TDOA measurements. The influence of SNR, bandwidth and integration time results
in more/less distinct peaks in the cross correlation function (see Section 2.5). All
parameters mentioned above have influence on the TDOA measurements.

The CRLB (in this case the standard deviation) for the TDOA measurement of signals

received by sensor a and b at time step ¢ is given by

1
SO . S 2.27
(a0 Bv/BT~ (2.27)

where 3 is the “rms radian frequency” in the received signal spectrum and -~y is the
effective input SNR of both signals. This effective input SNR is defined by

1 1/1 1 1
f:,(f+7+ ) (2.28)
Y 2\% ™ Ya

where v, and 7, give the SNRs for the received signals at sensor a and sensor b.

The rms radian frequency for a signal with rectangular spectrum is

m

since

Y e — , (2.30)

where Ws(v) is the power density spectrum of the signal.
Under the assumption that the spectrum of the received signals is rectangular, using

(2.29) and (2.27), the standard deviation for the TDOA measurement accuracy is

0.55

UT(a,b),i ~ 7]35\/% .

An example of the lower bound for different bandwidths, integration times and effec-
tive SNRs is given. Using (2.31), the lower bound over bandwidth Bs (Figure 2.4a),

(2.31)
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2.6 CRLB on TDOA Measurement Accuracy

over integration time T (Figure 2.4b) and over effective SNR ~ (Figure 2.4c) is de-
picted. When not variable, the bandwidth is set to B = B = 1 MHz, the integration
time to T = 0.1s and the effective SNR to 7;qp) = 10dB. We assume that the noise
bandwidth B is equal to the signal bandwidth Bs.

For the sake of completeness, the lower bound for FDOA estimation according to
Stein is given in the following. Similar to TOA/TDOA measurements, v,,; denotes
the FOA (Frequency of Arrival) of a signal received by sensor a at time step ¢, whereas
V(a,b),i Tefers to the FDOA measurement of signals received by the sensors a and b at
time step <.

For signals received by a sensor pair (a, b) at any time step 4, the lower bound for the
FDOA estimation is

1
= 2.32
o = T (2:32)
where T, denotes the “rms integration time” which is defined as
o ) 1/2

[ 2 s@)] dt
To=2m | . (2.33)

[ |s@)) dt

For the ambiguity FDOA estimation of a constant energy signal over a finite duration
T, the rms integration time is 7. ~ 1.8T. This gives the standard deviation for the
FDOA measurement estimation

0.55
v N . 2.34
Ovia,p),i TVBTH ( )
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(a) Lower bound for the standard deviation of TDOA measurement over bandwidth. Inte-
gration time T = 0.1s, ygp] = 10dB.
10 i

Standard Deviation [s]
5 3
& 4

e
©
T
.

| | | | | | | | |
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Integration Time [s]

10710
0

(b) Lower bound for the standard deviation of TDOA measurement over integration time.
Bandwidth Bs = 1 MHz, 45 = 10dB.
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Figure 2.4: Parameter based lower bound for TDOA measurements.
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2.6 CRLB on TDOA Measurement Accuracy

2.6.2 Signal based CRLB for TDOA Measurement Accuracy

Although, the CRLB described in Section 2.6.1 is a widely used bound, some assump-
tions do not match the case of electromagnetic signals. Therefore, this bound will give
too optimistic results (in general, estimators will not attain the bound) and should not
be applied to the electromagnetic case. Acoustic or sonar signals are usually assumed
to be wide-sense stationary Gaussian processes where electromagnetic signals, espe-
cially communication signals, can be assumed to be deterministic [FHO8, Yer10,YA11].
A bound which is calculated based on the signals themselves instead of signal param-
eters has been introduced in [FHO08]. Bounds for the deterministic as well as for the
WSS case are derived and compared. Based on this work, Yeredor et. al. [YA1l]
extended the idea and presented a bound that does not assume the original signal
and the phase difference to be known. This assumption gives a lower bound which
is more realistic with respect to a real world system where neither the original signal
nor the phase difference of received signals is known.

We use the bound of Yeredor et. al. [YA1l] as benchmark for the evaluation of the
presented DS*TDOA™ algorithms (see Chapter 5 and 6). The CRLB is therefore
given here as described in [YA11]. We follow the same notation as [YA11l] which is
slightly different than the usual notation of this thesis.

The parameters A7 and Av denote the TDOA and the FDOA, respectively. A
sampled source complex signal x[n] is received by sensor 1. Additional zero-mean,
statistically independent complex circular Gaussian noise v1[n] is added. The received
signals at sensor 1 and 2 are given by

<n< —1

ri[n] = z[n] + viln], _% g

ro[n] = ae?®e? "z ar[n] 4 valn] (2.35)

where za - is the time shifted version of z[n] by A7, a is the amplitude factor and ¢
is the phase shift.

The relation between the signal vectors x and xa- is approximated for AT < T,
where T is the observation duration, using the discrete Fourier transform (DFT) as
xar = FED A Fx, with

F = Lexp <—j2ﬁ7rnnT) , (2.36)
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and
. 27
Da, = diag {exp (—jﬁnAT) } , (2.37)
with
N N N r
n—[7575+1...571] : (2.38)

When using Da, to represent the FDOA Av with D, = diag {exp (jAyn)}, the
received signal vectors are given by

r =x-+vi

ro = ad’’D A, FIDA, Fx + vo. (2.39)

The parameter vector including the nuisance parameters amplitude a and phase shift
¢ is then given by 0 = [a® A7 Av]T. We define Q as

Q=D,,F'Da.F. (2.40)

The concatenated signal vector r = [r]{ r3]” has a mean of

n =

Z: ] = { aeijx } : (2.41)

The covariance matrix C of r only depends on the N x N covariance matrices C; of
the noise vectors v; and is given by

C: O

C=
0 G,

. (2.42)

For the determination of the FIM, a delayed and frequency shifted version of x is
introduced as x = Qx with its time derivative approximated by using the DFT
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’ 2T Hg
= —F"'NF 2.43
T RINFx, (2.43)
where N denotes a diagonal matrix containing the N time instances N = diag {n}.
The nuisance parameters a can be decoupled from the other parameters ¢, A7, Av.
The FIM is given by

9 xfx —xHx’ <A N%
H H HAHNS
Jq&,Ar,Au:m —X X/ x/ X/ —Re{x/ Q NX} s
L2 *IN%  —Re{x"Q"Nx} *xIN?x

(2.44)

where ¢ and 0% are the noise variances. The CRLB on the parameters ¢, AT,

Av is then given by J;,ZT,AV« The TDOA measurement accuracy is thus bound by

2 -1
7he 2 [l

2.7 CRLB on TDOA based Emitter Localization

The choice of the CRLB has to be done in accordance with the investigated scenario.
In this section, two bounds for TDOA based emitter localization are described. The
main difference between those bounds is the way the TDOA measurements are ob-
tained and the assumptions on the corresponding measurement errors.

The CRLB for the emitter localization problem depends on the measurements that
are taken and thus on the information that is carried by those measurements with
respect to the emitter position. The overall CRLB for the TDOA emitter localization
problem does not depend on how the measurements are processed into a position
estimate. There are also bounds that are associated to the used estimator but they
may describe the behavior of the investigated estimator instead of the localization
problem itself. Thus, the lower bounds presented in the section are universally valid
and give the overall lower bound for the TDOA based emitter localization problem
considering the assumptions on the scenario. If for example the TDOA measurement
errors are correlated, a different bound applies than for uncorrelated measurement
errors. Investigations dealing with the localization accuracy and the CRLB for TDOA
based emitter localization can for example be found in [KHK11,Kaul2,HC93,SHM10,
ASGO01,VKD14,PZJ15, Lee75b, Lee75a].
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2.7.1 Uncorrelated Measurement Errors

Consider a scenario with two observers, each moving along a trajectory (see Fig. 2.5)
and assuming a stationary emitter. At certain time steps ¢, each sensor simultane-
ously takes a measurement of the emitted signal. From this signal data, either TOA
measurements are calculated and a TDOA is generated from the obtained TOAs or
the TDOA is directly estimated from both received signals (f.e. by cross correlation).
From a series of TDOA (TOA) measurements taken at different positions and time
steps, the emitter position is estimated. We assume ideal conditions like error free
knowledge of the observer positions and exact time synchronization. The TDOA mea-
surement T(,),; can be assumed to be temporally and spatially uncorrelated. The
Fisher Information matrix for a single TDOA measurement m obtained from a sensor
pair (a,b) at a certain time step ¢ with respect to the emitter location is given by

OT(ab),i 1 Otawyi\ -
Trnon (0 = () () (2.45)

2
T (a,0).i

where 072.0, , denotes the variance of the TDOA measurement in range domain obtained

by sensor a and sensor b at time step ¢. The variance is modeled by the variances of
2 2 I 2 _ 2 2

the TOA measurements o7, , and Oy and is given by O oy = Oray T 0r, -

1500

—>— Observer 1 /
—>— Observer 2 /

X Emitter position /
TDOA hyperbolae

1000 [

500 1

y[m]

500 . . . .
-500 0 500 1000 1500

x [m]

Figure 2.5: TDOA localization scenario with two moving observers.

For the TDOA of the sensor pair (a,b) in range domain and for better readability
without the time index i:
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97(a,b) Te—xq  _ _Te—mp

D TApa G — TTAps Gl

T _ _

9T(a,b) _ Ye—Ya  _ _Ye—Up

Dy TApatoll — TamGan | - (2.46)
BT(ayb) Ze—Za __Ze—%p

— AP GO — Mapy GOl

Since the emitter is stationary and the measurement errors are uncorrelated, the
addition of FIMs of different time steps is possible and

1
Jrpoa(x) = ZJTDOA(G,E,M(X) (2.47)
i=1

yields the FIM for the emitter localization after I time steps. The inverse of the
Fisher Information matrix yields the CRLB. The CRLB for the position estimation
accuracy in 3-dimensional space is then given by

o2 > tr (JTDOA(X)*) . (2.48)

2.7.2 Correlated Measurement Errors

In contrast to the previously described scenario, consider a sensor network with N
spatially separated and stationary sensor nodes. Each observer takes a measurement
either by estimating TOAs at each sensor node and using those to generate a TDOA
measurement set or by directly measuring the TDOAs from the received signals (for
example by cross correlation). When using 4 or more sensors for a 3D localization
scenario (or 3 or more sensors for a 2D scenario), a position estimate can be calculated
using only measurements from one time step. Different from the previous scenario,
the measurements however have correlated errors. Again, the TDOA measurement
errors are usually modeled using the TOA measurement variances of each sensor
node. The TDOA variance is then given by af(mb)‘i = Jzayi + JZM, where azw. is the
TOA variance for sensor node n. Since only one time step is considered, for better
readability the time index 7 is omitted in the following equations.

The Fisher Information matrix for the TDOA based emitter localization problem
using a sensor network with N sensor nodes and correlated measurement errors is
then given by
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[ 0712y 97(1,3) 011, N—1)
Oze Oxe e Oze
oT oT, oT _ —1
J x) = (1,2) (1,3) (1,N—1) R
TDOA (X) Byt Bt o g
01(12)  97(13) 011, N—1)
| oz Tz " dze
B 37'(1)2) 87'(1‘2) 87(12) ]
EEN Oye Oze
97(1,3) 971(1,3) 97(1,3)
Oz OYe Oze
, (2.49)
Ot N—1) OTa,N-1) OTaN-1)
L Oxe Oye Oze .
with R being the matrix of the measurement variances
2 2 2 2
o7, +05, or e o
2 2 2 2
or o7 +07, ... o
R = . . . . , (2.50)
2 2 2 2
0T or coo 05 Yoy,

For the sake of completeness, the corresponding Fisher Information matrix for the
TOA based emitter localization problem with unknown time of emission is given.
The unknown time of emission t. is regarded as nuisance parameter which results in
a constant in the FIM. The FIM is given by
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oty d12 oTN
Ote Ote T Ote
o1y 12 aTN)
Oxe Oxe e Oxe _1
Jroa (X) = [okat 9ta TN RTOA
Oye Oye 777 Oye
11 T2 oTN
L Oze Oze e Oze
[ on oty oty ary |
Ote Oxe OYe Oze
ks oke) d1gy ks
Ote Oxe OYe Oze
, (2.51)
oTN oTN TN OTN
Ote Oz OYe Oze
with R}é A being the measurement covariance matrix:
031 0 0
0 o2, ... 0
Rroa = . . . ) (2.52)
2
0 0 o=

When using the inverted matrix J5.5,

[J&}Ahz [JE(}AhB [J’;C}A]M
A= [J%OA]” [J’;OA}33 [J’;OA]34 ) (2-53)
-1 -1 -1
[JTOA]42 [JTOA}43 [JTOA]44

it can be shown that A = J1o, (see [SHM10]).

2.7.3 Choosing the adequate CRLB

Investigations concerning the CRLBs and the comparison of TDOA and TOA based
emitter geolocation with unknown time of emission are for example conducted by
[SHM10,Kaul2]. Both papers seem to use different assumptions concerning the mea-
surements that are taken. Since the goal of both is to compare TDOA and TOA
based emitter localization, the measurement errors are modeled like described in the
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previous section with az(a by = aza + af.b. In all cases, the TOA measurement errors

o2 are assumed to be uncorrelated ¥n € N.

The CRLB on emitter localization depends on the measurements that are actually
taken and not on how the measurements are processed into a localization result.
Therefore, when gaining TDOAs by using TOA measurements, it is not important
if the measurement set using a reference sensor (see Eq. (2.6)) or the full measure-
ment set (see Eq. (2.7)) is used by the estimator. The overall lower bound for the
estimation problem in both cases is as described in Section 2.7.2. For the CRLB, the
measurement 7z 3y does not carry any further information on the emitter location, if
the measurements 7(1 2) and 7(; 3) are already considered, since they all depend on
the same three TOA measurements 71, 72 and 73. Thus, T(2,3) does not introduce any
new information. The estimator however will profit from using the full measurement
set.

While both papers come to the conclusion that the theoretical bounds of TDOA
and TOA localization are identical, the TDOA models and the results of Monte-
Carlo simulations differ. In [SHM10], it is shown that the CRLBs are identical.
The employed bound for TDOA based localization is like described in Section 2.7.2.
In [Kaul2], it is shown that the choice of the reference sensor does not influence the
) is the same for all m € M. Additionally, a
CRLB using the full measurement set is presented. This bound is smaller than the

CRLB if the measurement noise az(m

one using a reference sensor. However, we believe that this bound is not applicable
for this scenario under the assumptions that were taken since 7(; 3y does not introduce
any new information if 7(; 2y and 7(; 3y are used and the measurements are calculated
using the same TOA estimates. For other scenarios, this bound might be valid.

The Monte-Carlo simulations in both papers differ. While in [SHM10], TOA outper-
forms TDOA based localization, in [Kaul2], both methods achieve results of similar
accuracy. This is probably due to the fact, that in [SHM10], the TDOA estimator
only relies on the measurement set using a reference sensor, while in [Kaul2], the full
measurement set is used. An estimator that uses the full set outperforms an estimator
using the measurement set with a reference sensor. Solving the localization problem
using only the TDOA set with a reference sensor only means using an inefficient es-
timator. We believe the main theses and results concerning the comparison of TOA
and TDOA based localization of both papers to be absolutely valid.

In conclusion, TOA and TDOA based geolocation are shown to have the same CRLB
and both estimation problems can be solved with very similar performance. To reach
the same performance as a TOA estimator, a TDOA estimator should use the full

26



2.7 CRLB on TDOA based Emitter Localization

measurement set.

2.7.4 Comparison of the CRLB to Monte-Carlo Simulations
2.7.4.1 Correlated Measurement Errors

To show the validity of the CRLBs presented in the previous sections and the applica-
bility to the investigated localization scenarios of this thesis, the bounds are compared
to Monte-Carlo simulations.

As stated in Section 2.7.3, the current research on the comparison of TOA and TDOA
based geolocation seems a bit vague concerning the choice of the bound which is valid
for a given scenario. This probably is due to the assumptions on measurement error
correlation. Let us assume a scenario, where TOA measurements are gained. Those
measurements 7, n € {1,..., N} are defined by Eq. (2.2). Usually, additive zero-
mean Gaussian distributed noise is assumed. Thus a TOA measurement of observer
n at time step ¢ is given by

1Al

Tn,i c

+ Unyi,  Un,i ~ N(O, Uzn,i) , (2.54)
where v is zero-mean Gaussian noise with variance afn_i. The TOA measurement er-
rors of different observers and different time steps can be assumed to be uncorrelated.
If a TDOA measurement set is generated on the basis of a TOA measurement set,
the TDOAs are clearly not uncorrelated. Additionally, some TDOA measurements
may not carry any new information on the emitter location if they are based on two
TOAs that are already considered in other TDOA measurements. For example, if the
two TDOA measurements 7(; 2) = 71 — 72 and 7(; 3y = 71 — 73 are used, the TDOA
T(2,3) = T2 — 73 is only composed of information that is already available and used. In
our opinion, the CRLB cannot make use of all three TDOAs since this would result
in a bound that relies on assumptions that are not valid for the investigated scenario.

The CRLB using the full measurement set (which should not exist in this scenario
setup) is compared to the CRLB with a reference sensor described in Section 2.7.2.
A Monte-Carlo simulation using two TDOA and a TOA estimator is implemented to
show the validity of the CRLB using a reference sensor. A two-dimensional scenario
with 8 sensor nodes is investigated. A signal is emitted by an unknown target, and is
received by each sensor node which estimates a corresponding TOA 7,, n € {1, ..., N}.
Zero-mean Gaussian noise is added to the error free TOA measurements. From those
TOAs, the TDOA measurement set using a reference sensor (w.l.o.g. sensor 1) and
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the full TDOA measurement set are generated. The corresponding CRLB for the
full measurement set, as well as for the set using a reference sensor are calculated as
described by [Kaul2].
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Figure 2.6: (a) Scenario with 8 observers (black cross) and emitter position 1 (red cross).
(b) Simulation results.

Two emitter positions (see red cross Fig. 2.6a and Fig. 2.7a) are chosen to exemplary
show the comparison of the CRLB to the results of the corresponding Monte-Carlo
simulations. One target position lies outside of the sensor network geometry, the other
on the inside. The TOA of the signal at each sensor node is calculated according to
Eq. (2.2). Zero-mean Gaussian noise with standard deviation o, is added to the true
TOA values. The standard deviation is constant and the same for all sensor nodes
o7, Vn € {1,...,N}. Therefore, the resulting TDOA measurements are correlated.
Five different values for the TOA measurement standard deviation are considered:
o-, € {10,20,30,40,100} m. For each emitter position and standard deviation, 5000
Monte-Carlo runs are conducted.

Figures 2.6b and 2.7b depict the results of the simulation versus the CRLB for target
position 1 and 2, respectively. The CRLB of the reference sensor set is shown as a
green line, the CRLB using the full set using a black line. The RMSE (root mean
square error) of the Monte-Carlo simulation is plotted in dashed lines. Additionally,
the simulation results using a TOA estimator are given by black 4.

Both, the TOA and the TDOA estimator using the full measurement set are almost
identical and are close to the CRLB using the reference sensor. The TDOA estimator
that uses the measurement set using a reference sensor shows worse performance. The
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Figure 2.7: (a) Scenario with 8 observers (black cross) and emitter position 2 (red cross).
(b) Simulation results.

CRLB that is based on the full measurement set is way lower and is not reached by
any of the estimators.

The results support the theory concerning the above made assumption on the TDOA
based CRLB when TDOAs are generated from TOAs. The CRLB using a reference
sensor is to be used in this kind of scenario. Using an estimator that is based on
the TDOA measurement set using a reference sensor yields worse results than an
estimator that uses the full set whose accuracy is of the same magnitude or even
identical as the one of a TOA estimator. Thus, to solve the localization problem,
either a TDOA estimator using the full TDOA measurement set or a TOA estimator
which estimates the time of emission along with the position of the target is to be
used.

2.7.4.2 Uncorrelated Measurement Errors

To show the impact of the TDOA measurement correlation, the same simulations
are performed for uncorrelated TDOA measurements. The CRLB for the measure-
ment set with a reference sensor as well as the full set are calculated. Monte-Carlo
simulations using the corresponding estimators were conducted.

The TDOA measurements are generated by calculating the true TDOA according to
Eq. (2.5) and adding zero-mean Gaussian noise. The measurement variance for a

sensor pair (a,b) is given by the corresponding TOA variances af(a =02 + O'.,Q.b.

»b)
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Figure 2.8: Simulation results for emitter position 1 showing (a) uncorrelated and (b) all
measurements and for emitter position 2 showing (c¢) uncorrelated and (d) all measurements.

Since the independent noise is added directly to each TDOA measurement 7, 1), the
measurement errors of 7(; 2y, 7(1,3) and 7(2 3y are now uncorrelated.

In a real world application, a scenario with stationary sensors and these error as-
sumptions is highly unlikely if not nonexistent. However, it is useful to investigate
the scenarios to verify the bounds and employed estimators. A valid scenario would
be for example using two moving emitters and taking TOA/TDOA measurements
over time.

Fig. 2.8a and Fig. 2.8c show the results for emitter position 1 and 2, respectively.
The used estimators attain the corresponding CRLB. Fig. 2.8b and Fig. 2.8d depict
the comparison of the results using the reference sensor and full measurement set
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including correlated and uncorrelated measurements.

The results suggest, that the implemented estimators are efficient and reach the
CRLB. Because all estimators use identical methods to solve the non-linear estima-
tion problem, again the theoretical assumptions concerning the full measurement set
seem valid. It should not be used in the CRLB calculation for TDOA based emitter
localization since in the case of correlated TDOA measurements gained from TOA
measurements, the full set suggests more information on the emitter location than it
really contains.
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2.8 Position Estimation Methods for TDOA based Emitter Localiza-
tion

Usually, the TDOA localization problem is solved in a two step approach. The first
step is to measure the TDOA of a signal received at two dislocated sensor positions.
This can be done by either determining a TOA for each sensor and then subtracting
those TOAs or by directly measuring the TDOA of the received signals. In the second
step, a set of TDOA measurements (at least two measurements for 2D localization
and three measurements for 3D localization) is used to estimate the location of the
emitter.

The classic technique is to estimate the TDOA of two received signals by determina-
tion of the maximum of the cross correlation or cross ambiguity function (see Section
2.5). In some cases, it is possible to measure the time of arrival (TOA) of a received
signal and to generate a corresponding timestamp in reference to a common clock (for
example sensors synchronized to UTC using GPS). The TDOA measurement is then
given by the difference of those TOAs. The TDOA measurement problem is discussed
in Section 2.2.

Only in the ideal case without measurement uncertainty, the TDOA hyperbolae will
have an intersection at the location of the emitter. When dealing with measurement
noise, the hyperbolae will most probably not meet at a single point. With further
distance from the observers and geometrical influences, even small errors induce a high
position uncertainty (see Fig. 2.9). The emitter location now has to be estimated by
determining the most probable position that best fits all measurements.

1500
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500 [

X Observer positions
X Emitter position
True TDOA
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/ \
500 . . . . . . ,
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Figure 2.9: TDOA localization scenario with TDOA measurement errors.
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There are several methods for TDOA based geolocation (step two) once a set of
TDOA measurements is generated [CH94, Fri87,SA87, GS08, HC93]. An example for
a closed-form solution is given in [GS08] which will be used in the evaluation of the field
experiments given in Chapter 4. This closed-form algorithm is described in Section
2.8.1. Other techniques [Tor84] include maximum likelihood estimation or a diversity
of filtering algorithms like Kalman filters [Koc14,MKK10]. The initialization of a bank
of Kalman filters using Gaussian Mixtures is for example investigated in [DK10].

The TDOA measurement set can consist of measurements using a reference sensor or
by using a full measurement set as described in Section 2.3.1. The resulting TDOA
sets may include uncorrelated or correlated errors. The impact on the geolocation
accuracy was discussed in Section 2.7.

When using for example the full TDOA measurement set which is given in Eq. 2.7,
minimizing the squared error function with respect to the unknown emitter position
x yields the most probable emitter location

% = argmin TDOAML(X) , (2.55)
with
L () (%) = Fmy)
TDOA ML (x) = Z:l T (2.56)

where 7(,,)(x) gives the TDOA that would have been measured by sensors a and b for
an emitter being located at position x and the corresponding known sensor positions
Pe and pp.

The localization using TOA measurements with unknown time of emission could be
interpreted as a special case of TDOA based localization (or vice versa). The achiev-
able accuracy according to the CRLB of both approaches is identical as described in
Section 2.7. Along with the emitter state (in this case the position x = (e, ye, ze)T ),
the unknown time of emission has to be estimated. For the CRLB analysis, it is
considered a nuisance parameter and is not of direct interest for the results of the
position estimation process.

For the TOA measurements collected by M observers, the most probable emitter
location is given by the least squares function of
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(X,te) = argmln TOAML (%, te), (2.57)

X,te

with

TOAML X te

(2.58)

Pk
9\
3
&

2.8.1 Closed-Form Solution

In this section, the closed-form TDOA position estimation algorithm presented in
[GS08] is introduced. This method is used for the first step of the position estimation
given in Chapter 4. A system of equations is used which additionally to the emitter
state x involves the unknown distance D, = ||Apn(x)|| between the observer n and
the emitter.

The measurement set with reference sensor 1 can be used to give the following solution
for the position estimation problem

Ax; =w. (2.59)

The matrix A is given by

T1— T2 Y1—Y2 21— 22 T2
T1— Tz Y1—Ys 21 —23 T(13)

A=| T1—%4 Y1—ys 21—z Taa || (2.60)

1 —IN Y1 — YN 21 —2ZN ’f'(l,N)

where the emitter state with the additional unknown distance between emitter and
reference sensor is

Te
Ye
s = s 2.61
x| v (261
D,
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and the vector w

W(1,2)
W(1,3)
w=| waa |, (2.62)
W(1,N)
with
1/.
Weab) = 5 (T(a,b) — T+ T —Ya Y — 2h Zb2) . (2.63)

If the rows of A are linearly independent and A has at least the same rank as x, has
entries, the pseudo inverse of A is given by

AT = (ATA) AT, (2.64)

Using (2.59) and applying (2.64), the position of the emitter (along with the distance
between observer and emitter) is estimated by

x, = Afw. (2.65)

2.8.2 Direct Localization

For the TDOA geolocation technique, single step approaches have been introduced.
Those methods are commonly called direct position determination (DPD). The lo-
cation of the emitter is directly estimated from the raw signal data without ex-
plicitly calculating intermediate measurements [WA06, AW09, VKD14]. These tech-
niques have also been applied to single moving observer scenarios for AOA mea-
surements [ON10, Ois09] and will be described in Chapter 5 for the TDOA based
localization [Stelb,SO15,S016]. The key idea of direct position determination is to
postpone the decision of a TDOA measurement into the localization step. For exam-
ple in multipath environments, a wrong value for the TDOA might be chosen since
the true TDOA is only the second probable TDOA value. However, when informa-
tion from all sensor pairs is fused, this measurement does not fit the location of the

35



2 Fundamentals

emitter. By linking the received signal data to the range domain and interpreting
the data as likelihood function for the emitter location, the second probable TDOA
(in this example the true TDOA) still adds information in the fused likelihood of all
sensor data and thus improves the emitter location estimate.

The conventional two step localization approach requires a measurement and a local-
ization step. In the measurement step, a TDOA measurement set is calculated by
for example determining the maximum of the cross correlation function (see Section
2.5). Using this set, the emitter position is estimated by optimizing Eq. (2.55) with
respect to x. In the case of direct position determination, the determination of the
maximum of the cross correlation function is omitted. Instead, the cross correlation
functions of all considered sensor pairings are evaluated w.r.t. the emitter position in
a single step.

Using the CCF (see Section 2.5)

K
CCF () (x) = 3 za[K]z, " [k].. (2.66)

k=1

with the conjugate complex f*[k] of the function f[k], the time-shifted sampled version
FOIK] of f(t —7) and

_ 8[| = [[Aps ()]

T(a,b) (X) c (267)
The localization problem is then stated by
N
X = arg minz —|CCF (4,1 (x)] - (2.68)
a=1
a#b

Example

The idea of direct position determination is illustrated using the following example. A
scenario with 4 observers is considered. The emitted signal is recorded simultaneously
by all sensors, only one measurement time step is considered. A chirp signal with a
duration of 10 ms and a bandwidth of 1 MHz is digitized at a sampling rate of 2 MHz.
The received signals are delayed by the propagation time of the signal between the
corresponding sensor node and the emitter (see Eq. (2.1)) and zero-mean Gaussian
noise is added. To show the benefit of using direct position estimation techniques,
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the received signal of sensor 3 is overlain by a second delayed version of the emitter
signal, simulating multipath propagation. The amplitude of the multipath signals is
set to be higher than the line of sight (LOS) version. The localization process with
and without the received multipath signal is evaluated.

For the two step approach, the full TDOA measurement set (see Eq. (2.7)) is cal-
culated determining the maximum of the corresponding CCFs. The direct position
estimation method uses the same CCFs in Eq. (2.68). The CCFs of the received
signals z1 and z3 with and without the additional multipath signal are depicted in
Fig. 2.10. As can be seen, the multipath signal causes a second peak in the CCF.
Since the amplitude of the delayed signal was chosen to be higher than the LOS sig-
nal, this peak is the maximum of the CCF. If the conventional two step localization
approach is used, one TDOA measurement is generated from each CCF. In this case,
a wrong TDOA is selected. The information that the CCF shows a second prominent
peak is discarded in this way. Using direct position determination, this information
is preserved and takes effect in the localization.
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Figure 2.10: Cross correlation function of signal z; and zs.
additional multipath signal.

(a) without and (b) with

The results of the emitter localization are depicted in Fig. 2.11. The normalized
localization cost functions (Eq. (2.55) and Eq. (2.68)) are evaluated over the plotted
area. Figures 2.11a and 2.11b show the results for the scenario without multipath
propagation. As can be seen, the TDOA hyperbolae (representing the TDOA mea-
surements of the 2-step approach) intersect close to the true emitter position where
the cost function has its minimum. Therefore, both methods give approximately the
same localization result very close to the true emitter position.
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Figure 2.11: Localization cost functions and results. (a) 2-step localization without mul-
tipath (b) DPD-localization without multipath (c) 2-step localization with multipath (d)
DPD-localization with multipath.

The evaluation of the scenario with multipath propagation at sensor 3 is depicted
in Figures 2.11c and 2.11d. The TDOA hyperbolae no longer intersect in a single
location. It can be observed, that the minimum of the cost function and thus position
estimate of the 2-step approach is located between two intersection points. The
advantage of direct position determination can clearly be seen in Fig. 2.11d. The
multipath signal also causes lower values of the cost function at the intersection of the
hyperbolae resulting from the maximums of the CCF's involving sensor 3. However,
the second peak of the CCF (see Fig. 2.10b) also adds information to the localization
process. Therefore, the minimum of the localization cost function (and the position
estimate) is still close to the true emitter position.
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2.9 Real World Error Sources

Real world emitter localization systems are subject to many sources of error which
have impact on the accuracy of the position estimates. As already stated in the
previous sections, the TDOA measurement is one error source in the process of passive
emitter localization. The localization accuracy suffers from other faulty parameters
as well.

One key factor for TDOA based geolocation is the synchronization of the sensor nodes.
Radio frequency waves propagate at approximately speed of light in vacuum. Thus, a
synchronization in the range of nanoseconds is required. Precise time synchronization
of spatially separated sensor nodes can for example be achieved by using GPS, broad-
band reference signals with known emitter position or highly accurate local clocks. In
the case of GPS loss at the sensor nodes for ADS-B airspace surveillance, stationary
ADS-B transponders could be easily used as reference signal to adjust the local clocks.
The precision of GPS based synchronization using oven controlled crystal oscillators
(OCXO) of 20 ns or better is achievable. The 1 pulse per second (PPS) signal of the
GPS receiver is used to discipline the local oscillator of the receiver. It was shown,
that accuracies of the 1PPS signal between two flying platforms of 40 ns seem feasi-
ble [MH95]. For this analysis, cesium time standards were used as reference (which
are also error prone to a certain degree).

The accuracy of synchronization using reference signals depends on the employed sig-
nals and the resulting SNR at the receiver nodes. Especially for applications in a
small area of interest with high localization accuracy, extreme precise time synchro-
nization is required which cannot always be implemented by receiver nodes which
are synchronized using cabled references. Very high synchronization accuracy can be
achieved with high sampling rates and suitable signals.

Another important topic with respect to the localization accuracy is the observer po-
sition uncertainty. For stationary sensor networks that are deployed for long use (for
example monitoring stations that are permanently installed systems), the location of
the sensor nodes can be determined very precisely. However, if the sensor nodes are
moving or stationary for short time periods, the position of the observer has to be
measured as well. For outdoor applications, GPS is often used to gather this infor-
mation. However, uncertainties in the observer position also influence the position
estimates of passive emitter localization systems [VGS10, HLK07]. This applies to
almost all localization techniques like AOA, TDOA, TOA, FDOA or RSS (received
signal strength).

39






CHAPTER Il

Wide Area Multilateration using Signal Structure
TOA Estimation

3.1 Motivation

Accurate knowledge of position information of aircrafts is mandatory for airspace
surveillance and air traffic management (ATM). The state of the art technique consists
mainly of three different systems:

1. Primary Surveillance Radar (PSR) where the position of the aircraft is deter-
mined using an active radar system on ground without the assistance of the
aircraft in question.

2. Secondary Surveillance Radar (SSR) which uses a ground station to interrogate
aircrafts to transmit their current altitude. The angle between ground station
and the aircraft is then determined by the ground station and used along with
the transmitted altitude to locate the aircraft.

3. Automatic Dependent Surveillance-Broadcast (ADS-B) where the aircraft au-
tomatically and periodically broadcasts its own position (determined by using
an on-board GPS system and a barometer for the altitude information) to other
planes and ground stations.

All three systems have advantages and drawbacks. To motivate this work, only some
of them are mentioned here. The main disadvantage of PSR and SSR is that they are
expensive, suffer from objections from the surrounding population and to achieve an
area-wide airspace surveillance, a dense network resulting in high costs and a heavy
usage of radar frequency bands is necessary.
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ADS-B lacks of reliability since systems like GPS or barometric sensors may fail,
position information may be incomplete or faulty and in the worst case, may even be
actively spoofed. However, ADS-B telegrams can be used to determine the aircrafts
position using multilateration methods without even considering the content of the
broadcasted messages.

Therefore, by employing localization techniques that are based on a sensor network
and the duration of signal wave propagation from emitter to receiver, the location of
the plane emitting an ADS-B, Mode-S, Mode-A/C telegram can be estimated inde-
pendently of the transmitted position information. Two methods that are suitable for
such emitter geolocation are based on Time of Arrival (TOA) and Time Difference
of Arrival (TDOA) estimation. Those techniques are referred to as passive emit-
ter localization/tracking (PET) and multilateration (MLAT) and enable passively
estimating the geolocation of an emitter. Because of parameters like signal band-
width, modulation method and the known message structure, ADS-B is well suited
for content-independent TOA /TDOA based aircraft position determination.

Employing TOA/TDOA based geolocation techniques as an expansion of PSR/SSR
systems for airspace surveillance allows for a gap-free and not deceivable surveillance
using a network of low cost sensor nodes. This kind of reliability concerning the
knowledge of aircraft positions can enable a more flexible route planning and thus a
time and fuel saving navigation at a very high security level.

Some of the work presented in this chapter and Chapter 4 was part of a project
conducted by Fraunhofer FKIE which itself is based on our previous work given
in [SKR11,KSR*12]. The results can be found in [SM16]. Some of this work resulted
from a cooperation with a Master student and has appeared in [Mey16].

Very recently, TDOA based geolocation (multilateration) of aircrafts using ADS-B
transponder signals has attracted much attention. Analysis concerning the local-
ization of aircrafts or UAS using multilateration techniques are for example given
in [NKGG16, NAK" 16, JNB12, PMH11,DMO03]. One key task is to detect aircrafts
that send faulty position information by using multilateration [MBK™* 15b, MBK " 15a]
or AOA measurements [RRJS11]. A sensor network for research purposes has been set
up to evaluate ADS-B data [SSLT14]. In other applications, the transmitted position
of ADS-B messages is used to calibrate direction of arrival sensors or tracking radar
systems [RBSS09, TX15,ZWLZ16].

Integrating UAS into the civilian airspace introduces many challenges such as sense
and avoid. ADS-B is one technology to enable secure UAS flights [LS15, ZZL15].
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Therefore, it is extremely important to have reliable position information of all air-
borne aircrafts.

ADS-B is subjected to many security concerns. The main concerns lie in spoof-
ing, jamming and error prone position transmission due to faulty equipment. The
reliability and security of ADS-B is thus also an investigated topic with ongoing re-
search [BHB116,Coo15, AOS*15].

An overview of the status of ADS-B integration into airspace surveillance and SESAR
(Single European Sky ATM Research Programme) is for example given in [SMV11,
Rek14].

3.2 Airspace Surveillance using Automatic Dependent Surveillance-
Broadcast

The automatic and periodic transmission of position information by aircrafts is an
extension to Secondary Surveillance Radar Mode-S communication. ADS-B messages
are transmitted at the same center frequency of 1090 MHz like Mode A/C or Mode-S
telegrams. In this section, only ADS-B telegrams which transmit Airborne Position
Messages (APM) are described as an example. The process of measuring TOAs of
received ADS-B, Mode-S and Mode-A/C data is valid for all transmitted telegrams.

The information that can be communicated using ADS-B are radar-independent data
like the position of the aircraft (determined by the aircraft using GPS satellite navi-
gation), the altitude (determined using an altimeter, see Section 3.3), the flight num-
ber or the ICAO (International Civil Aviation Organization) address of the aircraft.
Those signals are broadcasted using a transponder to ground control stations and
other planes that are equipped with an ADS-B-IN compatible transponder. ADS-B
telegrams are divided into different message types. One type described in this section
is the Airborne Position Message (see for example [Int13], [Int14]).

An ADS-B/Mode-S signal is always composed of two parts: a 8 us long preamble and
a data block. The data block is either 56 or 112 pulse time slots long. All pulses have
a duration of 1 us. This results in a data rate of 1 Mbit/s. ADS-B, Mode-S, Mode-
A/C signals are modulated using pulse position modulation (PPM). A rising edge
is used to modulate a transmitted bit with value 0 and a falling edge characterizes
a bit with value 1. Figure 3.1 depicts a message telegram showing the duration of
preamble, data block and pulse lengths.

The duration of the preamble is 8 us. In this time, four pulses are sent at specified
times. The time between the rising edge of the first pulse and the rising edge of the
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Figure 3.1: Signal structure of Mode-S/ADS-B communication using pulse position modu-
lation according to [Int14].

Bit 1-5 | Bit 6-8 | Bit9- 32 Bit 33 - 88 Bit 89 - 112
DF CA AA ICAO Airborne Position Message PI
41-52 | 55-71 | 72-88

Altitude ‘ Latitude ‘ Longitude

Table 3.1: Message structure of a DF17 Airborne Position Message.

second pulse is 1 us, between the first and the third pulse 3.5 us and 4.5 us between
the first and the fourth pulse.

The data packet (valid for 56 us and 112 us long data blocks) starts with 5 bit downlink
format (DF) information. Some of these formats are reserved for military purposes.
The format number for ADS-B 1090ES (Extended Squitter), which includes the Air-
borne Position Message, is DF17. The following description applies to DF17 only and
can be different for other downlink formats. The DF field is followed by a 3 bit CA
(capability) field. The ICAO address of the aircraft is then transmitted using the 24
bit long AA (aircraft address) field. The message field for extended squitter is 56 bit
long and in the case of APM includes CPR~encoded (Compact Position Reporting)
latitude, longitude and altitude information. The last field is the 24 bit long par-
ity information (PI) field which includes a checksum for error detection and will be
described later. Table 3.1 gives an overview of the bit structure of an APM message.

44



3.2 Airspace Surveillance using Automatic Dependent Surveillance-Broadcast

Compact Position Reporting

To save transmission time, latitude and longitude position information in ADS-B mes-
sages are coded using Compact Position Reporting (CPR). This allows data reduction
in the broadcast of the aircrafts position without losing accuracy. The position infor-
mation (lat, lon) is transmitted according to the parity of the corresponding second,
this position was measured in. The parity information is given in bit 54. If this bit
is set to 1, the position data was gained during an odd second (odd format), if this
bit is set to 0, a position in the even format related to an even second is transmitted.
To be able to unambiguously determine the reported position, an ADS-B message in
even and in odd position format is required. The temporary delay between those two
messages should be small because some position information is assumed not to change
over short periods of time (for example the information if the plane is located on the
northern or southern hemisphere). Airborne Position Messages are 17 bits long which
results in a position resolution of approximately 5m [Radb].

When using CPR, the earth is divided into zones. There are NZ = 15 geographical
latitude zones. This parameter sets the maximal range of the APM to 360 NM.

The number of longitude zones N L depends on the latitude given in degrees. It can
be calculated using

-1

1— cos (5%
NL(lat) = floor | 27 [arccos | 1 — W , (3.1)
COs (W . lat)

where the number of NL lies between 59 (lat = 0°) and 1 (lat < —87°). The value is
always rounded to the next smaller integer.

To calculate the geographical latitude, the size D Lat; of the latitude zone in north-
south direction is calculated using

360°

DLat; = —>2°
Wi =N =

(3.2)

The index 4 is given by bit 54 of the ADS-B message (odd format ¢ = 1, even format
i=0).

The value Y Z; gives the Y-coordinate inside the current zone and is stated by

o 17 mod(lat, DLat;) =1
Y Z; = floor (2 —DLati 5 )
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where mod denotes the modulo operation.

The reported latitude is then given by

YZ; lat
RLat; = DLat; - ( 517 + floor (DLati>> . (3.4)

For the computation of the geographical longitude, at first, the size of the longitude
zone in east-west direction is calculated using

360° . N
DLon, — 4 NT(RLat) Jif NL(RLat;) —i >0 7 (3.5)
360° Jif NL(RLat;) —i=0
where NL(RLat;) is given in (3.1).
The X-coordinate X Z; in the calculated longitude zone is
o 17 mod(lon, DLon;) 1
X Z; = floor (2 — DLon. + 5) (3.6)
The resulting decoded position information is finally given by
XZ; =mod(XZ;,2'")
Y Z; = mod(Y Z;, 2"7). (3.7)

Along with the location of the aircraft in latitude and longitude direction (see (3.7)),
the altitude is also encoded in the APM. This altitude information in feet is encoded
using the 12 bit long altitude field. Bit 48 of the telegram contains the Q-bit which
gives the multiplication factor for the decoded altitude (Q-bit = 1, factor = 25, Q-bit
= 0, factor = 100). The remaining altitude bits are binary-coded with order most
significant bit first. From the decoded decimal altitude, 1000 ft have to be subtracted
to obtain the reported altitude in feet.

An example for the altitude decoding is given in the following. The altitude bits of
the telegram are 110000111000 which results in a reported altitude of
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Q=1
A= 1100001 1000 => 1560

Altjzy = A-25 — 1000 ft = 1560 - 25 — 1000 = 38000 ft

Alt ) = 38000 ft - 0.3048 = 11582.4m. (3.8)

The decimal value of the binary coded altitude is 1560. Using the multiplication factor
25 according to Q-bit = 1 and subtracting 1000, the resulting altitude is 38000 ft ~
11.6 km.

A decoding of CPR~coded position information with only one received message is also
possible. Instead of using an odd and an even format messages, a reference position
is needed to determine in which latitude and longitude zone the computation is to be
performed. This calculation is not described in this report but can be found in [Radb].

Cyclic Redundancy Check

Cyclic Redundancy Check (CRC) is a method to detect errors in digital communi-
cation which uses polynomial division to create a checksum of a bit sequence. The
message content, that shall be transmitted, is used as a binary polynomial which is
divided by a generator polynomial. The checksum that is gained in this way is at-
tached to the message itself. By dividing this whole transmitted bit sequence with
the generator polynomial, errors in the transmission of the data can be detected.

In the case of ADS-B, the CRC checksum that is attached to the ADS-B message
data is 24 bits long. The used generator polynomial is given by

G(z) = 1+ + 20+ 22 2B M 2 g™ (3.9)
=1111111111111010000001001 .

To check if the telegram was transmitted correctly, the whole data is divided by
the CRC generator polynomial. If the rest of this division equals zero, the signal
transmission is error free.
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3.3 Coordinate Systems and Altitude in Aviation

The established standard coordinate system used in navigation (for example GPS)
or geodesy for global positioning is the World Geodetic System 1984 (WGS84). The
input position information from the received ADS-B messages (and usually also from
secondary surveillance radar systems) are given in WGS84. However, for the geoloca-
tion estimation, a local Cartesian coordinate system is much better suited. Thus, all
input coordinates are transformed to a local ENU (East-North-Up) coordinate system
using a given reference position. This is done using a transformation from WGS84
to an Earth-Centered, Earth-Fixed (ECEF) coordinate system and from ECEF to
ENU. For the data evaluation presented in this report, the position of the reference
sensor (see Section 4.3.1) is used as origin of the ENU coordinate system. The emitter
localization and tracking is performed in the local coordinate system and afterwards,
all results are transformed back to WGS84. The W(GS84 coordinate system uses the
WGS84 geoid to describe the gravitational equipotential surface of the earth which
defines the mean sea level.

When referring to “altitude” or “height” information, especially in aviation appli-
cations, a clear distinction of the nomenclature is mandatory. In general, the term
“true altitude” refers to the elevation of an object above the mean sea level (MSL),
whereas the “absolute altitude” gives the height of the aircraft over the terrain below
it (above ground level, AGL).

In aviation, height information is given in barometric altitudes which are character-
ized by three-letter Q-codes. The “QNH altitude” is the altitude information of the
altimeter in the aircraft when set to local barometric pressure at MSL. The altitude
at MSL is then 0 ft or m. If the altimeter is set and adjusted to “QFE altitude”,
the altitude 0 ft/m refers to the altitude of the airfield the altimeter was adjusted to.
QFE altitudes can be used when flying in the proximity of the departure airfield at
low altitudes. “QNE altitude” refers to the pressure altitude above a standard datum
air pressure plane and is used in aviation after reaching a certain height (this height
varies for different continents/countries) to give the flight level (FL) of the aircraft.

All mentioned Q-code altitudes are only accurate to a certain degree, since the as-
sumed pressure models do not reflect real air pressure especially when dealing with
different weather conditions. However, altitude separation of aircrafts is unproblem-
atic because all planes at a certain FL will have the same barometric altitude offset
compared to the true altitude when set to standard pressure altitude QNE.

ADS-B uses barometric altitude information and thus may induce an offset between
the transmitted and the true altitude over MSL. For the position estimation of the
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aircraft using TOA /TDOA based geolocation, all sensor positions are given in WGS84
and the calculations are performed in a local ENU coordinate system. The estimated
altitude will then always refer to altitude over geoid or true altitude. The evaluation
in the following chapters concerning the localization accuracy of TOA/TDOA position
estimates with respect to the altitude is only possible to a certain degree since the
true 3-dimensional position of the aircraft is unknown. The ADS-B position which is
used as ground truth is error prone due to the described deviations of the barometric
altitude information. This matter will be addressed in the corresponding chapters.
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3.4 TOA Determination of ADS-B Transponder Signals

To reduce the communication requirements in a multilateration sensor network, one
could either compress the received raw signal data or determine TOA timestamps
and only transmit those timestamps and a message identification. The estimation
of an accurate TOA and a corresponding message ID is not possible for arbitrary
signals but is the preferable solution if applicable since it allows a drastic reduction of
communication requirements. ADS-B transponder communication is perfectly suited
to be used in a multilateration sensor network with TOA estimation. The signals
have a high bandwidth, which promises a precise time resolution, and can easily be
decoded and thus a message ID can be generated.

In [SKR11], we introduced a highly accurate TOA estimation method for ADS-B
transponder signals which makes use of the known signal structure. In the following,
this technique is described and an evaluation of the approach is given. For the field
experiments and the evaluation of TDOA/TOA based geolocation of aircrafts send-
ing ADS-B transponder signals given in Chapter 4, the presented TOA estimation
could not be used, since a sensor system with no accessibility to the signal processing
needed to be used. However, in [KSR'12], we showed that with the use of this TOA
estimation method, the localization and tracking of aircrafts sending ADS-B mes-
sages using a sensor network with four sensor nodes is feasible and a good localization
performance was achieved. These studies paved the way for the work presented in
Chapter 4. The comparison of the accuracy of our TOA estimation method (see Sec-
tion 3.4.2) to the TOA accuracy of the employed sensor network in Chapter 4 (see
Section 4.2) indicates, that our approach allows even more precise timestamping than
the Radarcape sensors used in Chapter 4.

3.4.1 Method Description, Signal Processing

The key idea of the approach is to use the known signal structure and modulation of
ADS-B/Mode-S telegrams (described in Section 3.2) to estimate a highly precise time
of arrival for each received message. At first, messages are detected in the raw signal
data using a moving average filter. If a message candidate is found (see Fig. 3.2), the
corresponding subset of the signal data is correlated with a simulated preamble (see
Fig. 3.3), thus giving a raw estimate of the start of the message preamble. In a second
step, the samples corresponding to the message itself are shifted over a simulated
synchronization clock making use of the signal modulation technique (pulse position
modulation). Taking the local clock of the sensor, which is used to relate the received
samples to a common time (for example UTC), into account, a timestamp for the
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message arrival at the sensor node is calculated. The accuracy of the TOA estimation
process can further be increased by using signal interpolation which technically doesn’t
add information but gives finer time resolution of the sampled signal data.

4 2108

0.5 l
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t/[us]

Figure 3.2: Absolute value of a digitized ADS-B signal (112 us long data block).
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t/ lus] t/[us]
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Figure 3.3: (a) Absolute value of the preamble of a received signal and (b) simulated ADS-B
preamble.

3.4.1.1 Correlation with the preamble

FEach ADS-B message starts with the same preamble to indicate the arrival of a new
message. To determine the first edge of the message the signal is correlated with the
simulated ideal preamble shown in Fig. 3.4.
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Over the interval of [0; 8 us| the ideal preamble can be described L by

t —to t—1t1 t—t2

t—t
) + rect( 2

plt] = 2 |rect( ) + rect( ) + rect( )| —1 (3.10)

with
T =0.5us, to =0.25pus, t1 = 1.25 us, to = 3.75 us, t3 = 4.75 us,

where T' is the pulse duration and the t;, ¢ = 0,...,3, are the displacements of the
pulses in t-direction.

The discrete correlation function CCF(7) is defined as

CCF(7) = EK: 2 [k]2 K] (3.11)
k=1

i.e. from the correlation of the two signals z1 [k] and z2[k] in time domain, z*[k] denotes
the conjugate complex of the function z[k].

To determine the first sample of the preamble,

CCF(r) = > 2" [klp" " [k], (3.12)

is evaluated, where z denotes the discrete time signal segment and p the simulated
preamble respectively.

The estimate for the TOA of the preamble is calculated by detecting the peak in the
CAF:
7 = argmax |CCF(7)]|. (3.13)

Fig. 3.4a depicts the correlation process. In Fig. 3.4b, the resulting correlation
function is shown.

The argument at the maximum of the correlation function gives the required sam-
ple number. Division by the sampling rate fs yields the time in seconds where the
preamble of the ADS-B message begins relative to the start of the recorded signal. As
defined in [Radb], the message starts 8 us after the begin of the preamble. Therefore,
the time measurement 7preamble Of the first edge of the signal is defined as

arg max |CCF(7)|
fs

1 For the definition of the rect function see [OL02]

+ 8 us. (3.14)

Tpreamble =
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4 x10°

<—  correlation maximum

4= : . ; ; ; 0 20 40 60 8 100 120 140 160 180 200
10 15 20 25 30 35 40 U/ lus]

t/[us]

(a) (b)

Figure 3.4: (a) Simulated preamble and signal segment and (b) correlation function of signal
and preamble.

3.4.1.2 Timestamp generation

Alignment of a synchronization clock with the beginning of the message is essential
to get an accurate TOA measurement and to decode the message. To determine a
more precise timestamp for the beginning of the message and to decode the messages
bit string, the signal is shifted samplewise over a simulated 1 Mbit/s synchronization
clock. Since an approximate sample index of the start of the message can be derived
from Eq. (3.14), only a shift by a small number of samples is needed to identify the
exact message start. After each shift, the absolute values of the derivative of the
signal power during positive clock cycles are summed up. The maximum of these
sums gives the optimal envelope of falling and rising edges in positive clock cycles. It
characterizes the best alignment of message and clock and yields the sample shift for
synchronization. A rising edge of the signal corresponds to a bit with value 0 whereas
a falling edge characterizes the bit 1. Therefore, the derivative of the signal is positive
during a rising edge and negative for falling edges. Fig. 3.5 shows the signal and the
first derivative of the signal plotted over the synchronization clock.

Let nstart denote the number of samples the signal needs to be shifted to best match
the clock. The TOA timestamp 7,,; of the message received by sensor a at measure-
ment step ¢ is then defined as

Nstart

fs

(3.15)

7A-a,,i = Tpreamble +

The evaluation of the presented method is given in Section 3.4.2.
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Figure 3.5: Absolute value of the signal and its first derivative over synchronization clock.

3.4.2 Method Evaluation

The goal of our trials is to determine the accuracy of gaining TOA measurements,
the precision of timestamp generation for incoming ADS-B messages. Two different
measurement trials are performed. In the first measurement setup, two sensors share
one RF antenna to determine the error which results from GPS time synchronization
and our timestamp generation without having to deal with different (maybe unknown)
signal propagation delay.

The expectation of the TDOA 7, 3 is given by

E [7a,n] =0. (3.16)

Since the errors of the TOA measurements themselves cannot be determined, the

variance error of the TDOA measurement, which is defined by 0'.,2-(a = 0'72-a + sz, at

,b)
least allows a conclusion on the behavior of the sensors when used in a TDOA sensor
network. The TDOA measurement error for this setup including other systematic
errors like GPS time synchronization is directly given by the TDOA measurement

%(a,b) itself.

In a second trial, each sensor is equipped with an own RF antenna. These second
experiments are performed in order to show that our results are not constrained by
the factor that both sensors share one reception antenna. The sensors and antennas
were built up at very narrow distances to each other so that E [T(a,b)] ~ 0.
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The variance of the TDOA measurement is given by

2 2 2
o2, =0+, (3.17)

where orzn denotes the variance of the TOA estimation of sensor n. As already stated
in Section 2.3, T(;m) = T(a,p) refers to a TDOA with measurement index m taken by a
sensor pair (a,b), whereas T, denotes a TOA. The variances are denoted accordingly.

For the evaluation of the timestamp accuracies, the mean and standard deviation of
the TDOA measurements are given by

I M

1 .

Btan.s = Taf Z Z T(m)yi — T(m),i - (3.18)
i=1 m=1

and

I M
1 N
Tray,i = IM Z Z ((T(m)vi - T(m)yi) - lu%(yn)‘i)27 (3.19)

i=1m=1

where M is the number of TDOA measurements, the ground truth 7(,,); = 0, Vm €
{1,..,M},ie{l,..,I} and 7(m),;, m € {1,..., M} denotes the TDOA measurement
set at time step ¢ (here, a time step equals one received ADS-B message). In this
case, the TDOA measurement sets are given by pairing the measurements taken by
a reference sensor (w.l.o.g. sensor 1) with all other sensors measurements, resulting
in the measurement set {(1,2),(1,3),...,(1,N)}, thus M = N — 1. This yields the
TDOA measurement standard deviation for the whole measurements that were taken.

The root mean square error (RMSE) is given by

I M
1 )
RMSE+ ;= | 137 2o 2 (Tmya = Fm.)? (3.20)

i=1 m=1

3.4.2.1 Measurement Setup A

Two sensors, each equipped with a GPS antenna for time synchronization and position
determination, are connected through a power splitter to one RF antenna (see Fig.
3.6a). Both sensors simultaneously start the signal reception of ADS-B signals at
1090 MHz center frequency. The output of the sensors is a time discrete, quantized
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baseband signal and a corresponding timestamp for the first captured sample. This
timestamp is generated using a GPS synchronized clock.

In three sessions, a set of 100 measurement pairs (z1,i,22,i) € Za, where z,_; denotes
the i—th measurement from sensor n, is recorded. Each signal measurement has a
duration of 1 second and most likely contains multiple ADS-B messages which are
selected. The messages are decoded and checked for errors by calculating the ADS-B
checksum. Messages with errors are discarded. For the remaining ones a time of
arrival timestamp is calculated using the methods described in Section 3.4.1.

Subsequently, messages extracted from z(; ;) are compared to messages from z(2 ;)
Vi = 1..100 in order to identify the corresponding ones. For corresponding pairs
of ADS-B messages, the difference of their timestamps, the TDOA measurement, is
calculated. Due to the fact that sensors share one RF antenna, they receive the signal
at the same position and the same time. Therefore, the TDOA in an ideal system
without errors should be zero. Non-zero values could be caused by synchronization
errors or inaccurate determination of the TOA measurements.

The time resolution of the timestamps strongly depends on the sample rate fs. For
our trials, a sample rate fs = 10 MS/s is used, therefore only a time resolution of 100
ns is possible. Better time resolution and more robust message decoding is achieved
by interpolating the signals before determining the exact timestamp.

3.4.2.2 Experimental Results A

Fig. 3.6b shows the time differences between corresponding messages from sensor one
and sensor two calculated using the original data without interpolation. From the
set Za, 1521 pairs of messages from both sensors are decoded correctly with a mean
TDOA of u = 4.5108 ns, a standard deviation of o = 41.7658 ns and a maximum
time difference of 163 ns. The sample rate f; = 10 MS/s only gives a time resolution
of 100 ns between two samples, this quite good result already indicates a good time
synchronization and reliable timestamp generation. Outliers with TDOA values larger
than 1 ms are discarded, since they probably result from repeated identical ADS-B
status messages.

By signal interpolation with factor 10, 1561 messages from both sensors are decoded
correctly with p = —2.8386 ns and ¢ = 17.1384 ns, as shown in Fig. 3.6¢c. As depicted
in Fig. 3.6d, further interpolation does not much improve the results. u = —3.3105
ns and o = 16.8774 ns for 1504 messages is achieved. Nonetheless, if the signals are
recorded at fs = 10 MS/s, interpolation by factor 100 is needed in a sensor network
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Figure 3.6: (a) Measurement setup A, results with (b) no interpolation, (c) interpolation
by factor 10 and (d) interpolation by factor 100.

with multiple sensors at different positions for accurate TDOA localization. Since the
sensors in our trials use the same RF antenna, the resulting error between the two
sensors is due to GPS time synchronization and timestamp generation inaccuracy.
The results are also given in Table 3.2.

3.4.2.3 Measurement setup B

In addition to our trials with one RF antenna as described in Section 3.4.2.1, a second
set consisting of 50 measurements (21, 22,;) € Zp is recorded using one RF antenna
for each sensor. In this setup, both sensors are completely independent and do not
share any sort of hardware (see Fig. 3.7a) but are placed closely to each other.
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Interpolation factor # w [ns] o [ns] RMSE
meas [ns]

1 1521 -4.5 41.8 42

10 1561 -2.8 17.1 17.4

100 1504 -3.3 16.9 17.2

Table 3.2: TDOA errors for measurement setup A.

The RF antennas and sensors are separated by a distance of approximately 1 meter.
Depending on the position of the emitter, the signal propagation delay between the
antennas may vary. In free space, signals propagate at speed of light ¢ ~ 3% 10° m/s.
With a distance of 1 meter between the antennas, the delay may differ between 0 ns

and ~ 3.3 ns.

1 m
3%x108 m/s

3.4.2.4 Experimental Results B

Fig. 3.7 shows the results of this trial. Without signal interpolation, 596 messages are
decoded with a time difference between timestamps of u = 6.4597 ns and o = 50.0302
ns. By interpolating the signal by factor 10, 564 messages are decoded with p = 5.2447
ns and o = 26.9964 ns. With further interpolation, the timestamp generation accuracy
is given by p = 4.9967 ns and o = 25.8131 ns. The results are given in Table 3.3.

Interpolation factor # i [ns] o [ns] RMSE
meas [ns]

1 596 6.5 50 50

10 564 5.2 27 27.5

100 610 5.0 25.8 26.3

Table 3.3: TDOA errors for measurement setup B.
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Figure 3.7: (a) Measurement setup B, results with (b) no interpolation, (c) interpolation

by factor 10 and (d) interpolation by factor 100.
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3.4.3 Reduction of communication requirements

The possible reduction of communication bandwidth is shown using the example of
multilateration of ADS-B transponder signals investigated in this chapter. Common
RF receivers digitize the received signals using an ADC (analog-to-digital converter)
with a resolution of 14 bit. Since computers use multiples of 8 bits (1 byte) to store
data, each sample takes 16 bit of storage space. The Nyquist-Shannon sampling
theorem states that when digitizing a continuous-time into a discrete-time signal, a
sample rate of at least the double of the signals bandwidth is needed to represent the
signal without information loss. In the case of ADS-B, a sample rate of 2 MHz when
using complex valued samples is needed. One complex sample requires 4 bytes of
storage space (2 bytes for the real and 2 bytes for the imaginary part). Therefore, a
signal with a duration of one second has 2,000,000 x 4 bytes = 8,000,000 bytes. The
common TDOA estimation approach would have to transmit this amount of data
every second from each sensor to a reference node or data fusion center. If the signal
processing and a TOA estimation can be performed independently by each sensor
node, only a timestamp and the decoded message are transmitted. Each message
is either 56 or 112 bits (7 or 14 byte) long and a corresponding timestamp takes
additional 8 bytes.

During our experiments (see Chapter 4), the average value of correctly received mes-
sages per second over all sensor nodes during the observation interval of 30 minutes
was approximately 257. The data that needs to be transmitted by each sensor node (if
only long ADS-B frames are received) per second is 257 x (14 4 8) bytes = 5654 bytes.
Assuming TCP/IP as transmission protocols and that each message is sent directly
in a separate TCP packet (TCP/IP header 40 bytes), a transmission rate of 15,934
byte/s is needed. For a MTU of 1460 byte (maximum transmission unit, 1500 byte -
TCP/IP header), the standard approach requires 8,000,000 + (8’01?4%] x40 byte/s =
8,219,200 byte/s. Therefore, less than 0.2% of the bandwidth is needed when using

signal structure information compared to the common TDOA estimation.

Consider a scenario where received messages are perfectly aligned after each other
without pauses between them. Taking the ADS-B preamble duration into account,
15625 messages are received per second. The data to be transmitted including
TCP/IP overhead (one message per TCP packet, worst case only short ADS-B frames)
is 15625 x (7 + 8 + 40) byte/s = 859,375 bytes/s. In the considered case, less than
10.5% of the bandwidth is needed when using signal structure information compared
to the common TDOA estimation. In the worst case, messages could overlap. How-
ever the previous scenario is already highly improbable since ADS-B does not use a
channel access method.
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In the considered example, a reduction of the communication requirements by up to
99.8% is possible. Additionally, a decrease of the required processing power of the
data fusion center is achieved by processing the received signals directly at each sensor
node. Clearly, scenarios are imaginable with no reduction at all, in the worst case
even an increase. In this case, the TOA method should not be applied. But when
considering other scenarios (like the one investigated in Chapter 5 and 6), an even
higher reduction is possible, depending for example on the bandwidth and duration
of the observed signals.

3.4.4 Conclusion

The presented method allows precise TOA determination of ADS-B/Mode-S transpon-
der signals. The main advantage of this technique is that only a message ID consisting
of the messages bit string (112 bit for long ADS-B messages, see Section 3.2) and the
corresponding TOA timestamp need to be transmitted to a data fusion center. The
requirements on the communication channel between sensor nodes and a central pro-
cessing center could be drastically reduced.

The accuracy of TOA estimation was shown in two field experiments with different
experimental setups. It can be observed, that a good timestamping performance
could be achieved. The error values that were given include GPS synchronization
inaccuracy. The amount of error induced by the synchronization cannot easily be
determined.

Although this exact method could not be used for the field experiments described
in Chapter 4 due to technical sensor system reasons, it was used for field experi-
ments described in [KSRT12] to localize and track aircrafts and its validity could be
confirmed.
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CHAPTER IV

Wide Area Multilateration - Evaluation

In this chapter, field experiments for TDOA based wide area multilateration using
ADS-B/Mode-S transponder signals are described, the results are presented and dis-
cussed. This chapter is structured as follows. In Section 4.1, the employed sensor
system based on Radarcape nodes is described. The accuracy of the TOA estimation
process of the sensor network is evaluated. Experiments are described and the results
are evaluated with respect to the achieved TDOA measurement accuracy (Section
4.2). In Section 4.3, field experiments for the localization and tracking of aircrafts are
described and analyzed. A summary in given in Section 4.4.

4.1 Radarcape System Description

Field experiments for wide area multilateration were conducted using a sensor network
consisting of 10 Radarcape sensor nodes (Planevision Systems GmbH). The require-
ments on each sensor node were commercial off-the-shelf with short delivery time,
real-time signal processing and accurate timestamping of received ADS-B/Mode-S
messages. The sensors should have the possibility to store all received data on a stor-
age device but also to stream the data using a network connection. To achieve more
accurate timestamping, the standard Radarcape sensors (Planevision System GmbH)
were enhanced by GPS disciplined Oven Controlled Crystal Oscillators (OCXO).

The system architecture of the Radarcape sensor is given in Fig. 4.1. The main com-
ponent of each sensor node is a BeagleBone single board computer (SBC) which runs
a Linux operating system. The signal processing is done on a receiver/FPGA board
which is attached to the SBC. The algorithms used for signal processing, message de-
coding and timestamp calculation are closed source. A Trimble GPS receiver is used
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Figure 4.1: Radarcape System Architecture.

for the determination of the sensors position and time. The OCXO is disciplined
using the 1PPS signal (1 pulse per second) of the GPS receiver.

The front and back side of the Radarcape sensor are depicted in Fig. 4.2. To stream
the received data to a fusion center, the sensors can be connected to a network. The
data for this project was recorded using a local storage device attached to the front
USB port of the sensor. A software was developed by Fraunhofer FKIE to store the
decoded messages including the corresponding timestamps of the Radarcape along
with position and time information from the GPS receiver into separate files (see
Section 8.1). The timestamps are given in nanosecond resolution.

4.2 Timestamp Accuracy Evaluation

A key requirement for precise TOA/TDOA based geolocation is the accuracy of the
time synchronization/timestamps of the sensor nodes. A synchronization accuracy of
stationary sensors in the range of ~ 20ns is achievable using GPS. The accuracy of
the timestamps of the received signals depend on the synchronization of the sensor
nodes to a common reference (for example UTC) as well as on the accuracy of the
TOA determination for the received signals to the local sensor clock. This TOA/T-
DOA estimation strongly depends on signal parameters like the signal bandwidth, the
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Figure 4.2: Radarcape Sensor.

message duration and the signal-to-noise ratio (see Section 2.6). ADS-B messages are
well suited for TOA/TDOA estimation since the signal bandwidth is comparatively
high and the integration time with 56 or 112 us is long enough. The SNR naturally
decreases with higher distance between emitter and observer. However, a line of sight
condition can almost always be assumed. Additional factors in the signal processing
chain may degrade the TOA accuracy.

In this section, the accuracy of the message timestamping and the sensor clock syn-
chronization of the Radarcape system is experimentally determined. Since the time
of emission of the signals is unknown, this accuracy cannot be determined directly.
We thus use the fact that when placing multiple sensor nodes at the same location,
the TDOA 743 of received messages at sensor nodes a and b should be 0.

The expectation of the TDOA 7, p) is

E [T(ap] =0. (4.1)

Therefore, the error of the TDOA measurement process is directly given by the TDOA
measurement 7(q ) itself. This error also includes system dependent errors like the
time synchronization or errors induced by the signal processing chain. The magni-
tude of these additional errors cannot be determined, but the resulting error of the
TDOA measurement process gives the wanted overall system TDOA timestamping
performance.

The mean, standard deviation and RMSE are calculated according to Eq. (3.18),
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Figure 4.3: Block diagram for the timestamp accuracy evaluation.

(3.19) and (3.20) given in Section 3.4.2. To evaluate possible clock drifts, the mea-
surements are also evaluated over short periods of time I. C I or even only for one
measurement step i. Also, the standard deviations are calculated for each sensor
pairing (m) = (a, b) separately.

A block diagram representing the processing chain to experimentally determine the
TDOA measurement accuracy is given in Fig. 4.3.

4.2.1 Experimental Setup

To be able to determine the timestamp accuracy of the system, all 10 sensor nodes
were built up at the same position. The roof of a building at Fraunhofer FKIE was
chosen for the experiments due to good line of sight conditions in almost all directions
and to avoid multipath signal propagation effects.

The Radarcape sensors including GPS and 1090 MHz antennas were mounted on a
small trolley. The largest distance between two reception antennas is approximately 1
m (signal propagation time & 3.3 ns). The experimental setup is depicted in Fig. 4.4.
Before starting the data recording, all sensors were running for at least 30 minutes to
ensure good GPS positioning and timing information.

4.2.2 Results

Sensor 1 was chosen as reference sensor. A data set with a duration of 20 minutes
was extracted from the recorded data. For all messages that were received by the
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Figure 4.4: Experimental setup.

reference sensor, the corresponding messages received by all other sensors are searched.
Subtraction of the associated TOA timestamps yield the TDOA measurements and,
according to the experimental setup, the TDOA measurement error.

From the 20 minute data set, between 75589 (sensor pair (1,7)) and 98834 (sensor
pair (1,3)) TDOA measurements were evaluated. For each sensor pairing, the mean,
the standard deviation and the RMSE are determined. The results are given in Table
4.1. The first column of each sensor pair gives the corresponding values for all TDOA
measurements of the sensor pair. Since very few outliers with high TDOA errors
exist, outliers with TDOAs larger than 5000 ns were filtered. Less than 0.08 % of
the measurements were discarded in this way. The errors for the resulting TDOA
measurements are given in the second column for each sensor pair.

The error distributions for all sensors pairs are depicted in Fig. 4.5. For better
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readability, only TDOA measurements lying between —300 ns and 300 ns are shown.

Along with the received messages and timestamps, status data is recorded by the
Radarcape sensors. One information of this status data is the amount of time differ-
ence between the local sensor time and the 1PPS signal of the GPS receiver. This
information is given once per second and the value is given in multiples of 15 ns. Since
the Radarcape sensors used by Fraunhofer FKIE include an OCXO, which is much
more stable than the standard Radarcape oscillators, the status data never showed
a time deviation. This is due to the fact that the resolution of the time correction
status data is only 15 ns.

To analyze the data with respect to time synchronization or oscillator drifts, the
TDOA errors are plotted over time. A moving average filter is applied to the data.
The results are given in Fig. 4.6. The blue lines indicate the TDOA error over time
using a moving average filter with a duration of 1 s. The red lines show the TDOA
error using a moving average filter of 10 s. Time drifts in the range of 20 ns can
be observed. To get an idea of how much error is induced by the reference sensor,
all nine sensor pairings are compared in Fig. 4.7. Here, only the results of a 10 s
moving average filter are depicted. As can be observed, the different sensor pairings
show a noticeable mean difference of up to 100 ns. It can be assumed that this bias
is resulting from the time synchronization of the sensor nodes and is thus a system-
inherent error. The mean error compensated TDOA errors are depicted in Fig. 4.7

(b).

Estimating and compensating the usually unknown synchronization bias would give
better TOA measurement accuracy with respect to a reference time (in this case UTC)
and thus enable a more accurate emitter localization performance of the multilater-
ation system. The localization accuracy would also benefit from compensating the
much smaller amount of error induced by clock drifts. Both errors could be estimated
over multiple messages received from multiple targets in a data fusion/tracking step.
Nevertheless, the achieved TDOA measurement accuracy of the sensor network is
already very good and well suited for TOA/TDOA based emitter geolocation. The
mean errors (after discarding outliers) are lying between -60 ns and 9 ns with standard
deviations between 45 ns and 56 ns.

68



4.2 Timestamp Accuracy Evaluation

Sensor pair # u [ns] o [ns] RMSE
meas [ns]
(1,2) 76953 31 2130 2131
(1,2), no outliers 76899 9 50 51
(1,3) 98834 | -12 1240 | 1240
(1,3), no outliers 98816 -21 48 53
(1,4) 80015 | -22 2157 2157
(1,4), no outliers 79950 | -27 56 63
(1,5) 92773 | -49 1596 1597
(1,5), no outliers 92745 -60 45 75
(1,6) 78490 | 28 1945 1946
(1,6), no outliers 78455 9 52 53
(1,7) 75589 11 2307 2307
(1,7), no outliers 75526 -5 56 56
(1,8) 89154 -29 1462 1462
(1,8), no outliers 89127 -39 47 61
(1,9) 78444 | -59 2048 2049
(1,9), no outliers 78398 | -47 48 88
(1,10) 89339 | -33 1284 1284
(1,10), no outliers 89310 -42 47 63

Table 4.1: TDOA errors with and without filtered outliers.
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Figure 4.5: TDOA measurement error distribution.
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Figure 4.6: TDOA error over time using a moving average filter over 1 s (blue line) and 10
s (red line) of data.
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Figure 4.7: Comparison of TDOA error over time (moving average filter over 10 s of data).
(a) without and (b) with compensated mean error.

4.2.2.1 Annotation

For the described evaluation, all sensor nodes were placed approximately at the same
position. This yields a very similar or even identical GPS satellite view. With a
spatially distributed sensor network with long distances between the sensor nodes, the
time synchronization quality to UTC reference using GPS may somewhat degrade.

From the obtained TDOA measurement variance o2 ab)’ it is not possible to determine
the amount of error induced by each sensor node, see Eq. (3.17). Since the results of
all sensor pairings showed very similar error distributions, we assume that the TOA
variances for all sensors are of similar magnitude.

4.2.3 Conclusion and Comparison to the method presented in [SKR11]
Although our developed TOA estimation technique presented in Section 3.4 and
[SKR11] could not be used for the following field trials, the method was used in
[KSR'12] to localize aircrafts using a sensor network. The TDOA measurement ac-
curacy compared to the accuracy of the Radarcape system seems to be higher. Due to
technical reasons, the method could only be evaluated for a small number of ADS-B
messages whereas for the TDOA measurement accuracy of the Radarcape system, a
much larger number of messages was taken into account. The results indicate that
a RMSE of approximately 25 ns is achievable using our TOA estimation technique
with signal interpolation. The RMSE for the Radarcape system lies between 51 and
88 ns.
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4.3 Field Experiments for Aircraft Localization and Tracking

To evaluate the geolocation performance of the described multilateration system (Sec-
tion 4.1) based on TOA/TDOA measurements of ADS-B messages, field experiments
were conducted. In Section 4.3.1, the experimental setup is described. The employed
localization and tracking methods are described in Section 4.3.2. The results are given
in Section 4.3.3.

4.3.1 Setup

A network of 10 Radarcape sensor nodes was deployed in the area around Wacht-
berg, Bonn and Cologne. The center of the network was approximately in the area of
Wachtberg. The “reference sensor” was mounted on the roof of a building at Fraun-
hofer FKIE in Wachtberg. All other 9 sensors were built up in private homes of
Fraunhofer FKIE employees. The sensor positions are shown in Fig. 4.8. The largest
distance between two sensor nodes is nearly 60 km (sensor 3 - sensor 5).

The sensors were configured to record all received data telegrams which are sent by
aircrafts at a center frequency of 1090 MHz. This includes ADS-B as well as Mode-S
and Mode-A/C data. ADS-B messages are pre-checked for correct reception using
CRC (see Section 3.2). The complete data is saved on a USB storage device attached
to the sensor. Although a direct data transmission using for example a TCP/IP
Internet connection would have been possible, this feature was not used during this
campaign.

Data was recorded by the sensor network for the duration of one week, starting in
the evening of 29.10.2015 and ending on 05.11.2015. Unfortunately, due to technical
issues, one sensor node failed recording data after three days. From the whole recorded
data, two data sets were extracted for detailed evaluation. The first data set was
recorded on 30.10.2015 during 10:00 UTC to 12:00 UTC. Data set 2 is composed of
the data recorded on 29.10.2015 between 21:30 UTC and 22:30 UTC. A description
of the Radarcape data format and Fraunhofer FKIE meta data format can be found
in Section 8.1.

Depending on the site, each sensor did record between 3 and 20 GB of data. This is due
to mounting positions, line of sight conditions, antenna altitude, terrain profile and
shadowing effects from buildings. For example, one reception antenna was mounted
on the wall of a house. In this case, there are no line of sight conditions to aircrafts
flying on the other side of the house.
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Figure 4.8: Experimental setup. Sensor positions projected over satellite image.
(Map Data: ©GeoBasis-DE/BKG 2016).

Some of the Radarcape sensors could be installed inside the building with the GPS
and 1090 MHz reception antennas mounted on the roof. Other sensor nodes were
placed outside, thus being subject to much higher temperature differences. Although
the Radarcape sensors are equipped with OCXOs, an influence of the environmental
conditions on the timestamp accuracy can not be ruled out. The mounting positions
of the sensors are depicted in Fig. 4.9 and Fig. 4.10.
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(b)

Figure 4.9: Mounting position of (a) the reference sensor 1 and (b) sensor 9.
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(b)

(d)

Figure 4.10: Mounting positions of (a) sensor 6, (b) sensor 8, (c) sensor 3 and (d) sensor 5.
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4.3.2 Evaluation

From the whole data of each data set, one sensor node was chosen as reference sensor.
We chose the sensor which was installed at Fraunhofer FKIE site due to its good line
of sight conditions in all directions and for being located in the center area of the
sensor network.

For all message telegrams received by the reference sensor, corresponding messages
are searched in the data sets of all other sensor nodes. If at least 5 sensors did
receive the same signal, the aircrafts location is calculated. The position estimate is
determined in three steps. In the first step, a TDOA closed-form solution (described
in Section 2.8.1) is used to get a rough emitter position. This estimate is used as
initialization for a least squares algorithm (see Section 2.8). If multiple messages are
received from one aircraft, the resulting position estimates are then Kalman filtered.
The entire processing chain from the received signal to the resulting multilateration

track is depicted in Fig. 4.11.
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Figure 4.11: Processing chain from the received ADS-B messages to the MLAT track.

4.3.2.1 ADS-B Message Association
To reduce the processing time during the message association step, knowledge of the
sensor network’s geometry is used. The largest possible TDOA results if emitter and
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both sensors that are used for the TDOA measurement lie on one line. The maximum
possible TDOA is then given by

mazx Hpa _pb”
o = (e — B, (12)

where || - || denotes the Euclidian distance. This maximum possible TDOA remains
constant for all received messages, as long as a stationary sensor network is used.

The TOA of message i received by the reference sensor a is known and given by the
measurement 7,;. When looking for matching messages received by a sensor b, the
search can be reduced to messages with timestamps 73 ; lying between

~ max A A max

Ta,i — T(a,b) — Tnoise < Tb,i < Ta,i + T(a,b) + Thoise » (43)
where T,0ise denotes additional uncertainty which takes timestamp imprecision into
account.

The resulting processed data set includes the received messages with index ¢ and the
corresponding TOAs 7,,; for each sensor node n that received the message. In the
same step, the ADS-B information (ICAO address, position, altitude) is decoded from
the received message bit string as described in Section 3.2 and stored along with the
TOAs.

As already described, the choice of the reference sensor was made because of the good
signal reception conditions at the sensor location and also because the sensor lies in
the center of the sensor network. Thus, the probability of receiving the same messages
by as much other sensors as possible is high.

4.3.2.2 Position Estimation

If a message was received simultaneously by at least 5 sensor nodes, a corresponding
multilateration position estimate is calculated. The obtained data set (see Section
4.3.2.1) includes I received messages that can be used in this way. From the stored
TOAs, the TDOASs are given by

7A-(a,,b),i = 72&,1' - 'f'b,i . (44)

The position estimation is then performed based on a set of TDOAs in two steps. The
corresponding methods are described in Section 2.8. In the first step, the closed-form
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TDOA solution described in [GS08] is used to get an initial position estimate. For a
3D localization, this algorithm uses the 4 non-redundant TDOA measurements from
5 sensor nodes. For the sensor nodes 1 to 5, this TDOA measurement set would be

(F,2)5 7(1,3), T1,4)5 T(1,5))-

In the second step, a least squares cost function is optimized using Nelder/Mead
simplex optimization [NM65]. The initialization point for this cost function is the
position estimate obtained from the closed-form solution that uses only 5 sensors
nodes and the TDOA measurement set using a reference sensor. The cost function is
given by Eq. (2.55). We use the full TDOA measurement set according to Eq. (2.7).

The result of this optimization yields the position estimate for the aircraft. If multiple
messages from one aircraft were received, a Kalman filter is used to track this aircraft
along its flight path (see Section 8.2). The aircrafts ICAO address is used to assign
single position estimates to the corresponding tracks. When using ADS-B signals, the
ICAO address is included in all message formats. Therefore, it is always clear which
measurement corresponds to which track.

For TOA based geolocation with unknown time of signal emission ¢., the cost function
given in Eq. (2.57) is used.

4.3.2.3 Localization Accuracy Evaluation

To assess the localization accuracy of the multilateration system, the true aircrafts
location is needed to compare the position estimates to. For the results given in
Section 4.3.3, we mainly use the ADS-B position information transmitted by the
aircraft. As already mentioned, this information may be error prone and for some
examples, we show that the multilateration tracks differ from the ADS-B positions
(see Section 4.3.5). Thus, we also use track information obtained from a radar network
(Reference Tracking Radar Network, RTRN) with up to 30 radars (not available for
all aircrafts) for the error determination.

The localization error for each received message i € {1, ..., I} is given by
1% — x|, (4.5)
where X; denotes the position estimate and x; the ground truth obtained from ADS-B

or the RTRN. For the evaluation of the localization accuracy, the root mean square
error (RMSE) is used.

The RMSE is given by
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[[%i —x]2. (4.6)

Additionally, we define the signed difference Ad; where 6; is an estimate of the pa-
rameter 0 (for example the deviation in x-, y-, or z-direction separately) as

>

Ab; =0, — 0. (4.7)

The mean signed difference is then given by

1 ~

=1

Annotation: The altitude information sent by the aircraft using ADS-B or Mode-S
usually relies on an on-board barometric altitude measurement. This altitude how-
ever is not the true altitude of the aircraft over geoid. All calculations and position
estimations described in this report are done in a Cartesian or the WGS84 coordinate
system. Thus the MLAT altitude is always given over geoid. The true altitude of the
aircraft over geoid is unknown and thus the error evaluation will often show an offset
in z-direction (between barometric pressure altitude and altitude over geoid). This
offset may vary due to changing weather conditions. See also Section 3.3.

4.3.2.4 Discussion

For the results described in Section 4.3.3, only ADS-B telegrams including the aircrafts
position are evaluated. This is done since the ground truth used for the determination
of the TOA/TDOA estimation errors is given by the transmitted ADS-B positions.
The developed algorithms are applicable to all ADS-B message types (including for
example altitude or velocity messages). The used Kalman filter tracking relies on
the knowledge, which position estimate belongs to which aircraft. This measurement
assignment is based on the ICAO address included in all ADS-B telegrams. For Mode-
S and Mode-A/C messages, the localization algorithms remain the same. Only the
Kalman filter tracking step would need to be adapted since in a fully passive scenario,
the aircraft emitting Mode-S and Mode-A/C data is not known to the sensor network.
Thus, a tracking filter with measurement to track assignment would be used. In
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Section 4.3.5 we show that the ADS-B position information is not always reliable.
For those examples, track data generated by the RTRN is also used as ground truth.

The localization accuracy using TDOA or TOA is very similar. The data was evalu-
ated using both methods but no significant difference in position estimation precision
could be observed. Thus, mainly the results of TDOA based emitter geolocation are
presented in Section 4.3.3. A comparison of TDOA and TOA based localization for
the field experiments data is given in Section 4.3.6. Theoretical analysis based on
the Cramér-Rao Lower Bounds for both techniques (see Section 2.7) and the results
of earlier field experiments conducted by Fraunhofer FKIE and Cassidian [KSR™12]
also point towards this direction.

4.3.3 Results

Both data sets are evaluated using the techniques described in the previous sections.
Only to give an impression of the amount of aircrafts tracked during these time inter-
vals, the results of the evaluation of data set 1 using all measurements are depicted in
Fig. 4.12. The reference sensor is located in the origin of the coordinate system. In
this figure, single aircrafts and the corresponding tracking accuracies cannot be iden-
tified. However, it is shown that a MLAT network with 10 sensor nodes distributed
over an area of less than 50 x 50 km is able to detect, localize and track aircrafts in
an observation area of approximately 350 x 350 km.

The achieved tracking accuracy for data set 1 and data set 2 are given in Table 4.2
and Table 4.3, respectively. The results are given for four different parameter sets
(rows of the table). The maximum target distance (300 km or 100 km) is used to
only evaluate aircrafts that are closer than the max. target distance to the reference
sensor. Due to the curvature of the earth and signal transmission parameters like cen-
ter frequency and transmission power, ADS-B signals of aircrafts flying at = 35000 ft
cannot be received at distances somewhat larger than 300 km. Only localization re-
sults of messages that were received by the minimum number of sensors parameter (5
or 10) are used in the tracking evaluation. The parameter minimum messages/target
gives the number of messages of a single aircraft (identified by its ICAO address) that
are at least used in the tracking process.

The localization results of the MLAT tracks compared to the ADS-B position infor-
mation are given in the first column of the tables. The results using the RTRN as
ground truth for the RMSE calculation are given in the second column of each table.
Not for all aircrafts (identified by their ICAO address) corresponding RTRN tracks
could be found. Thus, the number of evaluated messages for the RMSE of the MLAT
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Figure 4.12: MLAT tracking results for data set 1.

tracks compared to the RTRN tracks is smaller than for ADS-B. Columns 3 to 5
give the mean difference of the tracks compared to the RTRN tracks in x-, y-, and
z-direction.

The error distribution for the MLAT track compared to ADS-B and the RTRN tracks
are depicted in Fig. 4.13. For better readability, outliers with errors larger than 4 km
are not shown. The difference between MLAT track and ADS-B shows a significant
bias. The results presented in Section 4.3.5 indicate that the ADS-B position informa-
tion sent by the aircrafts is often not very precise. Throughout this thesis, we assume
the RTRN accuracy to be higher than the ADS-B accuracy. This seems valid since
ADS-B in its currently deployed configuration is known to cause high inaccuracies
and is thus rarely used in critical airspace surveillance situations.

For both ground truths (ADS-B and RTRN), the altitude information is given as
barometric pressure (see Section 3.3), the MLAT tracks use altitude information over
geoid. This explains the distribution of the altitude difference around a mean value
other than 0. The error distribution figures for the other parameter sets and data set
2 are omitted, because no significant difference in the error distribution is observed.
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Max. Target Distance 300 km 300 km 100 km 100 km
Min. Number of Sensors 5 10 5 10
Min. Messages/Target 1 1 25 25
RMSE MLAT-ADS-B 2664 m 622 m 1537 m 584 m
Evaluated Messages 124830 4284 104764 4283
RMSE MLAT-RTRN 789 m 262 m 702 m 273 m
Evaluated Messages 57427 1653 48044 1209
ptz MLAT-RTRN | 54m | -13 m 30 m | -33m
pt5 MLAT-RTRN | 134m | 13m 59 m | 8m
piz MLAT-RTRN | 229m | -375m -253m | -383m

Table 4.2: Kalman filter multilateration track accuracy for data set 1.

When evaluating only messages that were received by all 10 sensor nodes, the RMSE

compared to the RTRN tracks is in the range between 205 m and 273 m. Compared

to the usual travel speed of aircrafts (around 850km/h ~ 236 m/s), this error is of

the same magnitude than the distance the aircraft travels in 1 second.

Even for messages that were only received by 5 sensors, the RMSE is below 850 m,

which is comparable to the distance the aircrafts travels in 3.5 seconds.

The difference in the altitude bias between data set 1 and data set 2 is probably due

to changed weather/air pressure conditions. Data set 2 was recorded in the evening

around 12 hours before data set 1.
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Max. Target Distance 300 km 300 km 100 km 100 km
Min. Number of Sensors 5 10 5 10
Min. Messages/Target 1 1 25 25
RMSE MLAT-ADS-B 1625 m 398 m 874 m 399 m
Evaluated Messages 53634 2155 35194 2155
RMSE MLAT-RTRN 815 m 205 m 418 m 205 m
Evaluated Messages 19634 858 13707 832

ptz MLAT-RTRN | 70m 16 m | 18 m | 15m
iy MLAT-RTRN | 120 m 24 m | 90 m | 24m
s MLAT-RTRN | -189 m -280 m | -172 m | -283 m

Table 4.3: Kalman filter multilateration track accuracy for data set 2.
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Figure 4.13: Kalman filtered MLAT track localization error distribution for data set 1: (a)
MLAT compared to ADS-B, (b) MLAT compared to RTRN. Altitude difference between (c)
MLAT and ADS-B (d) MLAT and RTRN. 300 km maximum distance between reference
sensor and localization results, minimum 5 sensors used for position estimation, minimum 1
message/target. Outliers > 4 km are not shown.
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4.3.4 Tracking of aircrafts flying at constant high altitudes

To show the tracking accuracy for aircrafts flying parallel to the sensor plane at
high altitudes, the first 30 minutes of data set 2 are evaluated. Only MLAT tracks of
aircrafts flying above 9000 m with at least 500 processed measurements are considered.
To give a more readable image of the tracks, only aircrafts are used that have a
maximum distance to the reference sensor in y-direction of 50 km giving a 100 km
wide corridor in y-direction around the reference sensor. 8 aircrafts match these
parameters resulting in 8608 processed messages. The results are depicted in Fig.
4.14. The sensor nodes are given as red “x”. Fig. 4.14 (a) gives the horizontal view of
the scenario, Fig. 4.14 (b) the altitude view, respectively. The RMSE of the tracking
results using the RTRN as ground truth reference is depicted in Fig. 4.14 (c). The
difference between MLAT and the RTRN altitude information is shown in Fig. 4.14

(d).

The numerical results are given in Table 4.4. The high mean difference between MLAT
and RTRN tracks in z-direction again results from the difference between barometric
pressure altitude and altitude over geoid.

Max. Target Distance 300 km
Min. Number of Sensors 5

Min. Messages/Target 1

Min. Altitude 9000 m
RMSE MLAT-ADS-B 586 m
Evaluated Messages 8608
RMSE MLAT-RTRN 344 m
Evaluated Messages 3033
1z MLAT-RTRN | -67m
g MLAT-RTRN | 20m
ftz MLAT-RTRN | -354 m

Table 4.4: Kalman filter multilateration track accuracy for aircrafts flying at constant high
altitudes (first 30 minutes of data set 2).

As can be seen, the overall tracking accuracy is very precise. The altitude estimation
degrades with higher distances to the sensor network. The best accuracy is achieved
when aircrafts are flying in a parallel plane directly above the sensor network. This is
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not unexpected, since the performance of TOA/TDOA based geolocation decreases
outside the sensor networks geometry and the measurement errors induce much higher
localization uncertainty at high distances. It was already observed in our previous
work [KSR112], that the altitude of aircrafts flying at a constant height parallel to
the sensor plane can be tracked with high accuracy.
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Figure 4.14: Kalman filtered MLAT track localization results (a) horizontal (b) altitude
and the corresponding (¢) RMSE and (d) altitude difference between MLAT and RTRN.
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4.3.4.1 Comparison to the CRLB

To show the coverage and the corresponding achievable accuracy, the CRLB is plotted
for the same area as was analyzed in the previous section. A TDOA measurement
standard deviation of o7, , = 19m (approximately 63ns in time domain) for all
sensor pairings (a,b) is used to calculate the CRLB on emitter localization accuracy
according to Section 2.7.2. The bound is evaluated for a fixed altitude of 10 km.
The results are given in Fig. 4.15. The sensor positions are marked by white x
symbols. The localization standard deviation is given by a color distribution. It can
be observed, that a very high accuracy is expected right above the sensor network.
Even at distances of 100 km and more to the reference sensor in the origin of the
coordinate system, a good position estimation performance is expected.
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Figure 4.15: CRLB for the area of interest at 10 km altitude. Sensor positions are given by
white x.

For the above calculation of the CRLB for the area of interest, it is assumed that
all sensor nodes receive the signal. Therefore, all nodes are used in the localization
process. Since this is usually not the case, a trajectory of an aircraft flying at a high
altitude was selected from the data set and the localization performance of the sensor
network is compared to the CRLB. The selected trajectory is depicted in Fig. 4.16.
The aircraft is first observed in the south east and travels in north west direction. For
each observation, namely each time, the sensor network received an ADS-B message
of the aircraft at five or more sensors, a localization estimate is calculated as described
in Section 4.3.2.2. The CRLB is calculated using the corresponding positions given
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Figure 4.16: Trajectory used for the comparison of localization results and CRLB.

by the RTRN data set as ground truth. Only the sensor nodes, that received the
signals are used for the calculation of the bound.

The localization accuracy of the sensor networks position estimates is compared to
the CRLB. Fig. 4.17 shows this comparison. The localization errors are compared
to the CRLB separately in x-, y-, z-direction and as 3D error. It can be observed,
that the highest deviation between real data and CRLB is in z-direction. As already
stated in the previous sections, this is probably due to the offset between the ground
truth altitude given in barometric pressure (most likely QNE, see Section 3.3) and the
sensor networks altitude information in WGS84. The localization results that are used
here are taken individually and are not smoothed by using the Kalman filter, since
the employed CRLB on TDOA based emitter localization applies to single position
estimates only.

Additionally, a Monte-Carlo simulation was carried out for the same scenario. The
true emitter positions obtained from the RTRN data set are used to calculate the

true TOA values. To those values, zero-mean Gaussian noise with standard deviation
2

O, = UT(%Z’), Vn € N was added, where the TDOA standard deviation was set to

Oriany = 19m as in the previous CRLB analysis. The RMSE of 2000 Monte-Carlo

runs for each emitter position is calculated and compared to the corresponding CRLB

value. The results are depicted in Fig. 4.18. The same emitter localization algorithm

as for the evaluation of the field experiments data was used. It can be observed, that

the algorithm reaches the CRLB for the selected aircraft trajectory.
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Figure 4.17: Results of the comparison of localization results and CRLB for the selected
trajectory.
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Figure 4.18: Results of 2000 Monte-Carlo runs compared to the CRLB.
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4.3.5 Examples of aircrafts sending faulty ADS-B information

During the evaluation of the data sets, some multilateration tracks with noticeable lo-
calization bias were found. In this section, examples of aircrafts sending wrong ADS-B
position information are given. To verify if the ADS-B or the calculated multilater-
ation track is wrong, the localization results are compared to track data recorded
by the RTRN. One example was chosen from each data set to give an impression
of imprecise ADS-B position information. Furthermore, during the evaluation of the
collected data sets, an aircraft attracted attention because all transmitted ADS-B
positions were off by more than 100 km and were not even resulting in a connected
or plausible track of any kind.

The ADS-B position errors of both example tracks seem to result from erroneous
INS/GPS data since both tracks have noticeable errors during maneuvers. The em-
ployed ADS-B transponders are probably not connected directly to a GPS receiver
but gain their position information from a flight computer which incorporates GPS
and other INS navigation sensors into one location information.

4.3.5.1 Example 1

The first example shows an aircraft of the type Fokker F70 flying north of the sensor
network, see Fig. 4.19 (a). The aircraft starts at Cologne-Bonn Airport (CGN)
and flies in north-western direction. The plane is observed for a duration of 687
s and the corresponding RTRN track has a length of approximately 107 km. The
zoomed area depicted in Fig. 4.19 (b) shows the deviation of the position information
transmitted using ADS-B (blue line) compared to the RTRN (black dotted line) and
to the MLAT (magenta line) tracks. The same tracks are depicted in Fig. 4.20 plotted
in a georeferenced map. The aircraft is first observed after leaving the runway of the
airport CGN in southern direction.

For the multilateration track (MLAT), the geolocation of the aircraft was determined
for 528 received ADS-B messages. The resulting 528 TDOA based localization results
were given as input to the Kalman filter. The RMSE of the MLAT track compared
to the ADS-B track is 2153 m. It is very probable, that the ADS-B information is
imprecise since the RTRN and MLAT tracks are very similar. The RMSE of the
MLAT track compared to the RTRN track is 133 m. The 528 messages are received
by an average of 6.2 sensors.

The error distributions are given in Fig. 4.21. Fig. 4.21 (a) depicts the error dis-
tribution of the multilateration localization results compared to the ADS-B position
information. Fig. 4.21 (b) gives the error distribution of the multilateration results
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Figure 4.19: Example 1. Aircraft starting at CGN and flying in north-western direction.

compared to the corresponding RTRN track. A good multilateration localization ac-
curacy can be observed whereas the ADS-B position information shows a large error,
especially during the maneuver of the aircraft.
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Figure 4.20: Example 1. Aircraft departing at CGN projected over satellite image.
(Map Data: ©GeoBasis-DE/BKG 2016).
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Figure 4.21: Error distribution of Example 1: (a) MLAT compared to ADS-B (b) MLAT
compared to RTRN.
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4.3.5.2 Example 2

The second example was chosen from data set 2 (29.10.2015 21:30-22:30 UTC). A total
of 247 ADS-B messages were received from a Boeing 757 aircraft. For each received
telegram, the position is estimated based on TDOA. The MLAT track results from
Kalman filtering those 247 localization results.

The aircraft is first observed at a distance of more than 100 km in the north east of
the sensor network. It is then tracked until approximately 3 km before landing at
CGN. The observation duration is 920 s and the length of the corresponding RTRN
track is approximately 133 km. The whole track and an enlarged sector are depicted
in Fig. 4.22. A constant bias between RTRN/MLAT and the ADS-B track can be
observed. The RMSE of the MLAT track compared to the ADS-B positions is 1315
m. The RMSE of the MLAT track compared to the RTRN track is 514 m. The same
sector as given in Fig. 4.22 (b) is plotted in a georeferenced map to show the aircraft
approaching the runway of the airport CGN.
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Figure 4.22: Example 2. Aircraft landing at CGN.

Due to the sensor network being located far in the south-east of the airport CGN,
at very low altitudes, the ASD-B messages are not received by enough sensors to
calculate a TDOA localization result for ground located aircrafts at the airport CGN.
The higher localization error of this example compared to Example 1 is partly caused
by less sensors receiving the messages and by the sensor to emitter geometry. For
Example 1, the average number of sensors used for the TDOA localization is 6.2.
For Example 2, on average, only measurements from 5.2 sensors are used for the

94



4.3 Field Experiments for Aircraft Localization and Tracking

position estimation. This is caused by inferior line of sight conditions. The TDOA
based geolocation estimation accuracy naturally decreases with less measurements. A
better sensor network placement around the airport would allow for a tracking of the
aircraft until touch-down with much higher accuracy than the one achieved for this
example.

The localization error distribution compared to ADS-B is given in Fig. 4.23 (a). The
error distribution compared to the RTRN tracks is depicted in Fig. 4.23 (b).
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Figure 4.23: Error distribution of Example 2: (a) MLAT compared to ADS-B (b) MLAT
compared to RTRN.
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Figure 4.24: Example 2. Aircraft landing at CGN projected over satellite image.
(Map Data: ©GeoBasis-DE/BKG 2016).
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4.3.6 Comparison of TDOA and TOA based localization

As already stated in Section 2.7, the localization accuracy using TDOA and TOA
should be very similar. Our results in [KSR112] also tended towards this direction
with a slightly worse precision of the used TOA estimator. In this section, the single
localization results w.r.t. to the ADS-B position information (without applying a
tracking filter) using TDOA and TOA localization are compared. The estimators are
described in Section 4.3.2.2 and are initialized using the same position obtained by
applying a closed form TDOA solution.

Data set 1 (as described in Section 4.3.1) is evaluated. Only localization results
were selected where the results of both methods meet the filter parameters (like
the maximum distance of the position estimate to the reference sensor), thus only
considering localization results that are plausible for both methods. In this case, we
only analyzed localization results that use the same parameters as the data given in
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Figure 4.25: Error distribution of (a) TDOA and (b) TOA localization cut at 4 km. Error
distribution of (c) TDOA and (d) TOA localization using only estimates where the error of
TDOA and TOA differ by more than 10 m.
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All data TDOA-TOA TDOA-TOA
<10m >10m
Evaluated Messages | 123078 | 122428 | 650
RMSE TDOA-ADS-B || 2687 m | 2470 m | 14775 m
RMSE TOA-ADS-B | 3622 m | 2470 m | 36535 m

Table 4.5: Comparison of TDOA and TOA based localization using the field experiments
data set 1.

the first result column of Table 4.2. The maximum target distance was set to 300 km,
the minimum number of sensors used for a localization estimate was set to 5 and the
minimum messages per target were set to 1. The error of the estimates is calculated
w.r.t. the transmitted ADS-B position information. Results where the error of both
methods differ by more than 10 m are examined in detail.

Fig. 4.25 shows the error distributions. The distribution for all evaluated position
estimates is given in Fig. 4.25a and 4.25b. Errors larger than 4 km are not displayed.
The error distribution of the position estimates where TDOA and TOA differ by more
than 10 m are given in Fig. 4.25c and 4.25d. The results look very similar with some
few larger outliers of the TOA estimator.
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Figure 4.26: Emitter positions of localization results where TDOA and TOA localizer differ
by more than 10 m.

98



4.3 Field Experiments for Aircraft Localization and Tracking

The RMSE errors for all position estimates, only the position estimates for TDOA/
TOA difference less than 10 m and the localization results for TDOA/TOA difference
larger than 10 m are given in Table 4.5. Less than 0.53 % of the TDOA and TOA lo-
calization differ by more than 10 m. For those outliers, the performance of the TDOA
estimator with a RMSE of 14775 m is better than of the TOA estimator with 36535
m. However, this small number of outliers significantly downgrades the performance
of the TOA estimator. This might give a false impression and possibly TOA might
outperform TDOA in other scenarios with different sensor-emitter-geometries.

The position distribution of those outliers is depicted in Fig. 4.26. As was assumed by
[SHM10,Kaul2] the difference in localization accuracy of TDOA and TOA estimators
is probably due to different nonlinearities of the interpretation of TDOA and TOA
measurements. Clusters of emitter positions that show this behavior can for example
be observed in the west of the sensor network. But this may also be due to flight
corridors, since the aircrafts are not distributed uniformly over the area of interest.
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4.4 Summary

In this chapter, the evaluation of a multilateration data set was presented. The data
was collected during a period of one week (29.10.2015 - 05.11.2015) using a sensor
network with 10 sensor nodes distributed over an area of approximately 50 x 50 km.
Data from aircrafts sending ADS-B, Mode-S and Mode-A/C messages (operating at
a center frequency of 1090 MHz) was collected.

First, an experimental analysis concerning the time synchronization and TOA times-
tamping accuracy for received ADS-B messages was presented in Section 4.2. The
accuracy of the resulting TDOA measurements was in the range of 51 ns to 88ns
which is well suited for multilateration (MLAT) based emitter geolocation.

In Section 4.3, the experimental setup of the data collection as well as the evaluation
of the data were given. The results with respect to the position estimation of the
aircrafts sending ADS-B messages were presented in Section 4.3.3. These position
estimates were obtained by applying TDOA based localization methods to messages
received by multiple sensor nodes. The resulting position estimates were merged
to a track using a Kalman filter. The obtained tracks were compared to the ADS-
B position information transmitted by the aircrafts as well as to track data from a
Reference Tracking Radar Network (RTRN) with up to 30 radars. A good localization
performance of the multilateration sensor network was observed.

The reliability of the transmitted ADS-B position information however is questionable.
For two selected examples, it was shown that the MLAT tracks were much more
accurate compared to the RTRN tracks than the ADS-B (see Section 4.3.5).

The feasibility to track aircrafts based on TDOA measurements obtained by a sensor
network (5 to 10 sensor nodes) from received ADS-B (Mode-S, Mode-A/C) data was
shown. Using a sensor network distributed over an area of less than 50 x 50 km, an
area of approximately 350 x 350 km could be observed with high localization accuracy.
Using a sensor network with multilateration capability gives very promising results
for complementary airspace surveillance.

The examples of aircrafts sending faulty ADS-B position information presented in Sec-
tion 4.3.5.1 and Section 4.3.5.2 indicate that ADS-B in its currently deployed stage is
not reliable enough to allow for example a safe airport approach under poor weather
conditions or airspace separation in very densely used airspaces without additional in-
formation from PSR/SSR. Multilateration can fill this surveillance gap making use of
the signals sent by aircrafts and giving reliable localization and tracking results which
can help improving airspace surveillance in combination with the already existing
systems like primary and secondary surveillance radars and ADS-B.
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In Section 4.3.6, the localization accuracy using TDOA and TOA measurements is
compared based on data set 1 of the field experiments. The position estimation error
only differs by more than 10 meters in less than 0.53 % of the results. For this
small number of outliers, TDOA seems to outperform TOA which also results in a
higher RMSE over all results. However, this may give a false impression, since a
small number of outliers downgrades the otherwise very similar performance of both
estimators.

Future work should/could include the following topics. The field experiments concern-
ing the timestamping and synchronization accuracy of the sensor network revealed
only small errors. However, with further distance of the target to the sensor network,
even small measurement errors have high impact on the precision of the localization
estimate. Estimating and compensating clock drifts and clock biases of the sensors
along with the emitter positions in a data fusion step would allow for even more ac-
curate aircraft tracking.

Including Mode-S and Mode-A/C messages into the localization and tracking would
give more position estimates which should result in even more precise MLAT tracks.
Since the 1090 MHz data transmission does not use any channel access method, mes-
sages are not received correctly or fully due to overlaps. It is very unlikely, that the
same message is incorrectly received at each sensor node. Thus, those partially re-
ceived messages still carry information and can be used in the localization step once
they are assigned to the corresponding fully received data from other sensors.

A safe airport approach could be realized using a MLAT sensor network with only a
few sensor nodes. When placed at suitable positions near the airport, the received
data can not only be used to calculate a MLAT track independent of the transmitted
ADS-B position but already two sensor nodes may suffice to verify the plausibility of
the transmitted ADS-B position which is an important information for the operator.

101






CHAPTER V

(Direct) Localization using a single moving sensor

The localization techniques presented in this chapter and the corresponding evaluation
given in Chapter 6 are based on [Stel5, SO15] (© 2015 IEEE and [SO16]. In the
following, the introduced approaches are referred to as single sensor signal structure
TDOA (S*TDOA) localization.

5.1 Motivation

Passive emitter localization is a fundamental task encountered in various fields like
wireless communication, radar, sonar, seismology, and radio astronomy. An airborne
sensor platform is the preferable solution in many applications. The sensor is typically
mounted e.g. on an aircraft, a helicopter, or an unmanned aerial vehicle (UAV).
Airborne sensors provide in comparison to ground located sensors a far-ranging signal
acquisition because of the extended radio horizon. Mostly for localization issues,
sensors are installed under the fuselage or in the wings of the airborne sensor platform.
In case of hard payload restrictions only compact sensors which preferably use only
one small antenna come into consideration.

Passive emitter localization using a sensor consisting only of a single channel re-
ceiver and an omni-directional antenna may thus be of significant advantage when
using small and light weight observer platforms. A TOA/TDOA based localization
approach that makes use of specific knowledge of signal repetition intervals, encoun-
tered for example in mobile communication or radar systems, allows passive emitter
localization using an omni-directional antenna and single-channel sensor hardware.
Constraints concerning the emitted signal itself and a precise time synchronization or
stable local clock of the observer need to be taken into account.
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The current trend in emitter localization tends towards small UAV carried sensor
systems that act the most covertly possible. Thus, wideband communication between
observer platforms and ground control stations can be considered to be a significant
strategic risk. In many military applications, knowledge of infrastructure locations
like mobile communication base stations or radar systems is of great benefit. Using
small platforms and reducing the amount of own signal emission makes reconnais-
sance flights harder to detect and can offer this strategic advantage. The presented
localization schemes only require a narrowband communication channel to transmit
the localization estimates to a GCS (Ground Control Station) or an operator. If the
methods are used in a sensor network, SYTDOA can be used as a TOA estimator and
only the observer’s position and the corresponding TOA obtained by S*TDOA have
to be transmitted.

Aspects of the two-dimensional and three-dimensional localization problem exam-
ined in the literature include numerous estimation algorithms, estimation accuracy,
and target observability [Tor84,Bec01]. Typical localization systems of interest obtain
measurements like direction of arrival (DOA), frequency difference of arrival (FDOA),
time difference of arrival (TDOA) or combinations of the aforementioned measure-
ments [KMK10].

Commonly, the desired source locations are determined in multiple steps: the signal
processing step where the sensor data is computed from the raw signal data, and
the sensor data fusion step where the localization and tracking task is performed.
Alternatively, direct position determination (DPD) approaches have been proposed
to compute the desired target parameters in a single step based on the raw signal
data without explicitly computing intermediate measurements like DOA, FDOA, and
TDOA [WAO06, Wei04]. It has been shown that this kind of data processing offers a
superior performance in scenarios with weak or closely-spaced sources but requires
a higher computational burden in comparison to the standard multi-step process-
ing. For example for TDOA based localization, a direct approach based on the raw
signal data has been proposed in [WA06, AW09], and a standard approach based
on TDOA/FDOA measurements has been proposed in [Ste81, Tor84], respectively.
In [PF14], a localization approach based on the complex ambiguity function (CAF)
has been introduced which turned out to be a compromise between localization per-
formance and computational burden. Analysis of emitter localization using a single
moving observer based on frequency measurements with context knowledge has been
introduced in [Fow01]. The results show the advantage of using a priori knowledge
concerning the emitter’s altitude (either known or using a terrain model) on the
performance of a localization system. In [Bec92], a method for single platform ge-
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Figure 5.1: Comparison of non-direct and direct S*TDOA approach. © 2015 IEEE.

olocation using joint Doppler and AOA measurements is proposed. The combination
of these heterogeneous measurements can allow more accurate position estimation.
More recently, research on the single receiver TOA/TDOA based localization using
the periodicity of emitted signals has attracted attention. In [TBW14], the single
observer geolocation dealing with oscillator instability is investigated. Experimental
results using a moving observer and Kalman filters for the estimation of the local
oscillator drift can be found in [MQT15, QMT15].

A DPD approach for a moving antenna array sensor was proposed in [ON10, Ois09].
Furthermore in [Stel5], we introduced a single element TDOA localization approach
using just a single omni-directional antenna (Fig. 5.1a). Commonly, single-element
approaches using a single directional antenna take the directions in which local max-
imum power is received to be the DOA estimates [SG93]. Since directional antennas
cannot simultaneously scan in all directions, some transient signals can escape de-
tection and fluctuations of the source signal strength and polarization during the
sequential lobing process may have a significant impact on the DOA accuracy. How-
ever, these problems are circumvented by the technique proposed in [Stel5] which is
applicable when information about the signal structure is known a priori (e.g. commu-
nication and radar emitters). The method does not require knowledge of the contents
of the emitted signal. The information that is needed, is that the emitter sends mes-
sage bursts at a known repetition frequency. For the example of GSM signals, the
emitter sends data of a duration of ~ 546.46 us followed by a pause of = 30.46 us.
The knowledge of this repeated pattern of signal transmissions and pauses is used for
the single sensor signal structure TDOA approach. In this chapter, we assume the
transmission on/off structure to be known but never assume the transmitted signal
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itself to be known to the estimator during the simulations and real data evaluation.

In [SO15], the single-element TDOA localization approach is extended by the key-
idea of direct emitter localization. For an airborne scenario with a single stationary
source, we introduce a novel direct localization approach based on the cross correlation
function (CCF). Our simulation and experimental measurement results demonstrate
that the proposed approach considerably outperforms the standard single-element
localization approach. This approach is named as direct S*TDOA abbreviated with
DS*TDOA (Fig. 5.1b).

The block diagram given in Fig. 5.1 depicts the different approaches in the measure-
ment /localization steps. For the non-direct S*TDOA method, the signal received at
each observation step is correlated with the reference signal. The maximum of this
correlation yields the TOA of the signal. By differentiating TOAs of two observa-
tion steps, a TDOA measurement is obtained (first step: measurement step). These
TDOA measurements are used in the localization step (2nd step). The direct method
DS*TDOA omits the TDOA estimation step and the correlation functions are input
to the localization algorithm (Direct Position Determination, single step localization).

This chapter is based on the work presented in [SO15] where two slightly different
(D)S*TDOA are described. The newly introduced methods are called (D)S*TDOA*
and do not rely on the explicit representation of the signal structure using a refer-
ence signal. All four (D)S4TDOA<*) approaches are compared using the Cramér-Rao
Lower Bound CRLB and Monte-Carlo simulations. The results were also published

in [SO16].

This section is organized as follows: In Section 5.2, the considered localization prob-
lem is stated which is a special case of the localization problem described in Chapter
2. The employed Cramér-Rao Lower Bounds on TDOA estimation and on TDOA
based emitter localization are referred in Section 5.3. In Section 5.4, we briefly review
the S*TDOA localization approach based on the CAF [Stel5] as well as the direct ver-
sion DS*TDOA [SO15] and introduce the two novel (D)S*TDOA* approaches [SO16].
Monte-Carlo simulations and the comparison to the Cramér-Rao Lower Bound are
shown in Section 6.1. Simulation results for a real data scenario comparing S*TDOA
and DS*TDOA approaches are presented in Section 6.2. In Section 6.3, the experi-
mental measurement results proof the concept. Finally, the concept of (D)S4TDOA(*)
is compared to classic localization techniques (Section 6.4) and conclusions are given
in Section 6.5.

The following notations are used throughout this chapter: f[k] is a discrete version of
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the function f(t), f*[k] is the conjugate complex of the function f[k], f("[k] denotes
the sampled version of f(t —7) and (-)T denotes transpose.

5.2 Problem Formulation

We consider an omni-directional antenna sensor mounted on an airborne platform
moving along an arbitrary but known sensor path observing a single stationary,
ground-located source at position x. The target emits a coherent signal s(¢) which
is built up by times, where information is transmitted and pause intervals between
those transmissions. The duration of each transmission and each pause intervals is
assumed to be constant and known. For example in the case of a communication
signals, the information is sent as bursts during the transmission time and the pause
times are guard periods between consecutive bursts. The exact modulation method or
the content of the transmission bursts doesn’t need to be known as long as a certain
level of signal-to-noise ratio results from the transmission.

A special case of the localization problem stated in Section 2.3 is investigated in this
chapter. Since only one moving sensor node is considered that acquires measurements
over time at different locations, only the index n is used for measurements at different
locations and time steps. A slightly different notation is required for the method
description, therefore the problem is described in its totality and changes compared
to the localization problem in Section 2.3 are described. For example, the local sensor
clock at the beginning of each signal acquisition is necessary to be known indepen-
dently of the TOA of the signal. This demands for a slightly enhanced notation as is
usually used for TOA/TDOA based localization.

During the movement, the sensor collects N signal data batches. The n-th received
signal at some measurement point reads

Zn(t) = an s(t — ten — tn) exp(junt) + wn(t), (5.1)

where a, denotes a path attenuation factor, e, denotes the unknown signal emission
time of the n-th received signal, t,, denotes the time difference between signal emission
and signal acquisition, v, is the signal Doppler shift induced by the movement of the
own sensor platform, and w, denotes some additional receiver noise, n = 1,..., N.
The transmitted signal s(¢) and the received signals z,(t) are assumed to be complex
base-band signals.

In practice, the sensor collects data samples from the received signal. In the considered
scenario, the sampling rate is assumed to be high enough that the sensor location p,
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5 (Direct) Localization using a single moving sensor

is approximately constant for each collected data batch (Fig. 5.2). Then, ¢, and v,
are given by

o — 192001 652)
_ Ve Apa(x) fo
) = Al e (5:3)

respectively, where Ap,(x) = x — p, denotes the relative vector between sensor and
source, v, is the sensor velocity vector, ¢ is the signal propagation speed, and fy is
the center frequency of the emitted signal.

Considering the time-discrete version of the received signal in (5.1), the k-th data
sample of the n-th data batch is given by

znlk] = an s(kD — clky, — ) exp(junkd) + wi[k], (5.4)

where A is the sample interval, clk,, is the known sensor clock of the n-th measure-
ment, T, is the signal time of arrival relative to the sensor clock. Please note that
clky, + 7 = te,n + tn holds. The additional receiver noise w, is assumed to be tem-
porally uncorrelated and zero-mean Gaussian. When investigating this special case
of TDOA based localization, the local sensor clock at the beginning of each signal
acquisition is of high importance to the method and is taken into account in the mea-
surement functions separately. The TOA in this and the following chapter therefore

n-th batch
sensor path

Figure 5.2: Three-dimensional localization scenario. © 2015 IEEE.

108



5.3 Cramér-Rao Lower Bound

refers to the signal time of arrival relative to this sensor clock instead of the absolute
time of arrival.

For the single sensor TDOA estimation, a reference signal §[k] is used which char-
acterizes the repetition pattern of the transmitted signal. For the ideal case, the
emitted signal would be known and thus §[k] = s[k]. Since usually, the emitted signal
is unknown for almost all applications, the reference signal we employ throughout
this paper only characterizes the transmission on/off pattern of the emitted signal,
which basically results in a comparison of the amplitudes of the received signal with
the reference signal. If the emitted signal were known, much better localization per-
formance could be achieved. Throughout this paper, we assume the transmission and
guard interval periods to be known. The method doesn’t require knowledge of the
contents of the emitted signal and we never assume the signal to be known during the
simulations or real data evaluation (where in fact, we don’t know the emitted signal).

Finally, the localization problem is stated as follows: Estimate the source location x
from the received signal data batches z, = (zn[1], ..., zo[K])T, n =1,..., N.

5.3 Cramér-Rao Lower Bound

In the following, we state which Cramér-Rao Lower Bounds are used for the TDOA
estimation as well as for the localization problem with respect to the investigated
scenario.

CRLB on TDOA Estimation

In Section 2.6, bounds on TDOA estimation were described. For the evaluation of
the investigated (D)S*TDOA* methods, the bound presented in Section 2.6.2 based
on [YA11] is used as measurement variance in the calculation of the CRLB on emitter
localization.

CRLB on Emitter Localization

The CRLB on emitter localization was presented in Section 2.7. The localization
approaches analyzed in this chapter use TDOA measurements that are spatially and
temporally uncorrelated. Thus, addition of the Fisher Information of different mea-
surement steps is possible. The bound that applies to this scenario is given in Section
2.7.1. The scenario described in Section 6.3.3 uses the full measurement set over all
observation steps. Therefore, the bound given in Section 2.7.2 with the adaption to
a 3-dimensional scenario with known emitter altitude is applied.
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5 (Direct) Localization using a single moving sensor

5.4 Localization Approaches

In this section, approaches for the stated localization problem are presented i.e. the
localization of a source with periodic coherent emission using a single moving sensor.
Four measurement approaches for the single observer scenario are considered.

Firstly, an approach S*TDOA based on TOA measurements is presented (Section
5.4.1). Then, a derivation of this method called DS*TDOA based on the CCF and
direct position determination is presented in Section 5.4.2. For both methods, ap-
proaches without the use of a representation of the reference signal §[k] are introduced
in Section 5.4.4. Those methods are called S*TDOA* and DS*TDOA* respectively.
For the sake of simplicity, only TOA/TDOA measurements are considered in follow-
ing and the Doppler is neglected. Nevertheless, the following techniques could be
generalized to full CAF.

5.4.1 Two-step S‘T'DOA Approach [Stel5]

Step 1: Commonly for a sensor network, TDOA measurements are extracted from the

cross correlation function

K
CCF(r12) = > #ilklzy k], (5.5)

k=1

i.e. from the correlation of the two signals z1[k] and 22[k] in time domain. The TDOA
estimates are calculated by detecting the peak in the CCF:

7(1,2) = arg max CCF(7(1,2)) . (5.6)

T(1,2)

However, since a single moving sensor is considered, the measurements are not taken
simultaneously. Thus in the following, the signal processing for the single sensor case is
presented (Fig. 5.1a). Due to the known signal structure, a quasi-TDOA measurement
can be computed by considering the individual known sensor clock clk,:

7, = arg max CCF, (75,) (5.7)
with
K
CCFy () = Y zn[k]5[k] (5.8)
k=1
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Figure 5.3: Schematic representation of the received signals at measurement step r and n.
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where §[k] denotes a reference signal introduced in (5.4). Then similar to (5.6), a
quasi-TDOA measurement can be calculated by taking the clock differences (Fig. 5.3)

Aclk(nr) = Udk" - dkﬂ - {dkn - ClkTD T (5.9)

into account, where the index r indicates some reference time. Then a quasi-TDOA

measurement can be extracted from the TOA estimates by
Tnyr) = Tn — (Tr + Aclkn ) , (5.10)

i.e. by the difference of the individual estimated TOAs corrected by the clock differ-
ence. The correction of the clock difference is mandatory because the measurements
are not taken simultaneously.

Step 2: The emitter localization problem can be solved by searching the emitter loca-
tion that most likely explains the TDOA measurements calculated in (5.10). There-
fore, the emitter location can be calculated by solving the following least-squares

form: N
A . 2
% = arg minz [17n.r) 0_27-(”’”()()” , (5.11)
* = T(n,r)
n#r
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where 7, (x) denotes the measurement function given analog to (5.10) by
Tin,r) (X) = tn(x) — (tr(x) + Aclk(n,m) , (5.12)

according to (5.2) and 072-(” ” denote the TDOA measurement variance, n = 1, ..., N.
The solution in (5.11) can be geometrically interpreted as the intersection of the
hyperbolae represented by the individual TDOA measurements.

At this point it is worth to mention that in practice, the measurement variances
are unknown and vary during the time. Consequently, the measurement variance
have to be estimated because otherwise one could use an estimator with a reduced
performance.

5.4.2 One-step DS*TDOA Approach [SO15]

The key-idea of direct localization approaches is to avoid the decision for one TOA /T-
DOA/AOA measurement in the first step of a localization algorithm. In the case of
the S*TDOA method as described in the previous section, this decision is repre-
sented by the process of maximum determination of the CCF. The choice will always
fall on the highest peak of the CCF, but when taking into account all measurement
batches, this peak might be wrong. In this case, f.e. the second highest peak of the
CCF would correspond to the sensor emitter geometry and fit all other measurement
batches. Thus, leaving this decision open, allows the implicit evaluation of multiple
measurement hypotheses in one localization step.

The intention is to create a cost function that has to be optimized in the localization
step, which takes into account all measurement batches at the same time without the
explicit decision for TDOAs (Fig. 5.1b). By calculating the CCF of the CCF,. (CCF
of z, and §[k]) and the CCF,, (CCF of z, and §[k]), the choice for an explicit TDOA
can be postponed into the localization step. We call this approach direct single-sensor
signal structure TDOA localization (DS*TDOA).

The choice of this approach is motivated by the scheme used for the multi-sensor
TDOA localization, where the TDOA is not explicitly chosen in the first step but
the TDOA measurement function is directly used as input for the localization step
[AW09, PF14]. Instead of a TDOA estimation from two received signals, DS*TDOA
obtains the TDOA from two TOA measurements. The equivalent DS*TDOA then
relies on the CCF of the TOA measurement functions, which are the CCFs of the
received signals with the reference signal.
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The proposed cost function (cross correlation of cross correlation functions) subject
to the position x is defined as

K
CCCF (. (x) = 3 CCF5[K]CCEFL T gy (5.13)

k=1

with the CCF given in (5.8). The localization problem is then stated by

N
X = arg max Z CCCF (1) (%) . (5.14)

n=1

n#T

5.4.3 Discussion

The localization accuracy for both methods may degrade, if the distance between two
observer positions is too big compared to the signal repetition duration 7.

If 7(n,m)(x) > % the wrong peak may be chosen in the maximum determination of
the CCFs in the case of S*TDOA. This choice has a direct effect on the localization
accuracy using STDOA.

The influence on the localization for DS*TDOA is smaller if 7(, ,(x) < Z for almost
all n. If 7, (%) > % for a significant number of measurements , the optimization of
the localization function (5.14) may run into the maximum that corresponds to the
wrong time slots. However this is unlikely, because the ambiguities that are due to
T(n,r) (%) > % are unlike to join in the same spatial position unless more than one
emitter is present.

5.4.4 (D)S*TDOA without the use of 3[k] [SO16]

Both approaches described in the previous sections use an additional signal §[k] rep-
resenting the information on the signal structure. This allows data reduction for the
localization step. If processing power and data storage capacity and - in case of the
use of the methods with multiple sensors - communication bandwidth is not an issue,
the received signals can be stored and used for the localization process. In this case,
instead of using TOA estimates calculated using 3[k] for S*TDOA and the CCCF for
DS*TDOA, the cross correlation function of two received signals is used to estimate
the TDOA or in the cost function of the direct method respectively. An additional
shift factor according to the signal repetition interval and the observation time span
has to be taken into account. We call these methods S*TDOA* and DS*TDOA*.
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S*TDOA*:

The first step of the localization process of S*TDOA* is to calculate the maximum of

the cross correlation function of two received signals at different time steps n, r:

K
* (=7 n,r )
CCF(n,r) (T(n,'r)) = Z Zn [k]zr () [k}] .

k=1

The TDOA measurement is then given by

Tn,r = arg max CCF (,, ;) (T(n,r)) -

T(n,r)

In the second step, the emitter position is estimated by solving (5.11).

DS*TDOA*:
Similar to (5.13), the cost function for DS*TDOA* is given by
- (= (x))
CCF () (x) = Z Zh[Klzr R
k=1
The localization problem is then stated by

N
X = arg max E CCF (5, (x) .
n=1

n#r

(5.15)

(5.16)

(5.17)

(5.18)

For the evaluation of the real measurement data in this thesis (Chapter 6), STDOA*
and DS*TDOA* are not applicable since processing power and storage capacity were
limited. In the theoretical simulation and the CRLB evaluation (see Section 6.1), all

four (D)S*TDOA™ methods are compared.
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CHAPTER VI

(Direct) Localization using a single moving sensor -
Evaluation

6.1 Localization Accuracy Evaluation

6.1.1 Simulation Setup

To evaluate the four presented (D)S4TDOA<*) localization approaches, Monte-Carlo
simulations and CRLB analyses are conducted. A 2-dimensional scenario is investi-
gated where one observer moves along a trajectory from west to east as depicted in
Fig. 6.1. For each observation time step n € {1, ...,12}, a signal s, [k] that is emitted
from the target is simulated. We assume free space path loss

2
FSPLas = 10log1o (w) (6.1)

and, by taking the receiver sensitivity Sqp into account, calculate the corresponding
SNR
SNRag(n) = (Pg 4+ G + Gr — FSPLag) — SaB, (6.2)

where A is the wavelength of the signal, Pg is the transmitter power, Gg and Ggr are
antenna gain of the emitter and receiver antennas. The received signal is delayed by
the time ¢, (x) the signal took to travel from the emitter to the observer according to
(5.2).

The signals for each observation step are simulated as complex valued base-band
signals at a sample rate of fs = 400kHz using the following parameters. The du-
ration of each observed signal is T = 1 ms composed of repeated data transmission
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Figure 6.1: Scenario used for localization accuracy analysis including results of (D)S*TDOA.
Zoom of target area shows only (D)S*TDOA* results. Transmission power Pg = 30 dBm.
CRLB is depicted as 3o ellipse.

Tgata = 50 s and guard periods with duration Tguara = 10 pus. During the time
of data transmission, the emitted signal consists of a chirp signal with bandwidth
B = 200kHz. During the guard periods, no data is transmitted. White Gaussian
noise is then added to the signal according to the SNR calculated using (6.2). The
noise power is determined over the whole observation bandwidth of 400 kHz. The
parameters for the path loss calculation are Gg = 3dB, Gr = 0dB, Sqg = —90dBm
at a center frequency of 1800 MHz. The transmission power Pg is varied for different
evaluations. The received signal is then given by z,[k].

The reference signal 3[k] which is used by (D)S*TDOA has the same duration as
the simulated received signal. The data transmission period starts with the first
sample of 5[k] and the same reference signal is used at each time step. Since the
TDOA and position estimation using (D)S*TDOA in this special realization rely on
the amplitude comparison by correlating the received signals z,, with the reference
signal §, the reference signal can be modeled as a real valued signal with §[k] = 1
during data transmission periods and §[k] = 0 during guard periods.

TDOA measurements are taken between consecutive observation steps resulting in
a total of N/2 TDOA measurements. The measurement set for each measurement
index m € {1, ..., N/2} is given by {7(1,2), ..., T(2m—1,2m) }-

The cost functions of (D)S*TDOA™) are maximized using Nelder Mead simplex op-
timization under the assumption of constant TDOA measurement variance. The
initial position estimate for the optimization process is calculated by evaluating the
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Figure 6.2: Comparison of localization approaches to CRLB for different transmission pow-
ers.

cost functions on a grid of possible emitter positions. The grid points are spaced by
500 x 500 m. For the first TDOA measurement, no position estimate is given, since
the emitter location is not observable with only one TDOA measurement.

Simulations with 500 Monte-Carlo runs are conducted. For each run, the emitter posi-
tion is chosen uniformly at random from an area of interest (AOILx = —5000, ..., 5000 m,
AOI; = 1000, ...,8000m). The position is estimated using all four (D)S*TDOA™)
methods and the corresponding localization CRLB is calculated according to 5.3 and
Eq. (2.47).

6.1.2 Results

The simulations are carried out for different transmission powers. Fig. 6.2a shows the
results for Pg = 18 dBm. For many emitter positions throughout the area of interest,
this results in low SNR values. Both direct localization approaches are more robust
against low SNR, since ambiguities in the cross correlation functions have less effect
on the localization. The two step localization methods need to chose one TDOA mea-
surement in the first step independently of all other observation steps whereas the
direct technique postpones this decision into the localization step, where all measure-
ments are incorporated (see also Section 5.4.3). The similar accuracy of DS*TDOA
and DS*TDOA* is due to the high repetition rate of transmission and guard peri-
ods. The correlation of the reference signal, having very high SNR, and the received
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signal with low SNR, still shows good cross correlation characteristics. The position
estimation accuracy of S*TDOA is out of the scale of Fig. 6.2a. The performance
of S*TDOA* improves until measurement index 4 and then degrades again. This is
due to the fact that the mean SNR for the given trajectory and randomized emitter
positions from the area of interest is often lower at the last observation points and
thus the probability of choosing a wrong peak of the CCF increases.

By increasing the signal transmission power to Pg = 30 dBm and thus having higher
SNR, the performance of S*TDOA* is very similar to DS*TDOA* for all measurement
steps. The results are depicted in Fig. 6.2b. Again, DS*TDOA outperforms S*TDOA,
which shows the lowest localization accuracy.

To show the distribution of the position estimates of all four (D)S*TDOA™ methods,
a fixed emitter position is chosen. For this scenario, again 500 Monte-Carlo runs are
conducted. The results of TDOA measurement index 6 are depicted in Fig. 6.1. The
zoomed area shows only the estimates of S*TDOA* and DS*TDOA*. The CRLB is
given by a 30 error ellipse.

The advantages of (D)S*TDOA compared to (D)S*TDOA* are given by less need for
storage space and a reduction of processing power (and communication requirements).
A trade-off between localization accuracy and sensor requirements is possible using
(D)S*TDOA.

6.2 Simulation Using Real Data Scenario

The proposed localization approaches performances are evaluated in Monte-Carlo
simulations for a given scenario. GSM base stations are chosen as emitter with recur-
ring signal structure. In this section, only S*TDOA and DS*TDOA algorithms are
evaluated.

6.2.1 Simulation Setup

The desired signal is sent on the broadcast channel of a GSM base station and is
divided into time slots. Each time slot has a duration of 576.92 us. A time slot is
divided into data transmission time and guard period during which no transmission
takes place. This time slot signal structure is represented by the reference signal 5[k|
introduced in Section 5.2.

The sensor trajectory remains the same over all Monte-Carlo runs. The position
of the emitter is chosen uniformly at random from a given area of interest. The
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Figure 6.3: Simulation Scenario: Sensor trajectory and area of interest (green box).

localization accuracy is also evaluated w.r.t. the signal-to-noise ratio (SNR). A sensor
trajectory that is similar to the one of the field experiments (Section 6.3) is used for
the simulations. Fig. 6.3 shows the trajectory as well as the area of interest in which
possible emitters are located.

We use the following definition of SNR for the simulations:

Py
SNR[dB] = 1010g10? (63)

with Ps being the mean signal power and P, the mean noise power. A total of 250
Monte-Carlo runs were performed. Each Monte-Carlo run consists of the following;:

1. An emitter position is chosen at random from the area of interest.
2. A random start drift of the broadcast signal is generated.

3. Signal noise for each sensor is generated.
4

. For the given observer trajectory and emitter position and time of measurement,
corresponding TOAs are calculated.

5. The broadcast signal is embedded into noise in accordance to the respective
TOAs and scaled to meet given SNR value.

6. Localization results are calculated using both estimation methods

a) The initialization is done by evaluating a grid of the respective cost func-
tions for the area of interest.
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Figure 6.4: Simulation results: Localization RMSE over SNR for DS*TDOA (red diamonds)
and S*TDOA (red dots). © 2015 IEEE.

b) The position is estimated using Nelder Mead simplex optimization.

7. Points 5 to 6 are repeated for all SNR values in question.

6.2.2 Position Estimation

The position estimation for the S*TDOA method is divided into two main steps. In
the first step, the received signal is correlated with the stored reference signal. The
maximum of this correlation function yields the TOA of each measurement. TOAs of
two observation steps form one TDOA measurement. In the second step, the emitter
position is estimated based on a set of TDOA measurements.

For the DS*TDOA localization, from the two observation steps that form the TDOA
measurement in the above described case, cross correlate the cross correlation func-

tions of the respective received signals and the reference signal. Estimate the emitter
position from a set of those cross correlation functions.

For both methods, the respective cost functions are minimized using Nelder/Mead
simplex optimization. The initialization problem is solved by evaluating the cost

functions of each method for a grid over the area of interest. For the simulations, the
grid points were spaced by 100 x 100 m.

6.2.3 Results

Fig. 6.4 depicts the results of the simulations. For each SNR value, the RMSE of the
position estimation over all 250 simulation runs is calculated. The red line with red
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dots shows the RMSE using the S*TDOA, DS*TDOA is plotted using red diamonds.
The accuracy of the DS*TDOA localization approach outperforms the STDOA lo-
calization method.
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6.3 Experimental Results

6.3.1 Experimental Setup

Field experiments were conducted to verify the presented method for real data. A
GPS time-synchronized sensor node was used to gather data from a GSM mobile
station. The sensors receiving antenna was mounted under the wing of an aircraft.
The sensor itself and a PC for data processing were installed inside the aircraft. Every
five seconds, data from the broadcast channel of the GSM base station was recorded
at a sample rate of fs =1 MHz.

Along with the signal data, corresponding timestamps clk,, and position information
from the GPS receiver of the sensor are recorded. For each observation time step n, the
received signals are filtered and the CCF is calculated. From this CCF the TOA 7, of
the signal is estimated as described in Section 5.4. The CCF, the estimated TOA, the
sensors position and time are used in the localization step. The localization estimates
for both methods are calculated using the same initialization for the optimization
algorithm.

A 3-dimensional localization scenario is investigated. Fig. 6.5 depicts the sensors
trajectory, the position of the GSM base station as well as the localization results
using the presented S*TDOA and DS*TDOA method. The presented localization
approach is evaluated for different levels of signal strength. Here, a threshold P; is
applied to the measurements. If the mean received signal strength P, ) is below
the threshold, the measurement is not used in the localization step. The mean signal

Sensor Trajectory
BS Position
S*TDOA Position
Estimate 1
O DS*TDOA Position
Estimate

-1 -10 -9 -8 -7 -6 -5 -4
X [km]

Figure 6.5: Scenario of field experiments. Sensor trajectory and localization results.
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strength of a signal z,[k] is defined as

zn K] 2n [K]

= (6.4)

Pzn [k] =

with K being the total number of samples.
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6.3.2 Results

Fig. 6.6a to Fig. 6.6d show the localization cost functions Eq. (5.11) and Eq. (5.14)
evaluated for a grid of possible emitter positions. The black line indicates the flight
trajectory where the black dots indicate the measurements that are taken into account
in the localization step according to the received signal strength threshold. The true
position of the emitter is marked by a green dot. The position estimate of the S*TDOA
method is shown by a yellow x, the respective DS*TDOA estimate by a red circle.
The achieved localization accuracy is given in Table 6.1.

| RSS || S'TDOA | DS'TDOA || RSS || S'TDOA | DS'TDOA

-80 4049 385 -69 1003 129
-79 889 257 -68 2026 82
-78 681 449 -67 1542 190
=77 842 223 -66 186 166
-76 1203 50 -65 161 179
-75 1424 451 -64 170 268
=74 1272 89 -63 312 141
-73 1374 145 -62 458 404
=72 1623 116 -61 258 66
-71 1546 112 -60 199 119
-70 901 332

Table 6.1: Localization accuracy in [m] of field experiments data.

As can be seen in Fig. 6.6a, the minimum of the cost function of the S*TDOA for a
received signal strength threshold level of P, = —74dBm is not located at the true
emitter position due to the choice of one or more faulty TOA values (maximum peaks
of the CCF). This results in a larger localization error. Here, the advantage of the
DS*TDOA approach can be seen. Fig. 6.6b depicts the cost function of the DS*TDOA
method for the same scenario. As can be observed, the minimum of the cost function
is located near the true emitter position and the localization result is more accurate.
For this scenario with a received signal strength threshold of P, = —74dBm, the
3-D localization error of the S*TDOA is 1272m. Using the DS*TDOA localization
algorithm, the position estimation error is 89 m.
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Figure 6.6: Comparison of the cost functions of S*TDOA and DS*TDOA for different signal
thresholds.

The cost function of the S*TDOA and a received signal strength threshold of P, =
—60dBm is shown in Fig. 6.6¢c. Less measurements are used to localize the emitter,
but due to the higher signal level, the choice of the peak of the CCF as TOA value
tends towards the correct peak. With more accurate TDOA estimation, the local-
ization result becomes more accurate. The cost function using the direct localization
method (Fig. 6.6d) is very similar to the afore mentioned, also the localization results
are nearly the same.

The localization accuracy for the S*TDOA improves from 1272m (P, = —74dBm)
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Figure 6.7: Localization accuracy for different received signal strength thresholds of field
experiment data. © 2015 IEEE.

to 199m (P, = —60dBm). For the DS*TDOA location estimation method, a slight
degradation of accuracy from 89m (P; = —74dBm) to 119m (P, = —60dBm) is
noticed.

Fig. 6.7 shows the comparison of the localization errors of both methods over different
signal strength levels. It can be observed, that the DS*TDOA method is more robust
to smaller received signal strength and outperforms the S*TDOA based method. As
the TOA estimation using the signal structure information relies on the amplitude of
the signal, with lower SNR, the TOA estimation becomes more and more noisy until
peaks that do not correspond to the signal are chosen as TOA. Since the DS*TDOA
method does not require choosing one peak of the CCF, the localization results remain
more stable for lower signal level values.
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6.3.3 Experimental Setup 2

A second field experiment was conducted to demonstrate the feasibility of localizing
an emitter using S*TDOA in real-time. A GPS synchronized software defined radio
receiver was installed in a car alongside a computer for signal processing and posi-
tion estimation. A small onmi-directional antenna was mounted on the roof of the
car. The observer position is determined using a GPS receiver. Since the installed
receiver system has limited processing power, only S*TDOA is used for the TDOA
measurements and the localization. The signal processing of the received raw data
and the position estimation run in real-time.

A signal generator using an external GPS receiver as 10 MHz frequency standard was
deployed. The emitter sends a signal with known repetition structure. The signal is
built up by times with transmission Tgata = 450 us and guard periods between the
transmissions with Tguara = 50 pus. A chirp signal with a bandwidth of 700 kHz was
used. The received signal is digitized by the sensor node. This results in a complex
base-band signal with a duration of 1 second for each measurement step with a sample
rate of 1 MS/S. The target position is also determined using a GPS receiver for the
evaluation of the position estimation.

The sensor processes a measurement each second, resulting in one TOA estimate using
SYTDOA. For the evaluation given in this thesis, a measurement rate of 10 s is used
for better readability (the ELS processes a measurement each second in real-time),
thus discarding 9 out of 10 measurements. 41 measurement steps are evaluated. At
each measurement step, we use the full TDOA measurement set obtained by the
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Figure 6.8: Scenario of the 2nd field experiment.
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Figure 6.9: Comparison the measured TDOA and the theoretical TDOA given by the
observer-target geometry.

current and all previous observation steps (see Eq. 2.7) which results in correlated
measurement errors. In contrast to the previous field experiment described in Section
6.3.1, the altitude of the emitter state is assumed to be known.

6.3.4 Results of the 2nd field experiment

The observer trajectory as well as the emitter position are depicted in Fig. 6.8 .
The black dots indicate the measurement positions. The same S*TDOA estimator
as described in the previous sections is used with the full TDOA measurement set.
The estimator is initialized by evaluating the cost function over a grid of positions
in the area of interest (AOLx = —2000,...,2000m, AOI, = —2000, ...,2000m). The
grid points are depicted by blue dots and were spaced by 100 x 100 m. The position
estimates are plotted as green dots.

The results of the field experiment are compared to the CRLB and to Monte-Carlo
simulations. Even though the altitude is assumed to be known, different altitudes
still affect the CRLB. A 2 x 2 FIM for x- and y-coordinates similar as described
in Section 2.7.2 is calculated. However, since a 3D scenario with known altitude is
considered, the elements of the FIM are slightly different. The known z-value is taken
into account in the range between emitter and observer, which is determined based
on all three coordinates, and thus influences the CRLB. The covariance matrix of the
TDOA measurements remains the same.

The variance of the TDOA measurements is determined by calculating the TDOAs
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Figure 6.10: Comparison of the localization error of the field experiments, the RMSE of the
Monte-Carlo simulation and the CRLB.

that result from the observer-emitter geometry and subtracting the measured TDOAs.
The theoretical TDOA given by the geometry and the measured TDOA are depicted
in Fig. 6.9. The RMSE of the resulting data yields the standard deviation Treany -
We assume equal error induced by each TOA measurement and thus the standard
deviation of the TOA measurement is given by o7y =, /0%, /2.

1000 Monte-Carlo runs are conducted for each observation step. By using the ob-
server and target position, the true TOAs are calculated. To those TOAs, zero-mean
Gaussian noise with standard deviation o, is added. From the resulting TOAs,
the TDOA measurement set is determined. The same localization algorithm with
the same initialization as for the field experiment data is used. The RMSE over all
simulation runs is calculated for each observation step.

The position estimation error of the field experiment data is compared to the results
of the Monte-Carlo simulation and the CRLB. Fig. 6.10 depicts the comparison. As
can be observed, the Monte-Carlo simulations are close to the CRLB. The localization
accuracy of the field experiment data is near the CRLB. After all 41 observation steps,
a localization accuracy of 16.8 m could be achieved. The RMSE of the simulations is
13.5m and the CRLB reads 12.6 m.

6.3.5 Discussion
A large amount of localization error of a real world TDOA system can be caused by

time and position inaccuracies of the sensors and by multipath signal propagation.
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In our experiments, we used GPS to determine the observers position during the
flight. Especially the elevation estimation of a GPS receiver is known to be imprecise.
Although we employed GPS disciplined oscillators, the time synchronization error
might be the largest cause of the localization error. In the case of stationary observers,
a synchronization to UTC in the range of 20ns is achievable. For in-flight use, the
accuracy of the local clock can degrade up to 200ns. Even though an exact time
stamp is not necessary for the (D)S4TDOA(*) methods, the employed experimental
system allows only processing of one second of signal each five seconds. If continuous
streaming of data is possible, a stable oscillator without exact time information is
sufficient (the accuracy issue remains the same). Another real world error lies in the
clock accuracy of the emitter which needs to be stable enough for all (D)S*TDOA ™)
methods to be applicable. It also has to be mentioned that the emitter position is
also determined using a GPS receiver and is therefore also error prone. However, the
accuracy can be assumed to be higher, since the emitter is stationary and the position
is determined using a longer integration time.

6.4 Comparison to classic localization techniques

Like all passive emitter localization techniques, (D)S4TDOA* clearly has its advan-
tages and drawbacks. The main advantage, namely the possibility to use light weight
single sensor hardware, is closely related to the main requirement: All (D)S*TDOA*
approaches are only applicable to signals with known repetition intervals which are
emitted by a target with a sufficiently stable clock like radars or mobile communica-
tion infrastructure. Another key advantage is the very reduced requirement on the
communication channel of the observer network compared to classic TDOA based lo-
calization where raw signal data has to be transmitted to other sensor nodes or a data
fusion center. Like for AOA based localization, only the localization result itself or the
measurements (pseudo-TDOA, TOA, AOA) are transmitted to other platforms or a
GCS. Similar to all time based localization approaches, precise time synchronization
or stable local clocks are required. The combination of TOA/TDOA/(D)S*TDOA*
with AOA based localization methods and thus the fusion of these heterogeneous sen-
sor data allows the best coverage and performance as well as position estimates after
only a few observation time steps.

(D)S*TDOA* can also be used in a sensor network to distribute pseudo-TDOA/TOA
measurements to other sensor nodes or a data fusion center [Stel5]. Only a narrow
band communication channel is required. Instead of using measurements taken by
a single sensor over time, measurements of multiple sensors taken at the same time
step oder over time can be fused into position estimates. When using wide band
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communication between multiple observer platforms, a (D)S*TDOA* sensor system
can always be used as a classic TDOA sensor node.

6.5 Summary

In this chapter, the evaluation of four (direct) localization approaches for the use with
a single moving sensor was presented. The methods are based on the S*TDOA found
in [Stel5]. The direct localization solution DS*TDOA firstly introduced in [SO15] is
derived in Section 5.4.2. The performance in means of emitter localization accuracy of
S*TDOA and DS*TDOA are evaluated in simulations (Section 6.2). Field experiments
dealing with the localization of GSM base stations using a single airborne sensor are
presented in Section 6.3. A second field experiment using a sensor node installed in
a car again confirms the results. Additionally, the two methods (D)S*TDOA* [SO16]
that do not require the explicit representation of the signal structure are introduced
in Section 5.4.4. All four approaches are evaluated in Monte-Carlo simulations and
compared to the CRLB (Section 6.1).

All presented methods allow emitter localization with a light weight and small sensor
node. Only one reception channel combined with an omni-directional antenna is
needed. The requirements on the communication channel bandwidth between sensor
and situation display system are small. Even if the position estimate is not determined
at the sensor node but is calculated at a control station on ground, for (D)S*TDOA
only a subset of the CCF and corresponding time and position information needs
to be transmitted. Classic TDOA approaches require the transmission of raw signal
data to a reference sensor or control station, thus having higher demands on the
communication channel.

If processing power and storage capacity is not a limiting factor, direct localization
using DS*TDOA* is shown in simulations to give the best localization results.

The feasibility of determining the position of an emitter using (D)S*TDOA®™ is
shown. The proposed DS*TDOA™) direct localization is more robust to smaller
SNR and outperforms the STDOA™ localization in both simulations and field ex-
periments.
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CHAPTER VII

Conclusions and Future Work

This thesis is divided into two key aspects of passive emitter localization using signal
structure information. FEach topic is separated into theoretical considerations and
the evaluation of the presented methods in field experiments, simulations and the
comparison to the corresponding Cramér-Rao lower bounds. The introduced novel
approaches open new possibilities in passive emitter localization.

7.1 Conclusions

Wide Area Multilateration

The first investigated topic is the passive localization of civil aircrafts to enhance
airspace surveillance. In Chapter 3 the basics of ADS-B and SSR are introduced. A
novel technique for the estimation of precise TOAs using the known signal modulation
of the considered transponder signals is proposed. The introduced method for TOA
estimation reduces the communication requirements of the sensor network drastically
compared to classic TDOA based localization techniques where the raw signal data
needs to be transmitted. Therefore, applying classic TDOA estimation schemes with-
out the use of signal structure information to this use case is not recommendable and
would also result in a much higher computational burden at the information fusion
center.

The feasibility to localize and track aircrafts using a distributed sensor network is
investigated in Chapter 4. Field experiments are described and the evaluation of the
obtained data is given. TDOA and TOA based emitter localization with unknown
time of signal emission are compared. The localization results are compared to the
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position information that aircrafts transmit using ADS-B and to radar data obtained
from the RTRN. A good localization performance using TDOA based emitter local-
ization and Kalman filter tracking is observed. As was already suspected, ADS-B
position information can be subject to large errors. The use of a multilateration sen-
sor network can close the surveillance gap and enhance air traffic management and
high coverage of the area of interest.

(Direct) Localization using a single moving sensor

The second examined topic deals with passive emitter localization using only one small
(airborne) observer. TDOA measurements are usually estimated for a signal received
simultaneously by two or more sensor nodes. We introduce a novel technique to
estimate TDOAs over time using one moving sensor node thus shifting the commonly
only spatial into a spatial and temporal problem named single sensor signal structure
TDOA S*TDOA method in Chapter 5. It makes use of recurring signal structure
that is for example found in mobile communication or radar signals. The direct
position determination scheme is applied to STDOA. For both non-direct and direct
localization, two approaches are introduced.

In Chapter 6, the (D)S4TDOA<*) approaches are evaluated in simulations, field ex-
periments and compared to the CRLB. The feasibility to accurately localize emitters
sending signals with recurring structure is shown for all four techniques. These ap-
proaches offer the capability to localize emitters using TDOA measurements of only
one moving observer. S*TDOA can also be applied in sensor networks where, similar
to the first topic, the requirements on the communication channel between sensor
nodes and data fusion center can be significantly reduced.

Summary
The contributions of this thesis can be summarized by the following conclusions.

e A novel technique for the TOA estimation of ADS-B/Mode-S transponder sig-
nals was derived.

e Algorithms for wide area airspace surveillance based on the previously men-
tioned TOA estimation were developed and evaluated in a field experiment of
high informative value.

e Novel approaches for single sensor TDOA based emitter localization were intro-
duced.
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e The known scheme of DPD was extended to single sensor signal structure
TDOA.

e The validity of the presented (D)S*TDOA ™) methods was assessed in field ex-
periments and simulations.

7.2 Future Work

Wide Area Multilateration

Deploying a sensor network in the proximity of an airport would be likely to allow
safe landing approach under bad weather conditions. If the sensor network is built
up around the airport, higher confidence in the position of the aircraft will lead to
better airspace security. The detection of aircrafts sending faulty ADS-B position
information can also be achieved using only a small number of sensor nodes. The
sensor network would not need to estimate the position but only compare the mea-
sured TDOAs to the ones resulting from the sensor-emitter geometry derived from
received ADS-B messages. Aircrafts with high deviations can thus be detected and
the attention of the air traffic controller can be drawn to this particular aircraft to
avoid dangerous situations as early as possible.

The compensation of clock offsets and drifts would allow even more accurate TDOA
estimation. As was indicated by the results given in Section 4.2, the TDOA mea-
surements tend to be subject to offsets which most probably result from the time
synchronization. Since many measurements of different targets are taken almost si-
multaneously or at least in short time spans, the clock offsets can be estimated. Higher
TDOA measurement accuracy could be the outcome.

In the case of GPS loss, the local clocks of the sensor nodes would no longer be
synchronized thus also resulting in measurement errors. Using stationary reference
transponders at known positions could enable sensor clock synchronization in case of
GPS loss.

(Direct) Localization using a single moving sensor

The approach of localizing emitters using only one moving observer was currently
strictly focused on TDOA estimation. The movement of the sensor however induces
a Doppler shift, which on the one hand decreases the TDOA measurement accuracy
and on the other hand carries information on the emitter location. The TDOA mea-
surement accuracy is strongly dependent on the FDOA. Therefore, addressing this
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issue would allow for more accurate TDOA estimation and thus more precise position
estimation. The fusion of TDOA and FDOA measurements can also improve the
localization performance of the ELS.

So far, the signal repetition pattern was assumed to be known. This is valid for
some applications like mobile communication. Other use cases with unknown signal
repetition pattern require the estimation of the frequency of signal repetition. The
approach of single sensor signal structure TDOA can be extended to more applications
by estimating the signal repetition pattern alongside with the TDOA/FDOA or in a
separate step.

Another problem that can be addressed is the imprecision of the emitters local clock-
Joscillator. In many applications, the local clock of the emitter will not be synchro-
nized and will thus underlie a certain drift. Estimating and compensating this drift
will result in more precise measurements and better localization performance.

The fusion of heterogeneous sensor data (S4TDOA/FDOA/AOA) either on the same
observer platform or using a sensor network can result in better surveillance coverage,
higher localization precision and position estimates after fewer observation steps.
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CHAPTER VIII

Appendix

8.1 Radarcape Data Format

The data obtained by the Radarcape sensor network is organized as follows. Each
sensor node continuously collects data from aircrafts. The received telegrams are
stored along with the GPS NMEA (National Marine Electronics Association) infor-
mation from the sensors GPS receiver on a removable storage device (direct message
transmission via TCP/IP is also possible). Using a software developed by Fraunhofer
FKIE, this information is stored in two separate files. Every five minutes, new files
are generated.

The filenames are composed of the sensor name and the date and time of data recep-
tion. The files with the extension .bin hold the binary received message data and
with the extension .gps the corresponding GPGGA (time, position, and fix related
data) NMEA strings of the sensors GPS receiver. For example, the file

radarcape_S0_2015-10-30-1000.bin

comprises received information recorded by sensor S0 on 30th of October 2015 during
10:00-10:05 UTC.

The Radarcape data output format according to [Rada] is:

<esc> "1" : 6 byte MLAT timestamp, 1 byte signal
level, 2 byte Mode-AC
<esc> "2" : 6 byte MLAT timestamp, 1 byte signal

level, 7 byte Mode-S short frame
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<esc> "3" : 6 byte MLAT timestamp, 1 byte signal
level, 14 byte Mode-S long frame

<esc> "4" : 6 byte MLAT timestamp, status data, DIP
switch configuration settings

<esc><esc>: true Oxla

<esc> is Oxla, and "1", "2" and "3" are 0x31, 0x32
and 0x33

The first 18 bits of the 6 byte MLAT timestamp give the UTC seconds of the current
day since midnight. The bits 19-48 hold the nanoseconds of the current second elapsed
since the last 1PPS signal of the GPS receiver.

The data used for the evaluation described in Chapter 4 was recorded by 10 sensor
nodes for the duration of one week starting on 29.10.2015, ending on 05.11.2015. Due
to technical reasons, one sensor node (S8) only collected data from 29.10.2015 16:45
UTC till 31.10.2015 20:15 UTC.

8.2 The Kalman Filter

In this section, an overview of the Kalman filter that is used for aircraft position
tracking is given. More details on Kalman filtering can for example be found in
[Koc14,Kay93]. In general, filtering techniques incorporate target observations that
were taken at different observation steps. A target state filter makes use of the fact,
that for a target state that was observed or given by the state estimate x;, at time step
k, the target state space at an observation step k+ 1 is limited by the targets velocity
and acceleration capabilities. The state space of the position estimates is given by x.
The measurement at time step k reads zj. For the tracking algorithm used in Chapter
4, the state space is 6 dimensional with x = (x,¥, 2, %, ¥, 2)7. The measurements z
are the TDOA localization estimates which are 3 dimensional positions. A standard
Kalman filter can thus be used, since the state and measurement space are linear.

The prediction step of the state estimate x and the state covariance P is given by

Xplk—1 = Frjp—1Xk—1/k—1
T
Prir—1 = Frp—1Pro1jp—1Frjp—1 + Quje—1 -

—
[N
~— ~—

The measurement and covariance residuals (innovation) are given by
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yr = 2k — HpTpjp—1 (8.3)
Skik—1 = HkPk|k—1H£ +Ry.

The Kalman gain matrix is
Tq-1
Kyjk-1 = Prjr—1Hi Sk\k—l : (8.5)

Xppk = Tre—1 + Kepp—1 (20 — HrXpjp—1) (8.6)
Piw= (I —Kpp-1Hi) Prjp_r -

The retrodiction of the state estimate and covariance is

X = X1+ Kijipr (%116 — Xigap) (8.8)
P =Py + K1 (Prgae — Pl+1\l)Kﬁl+1
K11 = quFzTJruzPllllu . (8.10)
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